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fosters decision-making while determining a company’s success in a rapidly changing market. Data are also
used to support most organizational activities and decisions. As a result, information, effective data gover-

Keywords: nance, and technology utilization will play a significant role in controlling and maximizing the value of enter-
Data governance . . . . . . .
Data quality prises. This article conducts an extensive methodological and systematic review of the data governance field,

covering its key concepts, frameworks, and maturity assessment models. Our goal is to establish the current
baseline of knowledge in this field while providing differentiated and unique insights, namely by exploring
the relationship between data governance, data assurance, and digital forensics. By analyzing the existing lit-
erature, we seek to identify critical practices, challenges, and opportunities for improvement within the data
governance discipline while providing organizations, practitioners, and scientists with the necessary knowl-
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Introduction procedure, strategy and actions, it is essential for data to be governed
in a way that guarantees accuracy, integrity, validity, and complete-

Background ness. However, many organizations are currently approaching data

The ever-expanding volume of data is a key asset for companies
(Bennett, 2015). Data can be regarded as a “secret weapon” that
determines an organization’s capability to make informed decisions
and maintain competitiveness in ever-changing and volatile markets,
including the financial and industrial sectors (Ragan & Strasser, 2020,
p. 1). To effectively manage their data, organizations must acknowl-
edge and recognize the impact that robust and efficient data gover-
nance can have on achieving success and making well-founded
decisions (Hoppszallern, 2015).

Throughout the years and as data and technology have advanced,
the need to find solutions that ensure adequate data governance has
grown significantly (Dutta, 2016). As part of the data governance

* Corresponding author.
E-mail address: bmvb1995@gmail.com (B.M.V. Bernardo).

https://doi.org/10.1016/j.jik.2024.100598

governance solely through the narrow lens of non-transactional data
(data at rest). They are overlooking the risks associated with transac-
tional data that may hinder their success and ability to be competitive
in the market (Dutta, 2016). Hence, this narrow approach exposes
organizations to significant risks, namely information errors. These
errors can lead to increases in costs, reputational and financial losses,
compliance risks, and others that may arise from the organizations’
inability to define an adequate data governance and quality frame-
work (Dutta, 2016).

This field is crucial for an organization’s success and any activity
performed by data governance and quality practitioners. Recent
trends demonstrate that the world and its market are being charac-
terized by an increase in compliance and regulatory requirements,
advances and changes in the technology and data landscape, and a
heightened focus on excellence, financial governance, and reputation
(Dutta, 2016). These trends are compelling organizations to reassess
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their data governance initiatives and to define and establish frame-
works that address their specific data governance needs, providing
management with a set of processes that allow for the governance
and quality assurance of transactional and non-transaction data
(Dutta, 2016). Nonetheless, since data governance corresponds to a
complex and evolving field that can be considered one of an organi-
zation’s most imperative and intricate aspects, there is still a gap to
be filled by companies. This gap relates to the necessity for compa-
nies and their management to integrate and elevate data governance
in their business operations to the highest level (Alhassan et al.,
2019a; Bernardo et al., 2022; Johnston, 2016; Sifter, 2017).

According to Zorrilla and Yebenes (2022), data governance is
not just a part but a cornerstone of digital transformation, partic-
ularly within the context of the Industrial Fourth Revolution
(Industry 4.0, also known as 14.0). This revolution represents a
significant shift in how organizations manage and control the
value derived from the entire life cycle of a given product, or ser-
vice. These authors emphasize that the digitalization of the indus-
trial environment, achieved through the integration of operational
and information technologies (OT and IT), is heavily influenced by
effective data governance. This includes the use of cyber-physical
systems, the Industrial Internet of Things (IIOT), and the applica-
tion of real-time data generation for decision-making and insight-
gathering.

Given the interconnected and interdependent nature of data, peo-
ple, processes, services, and cyber-physical systems, the depth and
complexity of digital transformation becomes clear. In line with this,
for data to become an organization’s competitive edge, it must be
managed and governed like any other strategic asset, if not more so.
Therefore, implementing a data governance framework is essential.
This framework should define who has the authority and control to
make decisions about data assets, facilitate shared and communi-
cated decision-making, and establish the necessary capabilities
within an organization to support these functions (Zorrilla & Yebenes,
2022).

Similarly, organizations must recognize that developing, design-
ing, implementing, and continuously monitoring a data governance
program and its initiatives requires a significant investment of
resources, including personnel, time, and funds. Besides, building a
robust data governance program—including its model, culture, and
structure—takes time to fully address the complete needs of an orga-
nization, including business operations, risk management, compli-
ance, and choices (Bernardo et al., 2022; Lancaster et al., 2019; Sifter,
2017). Bennett (2015) also emphasizes the vital need for companies
to comprehend data governance, its components, standards, and the
criteria that the framework must meet. Without this comprehension,
enterprises may risk mismanaging data privacy and the information
duties they hold and manage, which could lead to financial, opera-
tional, and reputational harm (Bernardo et al., 2022).

In a similar vein, Lee (2019) points out that while organizations
and their boards are focused on improving cybersecurity, they often
neglect to invest sufficient effort and resources in defining and devel-
oping a more robust and extensive data governance framework. Such
a framework should address the accuracy, protection, availability,
and usage of data. Although data governance intersects with cyberse-
curity, it is a broader field that encompasses additional components.
These include concerns that should be considered as high-priority
objectives for organizations, such as data management and gover-
nance, quality principles, the definition of data roles, responsibilities,
processes, and compliance with data regulations and privacy laws
(Bernardo et al., 2022; Lee, 2019). In reality, organizations have his-
torically neglected and overlooked data governance, providing this
field with minimal attention due to the high level of investment and
complexity that it would require (Bernardo et al., 2022; Janssen et al.,
2020). Similarly, corporations are refocusing and shifting their efforts
to address data governance concerns, recognizing it as one of the top
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three factors that differentiate successful businesses from those that
fail to extract value from their data. As a result, companies are devel-
oping their stakeholder positions and roles so that they can empha-
size the value of technology, people, and processes within their data
governance programs (Bernardo et al., 2022; Janssen et al., 2020).

Moreover, the literature confirms that many businesses across
various industries and markets lack a sound data governance and
management framework, structure, and plan that could shield them
from potential harm, namely data disasters, losses, and system fail-
ures (Bernardo et al., 2022; Johnston, 2016; Zhang et al., 2016). Also,
some authors emphasize how vital it is for enterprises to define
robust auditing and assurance procedures to enhance their data gov-
ernance and ensure that they are implemented in a productive,
approach-oriented, continuous, and compliant manner (Bernardo et
al., 2022; Johnston, 2016; Perrin, 2020). Furthermore, Cerrillo-Marti-
nez and Casadesus-de-Mingo (2021) suggest that while this field has
great potential, literature sources and guidelines on the subject are
still “scarce and generally excessively theoretical.”

The literature alerts the community to the fact that businesses
are more focused on experimenting with and utilizing artificial
intelligence than on ensuring the quality of the data life cycle.
This neglect includes the processes of acquiring, collecting, man-
aging, using, reporting, and safeguarding, or destroying data—
steps that are crucial for establishing a solid foundation for artifi-
cial intelligence to be used (Bernardo et al.,, 2022; Janssen et al.,
2020). Even though these stages of data quality require a tremen-
dous amount of time, people, and effort, companies tend to give
them minimal attention. In reality, companies should prioritize
developing and delivering initiatives that would allow them to
identify the critical data sets, understand their nature and sour-
ces, track their flow through people, processes, and systems, and
enhance their knowledge on data governance and quality (Ber-
nardo et al., 2022; Janssen et al., 2020).

In addition, data-dependent activities such as data assurance and
digital forensics analysis are strongly affected by an organization’s
maturity in governing data. Thus, organizations should primarily
build and define a solid data governance framework before conduct-
ing rigorous digital forensics and data assurance analysis. In fact, only
after setting up this data governance framework should organiza-
tions engage in forensics and data assurance tasks, because doing so
can potentially improve their daily activities and operations, increase
and improve data quality, and strengthen data-dependent activities
such as reporting and decision-making. Otherwise, without proper
data governance, organizations risk making poor decisions based on
inadequate or inaccurate data (Bernardo et al., 2022; Ragan &
Strasser, 2020).

The challenges associated with the data governance field are
growing daily, particularly due to the relentless increase in data and
the ongoing race to improve efficiency and competitiveness in the
market (Paredes, 2016). Companies are concentrating on identifying
roles and responsibilities, such as the Chief Data/Digital Officer
(CDO), to lead and govern their data governance frameworks (Ben-
nett, 2015; Bernardo et al., 2022). Ragan and Strasser (2020) empha-
size the need for organizations to nominate and design a Data Czar,
or other role to oversee their data governance initiatives. However,
many firms and stakeholders resist this change due to the complexity
and high investment required for a data governance framework (Ber-
nardo et al., 2022; Ragan & Strasser, 2020). Additionally, without a
comprehensive understanding of the business and data flow, organi-
zations will face challenges in defining leadership positions, roles,
and responsibilities necessary to govern their data and ensure their
strategy is effectively implemented. Nonetheless, this overall process
is inherently complex because there is no single method, framework
or approach to data governance that fits all organizations in a stan-
dardized manner (Bernardo et al., 2022; Paredes, 2016; Ragan &
Strasser, 2020).
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Related studies

This section aims to summarize previous publications related to
literature reviews, including systematic ones, on data governance
topics. Sixteen papers were analyzed, revealing that they all focused
on defining data governance principles and foundations. The analysis
showed that the majority address general aspects of this field,
namely key principles (16/16 articles), challenges (10/16 articles),
and roles and responsibilities (11/16 articles). However, there was
limited exploration of more in-depth essential topics, including: i)
the exploration of data governance frameworks and their compari-
sons (1/16 articles); ii) the data lifecycle and assurance (6/16 articles);
iii) analysis on existing data governance tools (3/16 articles); and iv)
exploration of data governance maturity models and their impact (2/
16 articles).

Moreover, we found that only half of the articles presented a data
governance framework, and only one paper, Al-Ruithe et al. (2019),
included a comparison of different frameworks. This paper is the
closest one related to our work, particularly in its presentation and
comparison of data governance frameworks. However, it did not
include the relationship between these frameworks with the field’s
key components that our work intends to explore, such as structures,
responsibilities, existing tools, lifecycle, and maturity models.

Much of the research literature was provided and published
before 2020. We verified that of the 16 papers reviewed, approxi-
mately 69 % were dated and included papers published by 2017, 12 %
included papers released by 2019, and the remaining 19 % by 2020.
Our research, which was conducted using a thorough and robust pro-
cess, consists of the latest publications on the subject available at the
time of writing. We employed an extensive research process, utilizing
relevant databases and rigorous methodologies such as PRISMA and a
bibliometric analysis of the data obtained, minimizing the likelihood
of not including relevant publications.

Table 1 shows that while most literature reviews focus mainly on
the theoretical aspects of data governance, some do address specific
domains, such as the data lifecycle, roles and responsibilities, and
framework presentation. However, we did not find any article that
comprehensively covers all these domains and establishes relation-
ships between them, such as the analysis of multiple frameworks
alongside data maturity models. Therefore, Table 1 illustrates our
proposal for a novel and comprehensive approach to understanding
the critical domains of data governance. This inclusive and accessible
approach is intended not only for data governance practitioners and
organizations but also for anyone seeking a deeper understanding of
the field. It covers a wide range of topics, including data governance
concepts and principles, challenges, a framework presentation, a
comparison and analysis, the data lifecycle and assurance, existing
functions and structures within a data governance framework, data
governance tools, and maturity models.

Up to date analysis
(2023)

(Published up to)

2017
2020
2020
2017
2019
2015
2016
2020
2018
2015
2017
2013
2016
2012
2017

DG Maturity Period

Models

DG Tools

Roles / Responsibilities

SN S SS SN S S SS

Data lifecycle and

Assurance

S SSSS S

Paper Focus

DG framework
Comparison

DG framework
presentation

DG Challenges

Study contributions

In this article, we address and justify the existing gap in character-
izing the foundations of data governance, its evolution, and its matu-
rity within enterprises and among its practitioners, which has been
highlighted by several authors in the literature. One of the major
challenges is the insufficient consideration and awareness of the
importance of data governance and its key concepts, coupled with a
lack of sufficient literature sources to guide and support organiza-
tions. To address this gap, we provide a detailed analysis of the data
governance field, covering all previously described components and
examining the relationship between data governance and other data-
dependent fields, such as data assurance and digital forensics.

Throughout this article, we explore the relationship between data
governance and two different but connected data-dependent fields:
data assurance and digital forensics. Data assurance focuses on

DG Principles

v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v

de-Mingo, 2021)

(Cerrillo-Martinez & Casadests-
(Al-Ruithe et al., 2019)

(George et al., 2017)
(McDowall, 2017a, b)
This Research Article

(Chakravorty, 2020)
(Hay, 2015)

Articles Included
(Bennett, 2015)
(Janssen et al., 2020)
(Abraham et al., 2019)
(Alhassan et al., 2016)
(Bordey, 2018)
(Clarke, 2016)
(Demarquet, 2016)
(Koltay, 2016)
(Meyers, 2014)

Analysis of papers focusing on the review of the various domains of Data Governance (DG).

Table 1
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ensuring the quality and reliability of data throughout the lifecycle,
including collection, processing, storage, and reporting stages. Digital
forensics is a relatively new discipline within forensic science that
offers rigorous methodologies and procedures for data examination
and evaluation. This field can be applied in various areas beyond judi-
cial proceedings, providing valuable support for organizations. Our
primary reason for this focus is based on the fact that these two areas
are vital and represent some of the most novel and emerging areas
for the success of data governance. Moreover, both fields, alongside
data governance, share a common focus on maintaining data integ-
rity, completeness, and security throughout the data management
lifecycle. In addition, digital forensics relies heavily on robust data
governance policies to ensure data integrity, transparency, and
authenticity. Meanwhile, data assurance focuses on complementing
the data governance field with a set of mechanisms to continuously
assess, validate and safeguard data quality. This ensures organiza-
tions remain in compliance with internal policies, current laws and
regulations, and international standards.

As Grobler (2010a) emphasizes, the field of digital forensics can
support an organization’s operations. It specifically helps manage-
ment and data users achieve the organization's data strategy,
increases their ability to use digital resources, and complements the
role of technology and information within the business context. Gro-
bler further states that the interoperability of information systems
and the increasing frequency of incidents heighten the need for
organizations to leverage digital forensics in establishing their data
governance framework (Grobler, 2010a, b).

Similarly, the literature highlights that data governance effective-
ness is not solely dependent on the quality of the data, but rather on
the absence of well-established policies and procedures, the organi-
zation’s inability to comply with these standards and the lack of mon-
itoring mechanisms such as the Key Performance Indicators (KPIs)
and Key Risk Indicators (KRIs). As a result, organizations must estab-
lish methods to ensure that their data assets and the data used within
their specific context have their quality attributes assured (Cheong &
Chang, 2007; Hikmawati et al., 2021). Likewise, data assurance is
closely related to the data governance field because it provides fea-
tures for analyzing, validating, and verifying data integrity, quality,
and compliance. This process helps prevent errors and ensures
adherence to policies, standards, and relevant legislation. Therefore,
we believe that by exploring digital forensics and data assurance,
organizations can achieve a more robust and effective data gover-
nance. This will enable companies to: i) implement precise data col-
lection methods, including the identification of relevant data and
sources while preserving data quality attributes such as accuracy,
consistency, completeness, availability and relevance; ii) enhance
their data extraction capabilities using tools, especially automated
ones, to preserve data assets and ensure authenticity of the gathered
data; and iii) conduct thorough analyses supported by documented
data lineage and generate reports based on high-quality data (Martini
& Choo, 2012).

It is important to note that data governance interacts with other
relevant disciplines and complementary areas, such as data security,
business analytics, and artificial intelligence. However, while these
areas are related to data governance, our comprehensive analysis
indicates that the literature covers data governance more extensively
than the fields of digital forensics and assurance, which are consid-
ered more novel and emerging.

This study includes a systematic literature review and an in-depth
bibliometric examination of the aforementioned topics. It identifies
key issues, opportunities, and challenges within these fields and
clearly defines the primary research question as follows:

“How to conduct an extensive methodological systematic
review to define, design, and enhance a data governance program -
breaking through the fundamentals of Data Governance, Data Assur-
ance & Digital Forensics Sciences.”
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While seeking the application of the four different stages over the
systematic literature review, the purpose of this study is to clearly
answer the research questions (RQ) posed, namely:

e RQ1: What are the key challenges and opportunities in data
governance, and what benefits and issues can be learnt from
successful implementations?

In addressing Research Question 1, we focus on analyzing the
number of benefits and challenges associated with the definition and
implementation of a data governance framework, particularly
through real case studies of organizations that have undergone this
process. We believe that the benefits and opportunities in this field,
outweigh the number of challenges currently faced. Nonetheless, it is
crucial to understand what these challenges mean for an organization
and what lessons can be learned from existing case studies.

e RQ2: What is the current level of maturity and background
surrounding the topic of data governance?

For Research Question 2, we aim to analyze the current state of
the data governance field and the literature around it to determine
its maturity level. Consequently, we examined what the literature
identifies as key aspects of the data governance framework that led
to greater maturity levels, including existing frameworks, data stew-
ardship roles, and consistent data management practices.

e RQ3: What are the current methodologies to support a data
governance program and assess its maturity level?

For Research Question 3, we aim to identify the current and differ-
ent methodologies that support the data governance field, including
different frameworks and maturity assessment techniques. We
believe that these practices will help organizations evaluate their cur-
rent practices, identify gaps, and set objectives for improvement, ulti-
mately leading to a more robust data governance environment.

e RQ4: What significant baselines from other fields can enhance
data governance activity, structure, and archaeology?

Research Question 4 analyzes and explores the foundational prin-
ciples of other data-related fields whose synergies can enhance an
organization’s data governance program, with a particular focus on
data assurance and digital forensics. We believe that these connec-
tions, which have not yet been fully explored by the academic com-
munity, could lead to improved data quality management and more
precise analytics techniques, offering deeper insights into strategic
decision-making.

¢ RQ5: What are the main obstacles and constraints that the data
governance discipline is currently facing and may face in the
future?

Research Question 5 seeks to showcase the advantages of data
governance through real-life case studies of successful data gover-
nance frameworks. It also aims to identify the obstacles and chal-
lenges organizations face in this field, such as resistance to change,
the complexity of integrating diverse data systems, and a lack of spe-
cialized skills and management support. Additionally, it considers
future challenges that may involve managing growing data volumes
and ensuring data privacy and security in an increasingly digital and
interconnected environment.

By answering these questions, this article aims to inform and
demonstrate to the community how to break through the essential
concepts of the data governance field, ultimately fostering its quality.
At the same time, we seek to raise awareness and offer a different
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approach and perspective to understanding the main challenges
faced by organizations. We believe that defining these research ques-
tions will bring added value to these fields, benefiting both specialists
and organizations. This will lead to the definition of four main objec-
tives, which correspond to the following statements:

e OB1: Identify, characterize, and evaluate the current environ-
ment, namely the latest and most appropriate data governance
tools and methodologies, to lay the foundation for OB2, OB3,
and OB4;

e OB2: Identify the importance of data governance frameworks
that provide a sustainable and robust foundation for data gov-
ernance programs, enabling organizations to obtain a fully
committed and up-to-date environment;

e OB3: Comprehend the available tools, maturity assessment
procedures, and methods, and explore how organizations can
leverage them;

e OB4: Acknowledge, classify, and compare the differences and
similarities among existing tools and methodologies regarding
data governance and data quality to find potential barriers and
synergies for future exploitation.

These objectives add value to the data governance field by identi-
fying and addressing existing gaps, raising awareness on this field to
any researcher and practitioner, and supporting broader goals. Addi-
tionally, this work contributes to goal 9 of the UN Global Goals
(Industry and Infrastructure) which aims to expand and increase sci-
entific research, enhance the technological capabilities of industrial
sectors worldwide, and promote innovation by 2030 (Denoncourt,
2020; United Nations, Washington, DC, 2020).

Phase I — Data, methods and planning

Given the complexity of the data governance field, a systematic
review of the literature is essential for an in-depth analysis. To
achieve this, we employed several methodologies to collect informa-
tion and data that met pre-defined qualifying criteria, aiming to
address the research questions and objectives effectively. As illus-
trated in Figs. 1 and 2, we structured the article and research into
four stages: i) planning and definition, ii) execution of the systematic
literature review and its techniques, iii) analysis and discussion of the
findings, and iv) conclusions and recommendations for future work.

Likewise, the details for Phase II are presented in Fig. 2, which
includes the application of the PRISMA methodology, full-text analy-
sis, scrutiny methods, quality assessment, and bibliographic mapping
of the data analyzed.

Planning and
Definition of the
Research Topics

and Techniques to
be applied

Execution - PRISMA
& Bibliometric
Analysis — Keywords
Co-Occurrence and
Co-Authorship
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PRISMA

Bibliometric
Methodology ] ® 4 mapping data
@ ®
° @
® (@] < @)
® e
@ O
o [
@ o @ Q@
P ®

Full-Text

Analysis and Quality

Scrutiny

Assessment

Fig. 2. Overview of the techniques applied in the systematic literature review.

The theoretical background was established using the well-estab-
lished systematic literature review method known as PRISMA (Pre-
ferred Reporting Items for Systematics and Meta-Analyses). This
approach was employed to identify and examine relevant literature
in any form that could support this research. It also provided access
to the most up-to-date scientific publications encompassing knowl-
edge that is already available and validated by the community (Okoli
& Schabram, 2010). The literature review process aims not only to
summarize previous concepts and findings but also to present new
evidence. This evidence is derived from consolidating all the activities
in this article, including the PRISMA method, annotated bibliography,
quality assessment, and bibliometric network analysis (Hong & Pluye,
2018).

Similarly, PRISMA is designed to provide scientific documentation
on research (Moher et al., 2015). It involves a 27-item checklist con-
taining four main steps that comprise its statements, with the pri-
mary goal of aiding researchers improve systematic literature
reviews (Moher et al., 2009). In this context, the main goal is to com-
pile and provide an overall analysis on data governance, data assur-
ance and digital fields by scrutinizing the available literature
(Palmatier et al., 2018; Snyder, 2019). By integrating different per-
spectives, we address the research questions and identify areas need-
ing further investigation (Snyder, 2019). As a result, the theoretical
background was developed to facilitate more comprehensive
research in these fields. Moreover, this structure remains adaptable,

In-depth discussion
and Analysis over
the results obtained
in the previous
Phase. Conclusion of the
Literature Review
— Setting the basis
for future work

Fig. 1. Systematic literature review phases.
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allowing for the inclusion of additional literature that may be appro-
priate for this research. Finally, the PRISMA application can guide the
search process using different keyword queries across publication
databases (Moher et al., 2015).

It is crucial to understand that the broad range of information
available across various databases and levels of significance can
sometimes mislead researchers. The literature indicates that with the
rapid evolution of Information and Systems Technology, there are
now an almost limitless number of open and closed-access publica-
tions, journals, search engines, and databases. This abundance neces-
sitates a structured methodological literature review process to be
able to define levels and eligibility criteria for articles to be included
in the theoretical background review (Bannister & Janssen, 2019;
Smallbone & Quinton, 2011).

Additionally, considering the initial state-of-art and background
review, we recognize that rapid advances and adoption in the fast-
paced IT industry have impacted these fields. This has introduced
several numerous prospects and challenges that, although prominent
in this field, are not exclusive to it. Therefore, an essential step in the
literature review is to include existing studies and research and out-
line the roadmap for analysis (Snyder, 2019). The review roadmap
focused on the topics presented in Fig. 3, namely:

Phase II — Execution
Systematic literature review - PRISMA application
Using PRISMA, we identified and collected publications that meet

specific predefined criteria, represented by variables such as the
search query, database reference, time frame, publication years,
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Fig. 3. Roadmap of the literature review.

language, and other relevant factors. In this first step, scholarly stud-
ies and literature considered during the exploration and search pro-
cess are retrieved from the general database “EBSCOhost Online” (the
primary research base). Following PRISMA'’s guidelines, the SLR, illus-
trated in Fig. 4, encompassed four main steps: 1) Identification, 2)
Screening, 3) Suitability, and 4) Inclusion.

Consequently, a flowchart was produced and adapted from the R
package developed and presented by Haddaway et al. (2022) for pro-
ducing PRISMA flowcharts. The search query and its expression were
designed by considering publication characteristics, namely their
abstract, title, and keywords. The expression was applied by includ-
ing Boolean logical operators, i.e., “AND”/“OR,” to establish logical
relationships. For Stage 1, Identification, the subsequent search query
was formalized and applied to target publications containing specific
terms, or expressions in their abstract, title, and keywords, including
the following:

(“data governance” OR “Data Assurance and Governance” OR
“Data Forensics and Governance” OR “Data Govern” OR “data

Identification 1* Stage

in EBSCOHOST (n=38,928)

1% Stage — Records identified through database searching

2% Stage — Publication Dates in scope (from 01-01-2014 to 30-11-2022)
Records excluded (n=25,332)

Records screened (n=13,596) in the 3% Stage — Publications in the English Language
Records exciuded (n=669)

Records screened (n=12,927) in the 4% Stage — Articles in Full-Text or Available for
Consultation: Records exchuded (n=3 831)

Records screened (n=9,096) in the 5* Stage — Articles that are Duplicated Records
exchuded (n=1,631)

»| corres

Records screened (n=7,465) i the 6* Stage — Articles without Abstract or that
to editorials, comment
Records excluded (n=4,015)

faces, workshops and/or books reviews

Screening 2™ - §* Stages

Records screened (n=3,450) i the 7* Stage — Articles’ Abstracts that are clearly outside

| the scope or are not directly related to the topic of the present systematic review
Records excluded (n=2988)

Records screened (n=462) m the 8% Stage — Articles” Abstracts that are not directly
linked and/or specific to the topics of the present research: Records excluded (n=220)

A4

Eligibility 9* Stage
s ' % assessed for elighility (n=242)

9 Stage — Records that include Full-text articles

v

Records screened (n=242) m the 9% Stage — Articles excluded based on full text
assessment and screening: Records excluded (n=155)

A 4

Included 10* Stage

10* Stage - Total number of Records included (n=87 ) Other
pubbcations from other Sources may be considered m the future)

Fig. 4. PRISMA methodology flowchart.
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governance & Quality” OR “data governance and Assurance” OR “data
governance and Forensics” OR “data governance and Quality” OR
“Data Quality & Governance” OR “Data Quality and Governance” OR
“Govern of Data” OR “Digital Forensics” OR “Digital Forensic”).

The search expression outlined above focused on the main topics
and any derivations that can be obtained from these terms. Also, the
search process was conducted in November 2022 using EBSCOhost
Online and its advanced search engine as the primary database. Goo-
gle Scholar was also used as a secondary database to identify addi-
tional relevant publications beyond what was found on EBSCOhost.
The analysis of these sources was carried out in 2023.

The PRISMA application assisted in creating a flowchart that repre-
sents and includes each stage of the methodology: Stage 1 (Identifica-
tion), Stage 2-8 (Screening and exclusion criteria), Stage 9 (Eligibility),
and Stage 10 (Inclusion). In Stage 1, the search query identified a total of
38,928 records through database searches in EBSCOhost Online.

Given the total number of records, it was essential to define the
screening and exclusion stages (Stages 2-8) to filter out studies that
adhered to the pre-established exclusion criteria. These criteria
included, in the early stage (Stage 2), the requirement that publica-
tions fall within the date range from 1 January 2014 to 30 November
2022, resulting in the exclusion of 25,332 publications that fell out-
side of this range. In Stage 3, a total of 13,596 articles were screened
to retrieve only English-language publications, excluding 669 articles.
Stage 4 focused on removing publications that were not accessible for
analysis and in full text, addressing the 12,927 articles from the pre-
vious run and eliminating 3,831 publications. During this screening
process, we excluded references that, despite appearing in the search
query, lacked available documentation, or full-text resources for our
full-text review. Despite these necessary exclusions, our literature
review included what we believe are the most relevant articles on
the topics. We considered it essential to filter these types of referen-
ces to maintain the integrity and reliability of the literature review,
ensuring that it only contains accessible and verifiable references for
further consultation by researchers, though this approach may limit
the scope of the review in some cases. Moreover, Stage 5 focused on
analyzing the 9,096 articles retrieved so far. In this Stage, the primary
task was to remove duplicate studies, i.e., instances where the exact
same publication appeared more than once. This process led to the
exclusion of 1,631 articles, leaving 7,465 articles to be analyzed in
Stage 6. Here, the main goal was to filter and eliminate studies that
did not have an abstract section, or were categorized as editorial col-
umns, observations, preludes, book volumes, reviews, and work-
shops, resulting in the exclusion of 4,015 studies.

This process resulted in 3,450 articles obtained for the run in Stage
7, which focused on excluding publications with abstracts that were
clearly outside the research topic, or not directly related to the analy-
sis. In this Stage, 2,988 articles were removed, leaving 462 articles to
be included in Stage 8. As a result, in Stage 8, the main objective was
to exclude articles whose abstracts were not closely connected to, or
explicit about the research subject, resulting in the exclusion of 220
records and leaving 242 for Stage 9, the eligibility phase. Conse-
quently, these 242 articles were retrieved for a full-text, in-depth
assessment of their content, relevance, and importance to the studied
topics. After this full-text analysis in Stage 9, 155 articles were
excluded, leaving 87 articles to be incorporated in the literature
review. Additional records may be included if any article is later iden-
tified as a vital source of information for this paper.

The final 87 articles obtained through the PRISMA process were
distributed relatively evenly across different publication dates. This
ensures that the literature review encompasses both older and more
recent articles, providing the researcher with a broader perspective
on the topics under analysis.

Finally, after applying the PRISMA methodology at each step, pre-
sented in Fig. 4, 87 articles were deemed eligible and incorporated
into the literature review.
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To assist in managing the bibliography and references, the BibTeX
information of these articles was imported to Zotero, an open-source
reference management tool. Consequently, this tool played a crucial
role in the quantitative and qualitative analysis of the literature and
in managing the references used throughout this paper (Idri, 2015).

Bibliography quality assessment

In addition to applying PRISMA, we conducted further analysis by
developing a quantitative quality assessment metric to support the
literature review. The metric scored articles on a scale from 0.0
(Poor) to 0.5 (Mild) and 1.0 (Good), with a maximum score of 4.0 per
article. Articles scoring above the cut-off score of 2.0 were considered
more relevant for the literature review, while those scoring below
2.0 were excluded.

This assessment was fully supported by a detailed full-text analy-
sis, with scores assigned based on the criteria presented in the frame-
work shown in Fig. 5:

e Objective: Does this article contain topics relevant to my
work?

e Objective: Does this article provide factual indicators relevant
to my work?

e Subjective: Does the article contain valuable topics for me?

e Subjective: Does it represent an article acknowledging critical
aspects of the topic being studied?

Onwuegbuzie and Frels (2015) state that the quality assessment
and its metric will be used to address gaps identified in the literature
review process and to generate a structure that reflects the research-
er’s value system. Winning and Beverley (2003) argue that a key con-
cern for researchers when performing reviews should be the
trustworthiness and authenticity of the methodologies applied in the
theoretical background review process. Therefore, these assessment
techniques were designed to enhance the thoroughness and trans-
parency of this process. As Bowen (2009) suggests, the researcher,
being the subjective interpreter of information and data in publica-
tions, should strive for an analysis process that is as accurate and
transparent as possible.

Accordingly, the literature identifies several gaps that affect the
literature review process, including: 1) insufficient description of the
document analysis and the processes used to perform the literature
review; 2) inadequate understanding of what is already known
regarding a particular field, leading researchers to investigate
research questions on fields and topics that have already been thor-
oughly analyzed by others; 3) lack of consideration of researcher
bias, which can lead to the selection of studies that align with the
researcher’s perspective; and 4) poor understanding of existing
methodological frameworks and techniques regarding how they
were applied and how conclusions were derived (Bowen, 2009; Cald-
well & Bennett, 2020; Deady, 2011; Levac et al., 2010).

Various authors emphasize the need for researchers to include a
quantitative quality evaluation approach in their review process. This
approach adds a robust and rigorous technique that extends beyond
traditional qualitative assessments, particularly by uncovering and
analyzing the publications’ metadata and scientific information
(Campos et al., 2018; Mackenzie & Knipe, 2006; Major, 2010; Niazi,
2015).

Consequently, we conducted a full-text analysis of the 87 articles,
evaluating both objective and subjective perspectives. As a result,
Table 2 presents the quality assessment of all 87 articles that reached
this phase. As shown in Table 2, 12 articles were assessed and scored
below the cut-off score of 2.0 and were therefore excluded because
they were deemed irrelevant, or of no value for the topics under anal-
ysis. The quality assessment resulted in 75 articles being selected for
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Quality Assessment

Detailed Summary

Show: @ All O Done O Pending O Score higher than 2.0 O Score lower or equal to 2.0 Order by: [Tille (a-2) v]

To answer the form you may click on the desired answer on the following tables.

A multidisciplinary digital forensic investigation process model. (2015 (30
Objective Perspective: Does this article contain topics relevant to my work? Mild No
Objective Perspective: Does this article provide factual indicators relevant to my work? Yes m No
Subjective Perspective: Does the article contain valuable topics for me? Mild No
Subjective Perspective: Does it represent an article acknowledging critical aspects of the topic being studied? Yes “ No

A risk based model for quantifying the impact of information quality. 2014 [(35]
Objective Perspective: Does this article contain topics relevant to my work? Mild No
Objective Perspective: Does this article provide factual indicators relevant to my work? Mild No
Subjective Perspective: Does the article contain valuable topics for me? Mild No
Subjective Perspective: Does it represent an article acknowledging critical aspects of the topic being studied? Yes “ No

A systematic literature review of data governance and cloud data governance. 2019 [40]

Objective Perspective: Does this article contain topics relevant to my work? Yes Mild No
Objective Perspective: Does this article provide factual indicators relevant to my work? Yes Mild No
Subjective Perspective: Does the article contain valuable topics for me? Yes Mild No

Subjective Perspective: Does it represent an article acknowledging critical aspects of the topic being studied? Yes Mild No

Fig. 5. Example of the quality assessment conducted.

Table 2
Bibliographic references — quality assessment.

# Bibliographic Reference Quality Score
1 Privacy Governance and the GDPR: How Are Organizations Taking Action to Comply with the New Privacy Regulations in Europe? 2.5
2 Managing cross-regulatory data challenges in practice. 4

3 Microsoft Releases Office 365 Security, data governance Tools. 0.5
4 Responsible data governance in Projects: Applying a Responsible Research and Innovation (RRI) Framework. 3.5
5 Seven Best Practices to Boost Big data governance Efforts. 4
6 Spotlight on a Discipline: Forensics. 35
7 TDWI Technology Survey: The State of data governance. 2.5
8 The centerpiece of data governance: Making information quality pay off. 4
9 The chequered past and risky future of digital forensics. 25
10 The Data Divide: Data ethics and data governance need to be part of every employee’s onboarding, highlighting their responsibility 2.5

along the supply chain.
11 Towards a Systemic Framework for Digital Forensic Readiness. 2.5
12 Understanding data governance, Part II. 4
13 Understanding data governance, Part I. 4
14 Visualizing Digital Forensic Datasets: A Proof of Concept. 35
15 We need to think about data governance for dementia research in a digital era. 35
16 A multidisciplinary digital forensic investigation process model. 3
17 Arisk based model for quantifying the impact of information quality. 35
18 A triage framework for digital forensics. 3
19 Agile in data governance Design. 2.5
20 Are you prepared for your next data disaster? 3
21 Are You Creating a Data Swamp? 25
22 Artificial intelligence in the context of data governance. 3
23 Artificial intelligence and moral rights. 2.5
24 Beyond the Hype: Data Management and data governance. 3
25 What is information governance and how does it differ from data governance? 4
26 Challenges ahead on the digital forensics and audit trails. 2.5
27 Carefully communicate performance metrics. 1
28 Changes in roles, responsibilities and ownership in organizing master data management. 35
29 Challenges in digital forensics. 3
30 Common challenges of data governance. 4
31 Commanding data governance. 25
32 Critical Success Factors for data governance: A Theory Building Approach. 4
33 Critical success factors for data governance: a telecommunications case study. 4
34 Critical Factors in data governance for Learning Analytics. 0.5
35 What We See, What We Don’t See: data governance, Archaeological Spatial Databases and the Rights of Indigenous Peoples in an Age 4
of Big Data.

36 data governance 101: IR’s Critical Role in data governance. 2.5
37 Data governance and protection. 25
38 data governance and Its Scientific Outlook In Indonesia: A Literature Review. 0.5
39 data governance Gamification. 3
40 Data governance for public transparency. 4

(continued)
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Table 2 (Continued)
# Bibliographic Reference Quality Score
41 data governance in the Age of Programmatic Advertising. 25
42 Data governance: A conceptual framework, structured review, and research agenda. 35
43 data governance. 35
44 Data Vision vs. Data Strategy: Why Credit Unions Need Both: Learn why locating your CU’s North Star - the guiding light that will 3
inform its data analytics strategy - is so crucial.
45 Designing data governance that delivers value. 35
46 Digital Forensic Readiness: Are We There Yet? 3
47 Why data governance Should Be Part of Your Boardroom Conversations. 3
48 Effective data governance: From strategy through to implementation. 4
49 Establishing a data governance Center of Excellence Within Your Bank. 3.5
50 Establishing an Effective data governance System: Data governance is necessary for compliance with current regulatory expectations 3
for data integrity in pharmaceutical R&D and manufacturing organizations.
51 Five Key Reasons Enterprise data governance Matters to Finance ... and Seven Best Practices to Get You There. 2.5
52 Governance of data and information management in smart distribution grids: Increase efficiency by balancing coordination and 0.5
competition.
53 Guideline on data integrity. 35
54 How Data Management and Governance Can Enable Successful Self-Service BI. 35
55 How to ensure provision of accurate data to enhance decision-making. 4
56 Implementing Projects for Enhancing Records, data governance. 1
57 Information governance leadership: Controlling data and information to achieve strategic objectives. 0.5
58 Intimidated by AI? 1
59 Is It Too Soon for Unstructured data governance? 1
60 IT’s Evolving Role in data governance. 2.5
61 Auditing Artificial Intelligence: Internal auditors can develop a framework for conducting Al engagements, despite a lack of stand- 35
ards and guidance.
62 The data governance Act and the EU’s move towards facilitating data sharing. 3
63 Joining the dots: how to approach compliance and data governance. 2.5
64 Indicators for maturity and readiness for digital forensic investigation in era of industrial revolution 4.0. 3
65 Privacy and Security data governance: Surveillance Mechanisms and Resilience Risks of Smart City Technologies. 0
66 Structure Your data governance. 3
67 Taxonomy of Challenges for Digital Forensics. 4
68 The six steps to become a successful CDO. 3
69 The role of information governance in big data analytics driven innovation. 3
70 Towards a capability maturity model for digital forensic readiness. 3
71 Understanding the How and Why of CU data governance. 4
72 Unlocking data: Where is the key? 2.5
73 A systematic literature review of data governance and cloud data governance. 4
74 Considerations around the use of data. 1
75 What's Your Data Strategy? 4
76 Data classification — the foundation of information security. 2.5
77 data governance in the Dairy Industry. 0.5
78 Data governance case at KrauseMcMahon LLP in an era of self-service Bl and Big Data. 3
79 Data governance activities: an analysis of the literature. 35
80 Data governance: going beyond compliance. 2.5
81 Digital forensics and investigations meet artificial intelligence. 3
82 Why information governance needs top-down leadership. 3
83 Ensuring the Quality of Data in Motion: The Missing Link in data governance. 4
84 Getting smarter with data: understanding tensions in the use of data in assurance and improvement-oriented performance manage- 2.5
ment systems to improve their implementation.
85 Data governance: Organizing data for trustworthy Artificial Intelligence. 4
86 Reducing the impact of cyberthreats with robust data governance. 2.5
87 Data governance, data literacy and the management of data quality. 35

the literature review and for analysis in the bibliometric network
analysis, which is detailed in Table 2.

As shown in Fig. 6, the 75 publications are distributed according to
the defined period. This distribution provides a balance of mature and
recent insights and knowledge, proposing a more innovative
approach to the fields under research.

Bibliometric networks analysis

Alongside PRISMA and the in-depth quality assessment, we con-
ducted a bibliometric analysis of the literature. This analysis exam-
ined the co-occurrence of keywords within publications, the
correlation between authors, and the most cited articles. The VOS-
viewer application was used to produce and visualize bibliometric
networks, allowing us to explore data through visualization tools and
techniques, such as clustering co-authorship and keyword co-occur-
rence. Bibliometric activity is described in the literature as a statisti-
cal method for validating and evaluating scientific publications—

including articles, books, chapters, conference papers, or any other
scientific works—using statistics and metrics to effectively measure
their impact on the scientific community, as well as the relationships
between the studies and their bibliographic metadata (de Moya-
Anegon et al., 2007; Donthu et al., 2021; Ellegaard & Wallin, 2015; Lo
& Chai, 2012; Merigd & Yang, 2017). Ellegaard and Wallin (2015)
note that bibliometric analysis and its methods are firmly established
as a scientifically valid approach and a fundamental component of
the methodology applied in research assessment. This approach
introduces a quantitative dimension to the literature review, using
accurate and precise metrics to assist the researcher in the literature
review process. It enhances the subjective assessment of articles that
may be considered eligible for review (Ellegaard & Wallin, 2015;
Zupic & Cater, 2015).

As demonstrated by Hong and Pluye (2018), the development and
use of literature reviews have been growing over the last 40 years,
making them a major component of consolidated scientific work.
With this rise, bibliometric analysis has also expanded in recent
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Literature Review - Distribution by Year

]

Overview of the Eligible Articles

Fig. 6. Overview of the eligible articles - literature review - distribution by year.

years, impacting researchers’ literature review and introducing new
challenges to the review process. This includes assessing both the
objective and subjective quality of the literature and its impact (Zupic
& Cater, 2015).

The continuous growth of data, including published works,
requires now more than ever a robust methodology for researchers
to assess and evaluate the information and data they need from the
vast amount available nowadays. As a result, bibliometric analysis
and its methods are expected to help filter essential works for
researchers (Ellegaard & Wallin, 2015; Zupic & Cater, 2015). In fact,
bibliometric scrutiny is vital when analyzing substantial volumes of
bibliographic data (Gaviria-Marin et al., 2018).

Consequently, we conducted the following analyses: i) Journal
Analysis, ii) Authors Co-Authorship Examination, and iii) Keywords
Co-Occurrences Investigation. While performing these analyses, we
discussed the results and connected the bibliometric findings to the
discussion of the review. The first analysis, i) Journal Analysis,
involved summarizing and analyzing the metadata of the journals in
which the publications appeared, focusing on characteristics such as
Quartile ranking (if applicable), country, and research fields. We used
data from the SCImago Journal and Country Rank (SJR) for this analy-
sis. The second analysis, ii) Authors Co-Authorship Examination,
explored interactions among authors within a research field to
understand how scholars communicate and collaborate, and whether
this collaboration was diverse, or isolated. Authors who collaborate
amongst themselves form a network that Donthu et al. (2021)
describe as “invisible colleges,” where authors focus on developing
knowledge within a specific field of interest. This analysis helps the
researcher understand the dynamics of author collaboration over dif-
ferent periods of time (Donthu et al., 2021).

Additionally, the Co-Authorship evaluation helps perceive the
level of collaboration among authors on a given topic. It provides
insight into the field’s social structure and allows the researcher to
understand whether authors collaborate outside their immediate
group (i.e., the group of authors who appear in each other’s publica-
tions). Often, authors engage with their group and publish together
frequently, but they may not engage with authors outside of their
group, which limits the inclusion of different perspectives and
knowledge in their research (Donthu et al., 2021; Zupic & Cater,
2015). This analysis was conducted using VOSViewer to perform the
necessary text mining (Van Eck & Waltman, 2011, 2014).

For the third analysis, iii) Keywords Co-Occurrences Analysis, we
also used VOSViewer for clustering visualization. This analysis identi-
fies which keywords meet the predefined criteria (Van Eck & Walt-
man, 2011, 2014). It compares keywords from articles published
within a specified time frame to identify those that appear in at least
two, or more articles, although these criteria may vary depending on
the researcher’s choice (Donthu et al., 2021; Gaviria-Marin et al.,
2018).
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Count of Journal Distribution by Country

Count of Journals

Fig. 7. Count of journal distribution by country.

Thus, this analysis enables the examination of the most frequently
used keywords within the eligible articles and serves as a longitudi-
nal method to comprehend and track the progression of a given field
over time (Walstrom & Leonard, 2000). It also involves connecting
keywords using the bibliographic metadata of the publications. How-
ever, a central challenge for the researcher is that keywords can
appear in various forms and may have different meanings depending
on the context (Zupic & Cater, 2015).

i) Journal Analysis

The aim of this analysis is to summarize and examine the journals
associated with each eligible article, focusing on characteristics such
as Quartile ranking (if applicable), country, and research fields. To
obtain this information, we used the SCImago Journal and Country
Rank (SJR) to retrieve the main characteristics of each journal. For
articles not listed in the SJR, we used the Google Scholar search
engine. As stated by Manana-Rodriguez (2015), it is important to
have a quantitative assessment of different approaches, including
theoretical and practical ones. Roldan-Valadez et al. (2019) argue
that researchers must understand the impact of a publication using
different types of bibliometric indices. One widely used metric is the
SJR index, which is based on data from Scopus and incorporates cen-
trality concepts from social networks. This metric is openly available
and contains journal- and country-specific scientific measures and
indicators, and is available on its website: www.scimagojr.com (Ali &
Bano, 2021; Roldan-Valadez et al., 2019).

Considering this, our literature review comprised 75 articles from
56 different journals. The three most represented countries were the
United Kingdom, the United States of America, and the Netherlands,
illustrated in Figs. 7 and 8.

The 75 articles reviewed come from a total of 56 journals. Of
these, 42 articles (56 %) were retrieved from quartile-ranked journals,
while the remaining articles have not yet been classified by quartile
ranking. Note that journal characteristics can change over time. This
information is presented in Table 3.

Journal Distribution - Count of Articles per Country

28

30

Country

cles by Journal

Fig. 8. Count of articles per country - journal distribution.
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Table 3
Journal details description.
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# Journal Name ISSN # Articles SLR Quartile Country Relevant Fields of the Publisher for this Research
1 ABA Banking Journal 1945947 1 n.d. United States Banking & Technology
2 Al & Society 9515666 1 Q2 United Kingdom Artificial Intelligence & Human-Computer Interaction
3 Alzheimer’s Research & Therapy 17589193 1 Q1 United Kingdom Cognitive Neuroscience
4 Annals of Mathematics & Artificial Intelligence 10122443 1 Q3 Netherlands Artificial Intelligence & Applied Mathematics
5 Australian Journal of Forensic Sciences 450618 1 Q3 United Kingdom Pathology and Forensic Medicine
6 Banker Middle East n.d. 1 n.d. Dubai Banking & Technology
7 Best’s Review 15275914 1 n.d. United States Insurance & Technology
8 Bioethics 2699702 1 Q2 United Kingdom Heath (social science)
9 Business Horizons 76813 1 Q1 United Kingdom Business and Internacional Management
10  Business Intelligence Journal 15472825 5 n.d. United States Business Intelligence
11 Business Officer 0147877X 1 n.d. United States Business
12 ClO(13284045) 13284045 1 n.d. Australia Information Systems & Technology
13 Computer Fraud & Security 13613723 3 Q3 United Kingdom Computer Science
14  Computer Weekly 104787 2 n.d. United Kingdom IT Management
15  Computers & Security 1674048 1 Q1 United Kingdom Computer Science
16  Computers in Industry 1663615 1 Q1 Netherlands Engineering & Computer Science
17  Credit Union Times 10587764 2 n.d. United States Banking & Technology
18  El Profesional de la Informacién 13866710 1 Q1 Spain Information Sciences & Systems
19  Feliciter 149802 1 n.d. Canada Data Management
20  Governance Directions 22034749 3 n.d. Australia Governance & Management
21 Government Information Quarterly 0740624X 1 Q1 United Kingdom Social Sciences
22 Harvard Business Review 178012 1 Q1 United States Business, Management and Accounting
23 Health Research Policy & Systems 14784505 1 Q1 United Kingdom Heath Policy
24 IFLA Journal 3400352 1 Q2 United Kingdom Social Sciences
25  Information & Management 3787206 1 Q1 Netherlands Business, Management and Accounting
26  Information Systems Management 10580530 1 Q2 United Kingdom Computer & Social Sciences
27  Information Today 87556286 1 n.d. United States Information Technology
28  Internal Auditor 205745 1 n.d. United States Internal & IT Audit
29 International Journal of Information Management 2684012 2 Q1 United Kingdom Business, Management and Accounting & Computer
Science
30 International Review of Law, Computers & 13600869 1 Q3 United Kingdom Computer & Social Sciences
Technology
31 International Social Science Review 2782308 1 n.d. United States Medicine & Social Sciences
32 Journal of Accounting Education 7485751 1 Q1 United Kingdom Business, Management and Accounting & Social
Sciences
33 Journal of Computer Information Systems 8874417 1 Q2 United Kingdom Computer & Social Sciences
34  Journal of Corporate Accounting & Finance (Wiley) 10448136 1 Q2 United States Business, Management and Accounting & Economics,
Econometrics and Finance
35  Journal of Decision Systems 12460125 2 Q3 United Kingdom Business, Management and Accounting & Computer
Science
36  Journal of Field Archaeology 934690 1 Q1 United Kingdom Social Sciences
37  Journal of Forensic Sciences 221198 2 Q2 United States Pathology and Forensic Medicine
38  Journal of International Commercial Law & 19018401 1 Q4 Denmark Computer Science
Technology
39  Journal of Securities Operations & Custody 17531802 3 n.d. United Kingdom Security Operations & Custody
40  Journal of Technology Management & Innovation 7182724 1 Q3 Chile Business, Management and Accounting
41 KM World 10998284 2 n.d. United States Knowledge Management
42 McKinsey Insights n.d. 1 n.d. United States Strategy & Technology Consulting
43 Molecular Systems Biology 17444292 1 Q1 United States Information Systems
44  NACD Directorship 1934279 1 n.d. United States Biotechnology & Bioengineering
45  Network Security 13534858 3 Q3 Netherlands Computer Network & Informations Systems and
Management
46  NetworkWorld Asia 8877661 1 n.d. United States Enterprise Technologies
47  New Directions for Institutional Research 2710579 1 n.d. United States Resource Coordination & Information Analysis
48  New Hampshire Business Review 1648152 1 n.d. United Kingdom Business & Management
49  New Jersey Banker 0028-5536 1 n.d. United States Banking & Technology
50  Personal & Ubiquitous Computing 16174909 1 Q2 United Kingdom Computer & Social Sciences
51  Pharmaceutical Technology Europe 17537967 1 Q4 United States Pharmaceutical Technology
52  Police Practice & Research 15614263 1 Q1 United Kingdom Social Sciences
53 Proceedings of the European Conference on Manage- 20489021 1 n.d. United Kingdom Business & Management
ment, Leadership & Governance
54  Spectroscopy 8876703 2 Q4 United States Analytical Chemistry
55  WHO Drug Information 10109609 1 Q4 Switzerland Medicine & Public Heath
56  Wireless Networks (10220038) 10220038 1 Q2 Netherlands Computer Science & Engineering

Similarly, we categorized each eligible publication into four major
areas, outlined in Table 4: data governance and quality, data assur-
ance, artificial intelligence, and digital forensics.

ii) Authors Co — authorship analysis

In this analysis, we utilized VOSviewer, which provided solid and

of analysis is the authors of each of the 75 eligible publications. To
avoid restricting this analysis, we did not limit the maximum number

of authors per publication, and a minor threshold was set at 2 articles
per author. Consequently, the co-authorship analysis was applied to

robust text mining techniques for the researcher. One such technique

involves a complete counting analysis of co-authorship, where the unit

11

126 authors of which five met the defined threshold, shown in Fig. 9.
Similarly, we conducted an additional iteration of this analysis,
setting the minimum threshold to 1 while allowing an unlimited
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Table 4
Primary research areas of the literature review.
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Dimension Category Bibliographic Reference

# Data Governance

(Abraham et al., 2019; Alhassan et al., 2016, 2019a, b; Al-Ruithe et al., 2019; Bennett, 2017; Bindley, 2019; Bordey, 2018; Burniston, 2015; Cerrillo-

Martinez & Casadestis-de-Mingo, 2021; Chakravorty, 2020; Clarke, 2016; Demarquet, 2016, 2016; Dighe, 2014; George et al., 2017; Gupta et al.,
2020; Hassan & Chindamo, 2017; Hay, 2015; Hubbard et al., 2020; Janssen et al., 2020; Jiya, 2021; Johnston, 2016; Koltay, 2016; Lancaster et al.,
2019; Lee, 2019; Mansfield-Devine, 2017; McDowall, 20174, b; Mcintyre, 2016; Milne & Brayne, 2020; Perrin, 2020; Petzold et al., 2020; Riggins &
Klamm, 2017; Russom, 2015; Seerden et al., 2018; Shabani, 2021; Sifter, 2017; Smith, 2016);

# Data Quality
Sucha, 2014)
# Data Assurance
Vilminko-Heikkinen & Pekkola, 2019);
# Artificial Intelligence
# Digital Forensics

(Dallemule & Davenport, 2017; Dutta, 2016; Harper, 2020; Meyers, 2014; Mikalef et al., 2020; Paredes, 2016; Ragan & Strasser, 2020; Rivett, 2015;
(Bennett, 2015; Borek et al., 2014; N. Clarke, 2019; Gardner et al., 2018; Johnson, 2015; Manus, 2019; Saporito, 2019; Swoyer, 2016; Tankard, 2015;

(Bone, 2020; Sanchez & Sarria—Santamera, 2019; Fischer & Piskorz-Ryn, 2021; Kopp, 2020; Miernicki & Ng (Huang Ying), 2021);
(Ariffin & Ahmad, 2021; Bashir & Khan, 2015; Casey, 2019; Costantini et al., 2019; Elyas et al., 2014; Englbrecht et al., 2020; Gold, 2014; Karie & Ven-

ter, 2015; Lutui, 2016; Mouhtaropoulos et al., 2014; Tassone et al., 2017; Valdez, 2018; Vincze, 2016).

number of authors per publication and maintaining a minor thresh-
old of 2. This iteration included a total of 126 authors, resulting in the
aggregation of 71 distinct clusters, with the largest cluster containing
five authors. The top five clusters, ranked by the number of authors
per document, are presented in Fig. 10 and Table 5.

By analyzing the data, we observed that, although there are a total
of 71 distinct clusters, each containing one or more authors, none of
these researchers are connected to others from different articles or
clusters. This lack of connection may suggest a deficiency in collabo-
ration between clusters, indicating that authors did not engage in col-
laborative work outside their respective clusters. Additionally,
clusters containing more than one author may suggest that the
authors within each cluster collaborate on the same publication.
According to Kralji¢ et al. (2014), researchers’ key contributions
should focus on both existing and future scientific knowledge and
the sharing of this knowledge. Researchers should therefore aim to
foster collaborative work and networks to integrate diverse perspec-
tives and approaches.

iii) Keywords co-occurrences analysis

For this analysis, we used the VOSviewer tool to assess 349 key-
words, setting the minimum occurrence threshold at 3. Conse-
quently, 30 out of the 349 keywords met this threshold and were
selected for analysis. VOSviewer grouped these 30 keywords into
four distinct clusters, which are presented in Table 6 and Fig. 11:
Cluster 1 (red) — data management; Cluster 2 (green) — computer
crimes/forensic sciences; Cluster 3 (blue) — data quality; and Cluster
4 (yellow) — data governance.

Additionally, the top five keywords identified were data gover-
nance (17 occurrences, 30 total link strength), data management (15
occurrences, 32 total link strength), big data (9 occurrences, 23 total
link strength), computer crimes (9 occurrences, 23 total link strength)
and criminal investigation (9 occurrences, 23 total link strength). The
analysis, which encompassed four clusters, included a total of 30
items, 117 links, and an overall link strength of 183, shown in Fig. 11.

The overlay visualization, which represents the Co-Occurrence
analysis, includes an additional variable represented by the average
year of the keywords’ publications. As shown in Fig. 12, the most
interconnected terms in this network correspond to articles pub-
lished between 2016 and 2019. Thus, within Cluster 1 (red) — data
management — the average publication year of the keywords is
between 2017 and 2018. In Cluster 2 (green) — computer crimes/
forensic Sciences — the average year is between 2016 and 2017. For
Cluster 3 (blue) — data quality — the time frame falls between 2017
and 2018. Finally, Cluster 4 (yellow) — data governance — stands out
from the remaining groups with a more recent average publication
year between 2018 and 2019.

Phase III - Results and discussion

This section discusses each Research Question (RQ) and details the
results obtained to answer them. Each subsection corresponds to a
specific Research Question, labeled RQ1 through RQ5.

samm@@, david

daly@nary
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Fig.9. Co-authorship occurrence network (VOSviewer - Threshold = 2).
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Fig. 10. Co-authorship occurrence network (VOSviewer - Threshold = 1).

Data governance — theoretical background

Theoretical background

In response to Research Question 1 (RQ1), it is important to
describe the theoretical context, foundations, and key concepts of the
data governance field. According to the Data Management Associa-
tion (DAMA), a significant reference in this area, data governance
involves a combination of responsibilities, control environments,
governance, and decision-making related to an organization’s data
assets (Al-Ruithe et al., 2019). This concept is distinct from data man-
agement, which DAMA characterizes as the process of defining data
elements, acquiring, managing, and storing them within an organiza-
tion, and overseeing how data flows through IT systems. Data man-
agement also includes the policies, procedures, and plans that
support this workflow (Al-Ruithe et al., 2019).

Given this, we define data governance as the planning, manage-
ment, and governance of data and related activities. According to
Sifter (2017), data governance can be viewed as a combination of
highly managed and structured collections of resources and assets,
which are critical to an organization’s business and decision-making

Table 5

processes (Sifter, 2017, p. 24). The main objective of data governance
is to enhance a company’s capability, effectiveness, and sustainability
by supporting its decision-making processes with robust, high-qual-
ity data, leading to more precise and informed choices (Sifter, 2017).

Ragan and Strasser (2020) similarly view this field as one that
enables organizations to leverage data to communicate their needs,
while also aligning business strategy with available data. This align-
ment leads to better supported, more organized processes and more
informed decisions.

Moreover, the success of a data governance program is closely tied
to an organization’s culture, as well as the dedication and engage-
ment of its administration and human resources (Ragan & Strasser,
2020). Hoppszallern (2015) highlights the importance of clear gover-
nance in information technology, noting the possible negative effects
of unclear governance on an organization and the value that can be
created through effective implementation. Similarly, Sifter (2017)
argues that strong data governance may address obstacles related to
an organization’s processes, people, and technology, enabling it to
tackle data management problems and uphold a long-term commit-
ment to integrity in data and asset governance. Meyers (2014) shares

Co-authorship analysis - top 5 ranked by clusters of author.

# Cluster  Reference # Of Authors  Link Strength ~ Links between authors
per Cluster in different clusters

1 (Janssen et al., 2020) 5 4 0

2 (Elyas et al., 2014) 4 3 0

3 (Borek et al., 2014) 4 3 0

4 (Mikalef et al., 2020) 4 3 0

5 (Petzold et al., 2020) 4 3 0
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Table 6
Keywords co-occurrences ranked by the occurrences - descending.
Keyword Label # Occurrences  Total Link Average
(Strength) Publication
Year
data governance 17 30 2018.5
data management 15 32 2016.9
big data 9 23 2018.2
computer crimes 9 23 2015.7
criminal investigation 9 23 2016.0
corporate governance 8 15 2016.5
information resources 8 19 2016.1
management
data analysis 7 17 2017.1
data quality 6 16 2018.2
data security 6 11 2018.2
forensic sciences 6 15 2017.3
artificial intelligence 5 5 2020.2
Data 5 10 2018.6
data protection 5 9 2017.6
database management 5 9 2018.0
acquisition of data 4 5 2018.0
business intelligence 4 9 2015.5
business planning 4 9 2016.3
digital forensics 4 10 2017.5
information technology 4 9 2015.8
information technology security 4 10 2016.0
business databases 3 7 2016.7
business enterprises 3 5 2015.3
chief information officers 3 5 2017.3
computer security 3 9 2014.7
Cyberterrorism 3 7 2015.0
data integration 3 4 2018.7
data warehousing 3 8 2015.7
information sharing 3 6 2019.3
open coding 3 6 2018.0

this perspective, recognizing data governance as the application and
oversight of data management rules, processes, and formal proce-
dures throughout an organization’s operations.

Furthermore, the literature identifies data governance as one of
the most crucial areas for firms to incorporate into their operations.
Indeed, it can be seen as a critical asset for the success of their busi-
ness strategy because data are seen as the future and a competitive
edge that can differentiate successful businesses from those that fall
short (Ragan & Strasser, 2020, p. 10). Rivett (2015) argues that data
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governance represents a significant gap that businesses need to
address, especially as it becomes increasingly complex over time.
However, organizations should remember that data governance
involves more than just managing data. It also encompasses how
data are collected, produced, utilized, controlled, and reported, as
well as who is responsible for ensuring quality throughout the life-
cycle (Janssen et al., 2020).

Moreover, Riggins and Klamm (2017) describe this field as an
exercise in process and leadership focused on data-based decisions
and related matters. It comprises a system of decisions and responsi-
bilities defined by an agreed-upon model, which outlines how an
organization can take action, what type of actions can be pursued,
and when those actions should occur in relation to data and informa-
tion. Dutta (2016) describes this field as the combination and defini-
tion of standards, processes, activities, and controls over enterprise
data to ensure that the data are available, integrated, complete,
usable, and secure within the organization. Organizations are striving
to define and implement resolutions that manage the quality and
master data, ensuring truthfulness, quality, and completeness—spe-
cifically non-transactional data, data at rest, while often disregarding
transactional data, data in motion (Dutta, 2016).

As highlighted by Abraham et al. (2019), while data governance is
increasingly recognized as being critical to the success of organiza-
tions, there is still no unanimous agreement within the scientific
community regarding its scope. Current literature and other relevant
sources often focus on specific aspects of the discipline, such as data
protection, security, and the data lifecycle. Alternatively, some sour-
ces provide limited reviews that focus on theoretical approaches
without offering frameworks and tools to improve and strengthen
data governance and quality. Therefore, our approach to this topic
ensures that this discipline is analyzed in a way that integrates both
theoretical and practical concepts, tools, and frameworks, aiming to
improve the overall effectiveness and efficiency of this field and its
impact on organizations.

Archaeology and relevant concepts

Research Question 1 (RQ1) focuses on the recognition that, for a
given data governance framework and strategy, there are several
concepts that organizations need to understand and embed in their
operations. According to Gupta et al. (2020), a data governance
framework should encompass strategies, knowledge, decision-mak-
ing processes related to data management, relevant regulations,
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Fig. 11. Keywords co-occurrence analysis (VOSviewer).
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Fig. 12. Keywords co-occurrence analysis — year overlay (VOSviewer).

policies, data proprietorship, and data protection. One important con-
cept is the notion of data lake, which is considered a centralized
repository that allows an organization to collect and distribute large
amounts of data. In a data lake, data can be both structured and
unstructured, often with limited contextual information, such as the
data’s purpose, its timeliness, its owner, and how, or whether it has
been used (Rivett, 2015).

Another vital concept corresponds to data lineage, which repre-
sents the traceability of a given data within an organization. Data
lineage allows organizations to visualize and understand the impact
of data throughout the organization’s system and databases, as well
as to trace data back to its primary source, including the stage where
it is stored (Dutta, 2016). The literature highlights the importance of
embedding data lineage in an organization’s end-to-end processes to
ensure accurate and complete traceability throughout the data life-
cycle, including the systems and processes the data pass through
(Dutta, 2016).

Bordey (2018) emphasizes the importance of understanding data
lineage and how a firm can control and monitor the data life cycle. To
assess a firm’s data quality capability, Bordey proposes a set of ques-
tions that any firm should consider: i) What activities are being per-
formed, and who is responsible for executing and monitoring them?;
ii) What are the conditions and requirements for the planned and
performed activities?; iii) Where can the necessary data be retrieved,
and what exact phases are required to manage and use that data?; iv)
What will be the result of this activity, and for whom is it being pro-
duced?; and v) What are the next steps after the result is delivered?
(Bordey, 2018).

Moreover, to build and develop a robust and effective data gover-
nance strategy and framework, it is essential to establish founda-
tional pillars that should be employed to provide a solid baseline for
this field. We recognize that organizations remain vulnerable to data
disasters and are hesitant to invest in prevention measures, such as
robust and secure infrastructure designed to guard against potential
system outages and data disasters, namely through the loss of data
(Johnston, 2016).

Johnston (2016) identifies three fundamental topics for managing
and maintaining a solid data governance strategy: data visibility, fed-
erated data for better governance, and data security. The author
emphasizes that defining the baseline for a data governance strategy
and framework is crucial. According to this author, the first pillar
should be data visibility, which encompasses the activity an organiza-
tion should go through to understand “what you have, where it is,
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and how to recover it, when necessary” (Johnston, 2016, p. 52). In
addition, Johnston describes the principles organizations should
comply with to secure their data: i) deleting low-value data that that
has little to no business value, such as outdated, or duplicated data,
or data that has exceeded its retention period; ii) organizing valuable
data by storing it in controlled repositories using information tech-
nology tools; iii) enforcing rigorous data security procedures and
mechanisms to ensure data privacy and the protection of financial,
personal, and other types of data, while also ensuring it is secure and
properly backed-up; and finally, iv) maintaining and controlling
access, user privileges and their management (Clarke, 2016). Simi-
larly, Mcintyre (2016) suggests that every organization should imple-
ment data redundancy measures to ensure an organization is
prepared for a disaster and recovery. This includes setting Recovery
Point Objectives (RPOs), which determine how much updated and
current data the firm is willing to lose, and Recovery Time Objectives
(RTOs), which define how long the firm can go without access to its
data assets.

Similarly, Rivett (2015) describes that context, or cataloging of
data, is a layer that can answer critical questions and provides the
organization with greater visibility over their data and information.
This visibility allows organizations to perceive their data, determine
their usage, identify ownership roles, and know who to contact in
case of data errors. According to Rivett, a business can only define
and implement an effective data governance strategy—one that
includes appropriate data management procedures to ensure proper
governance and compliance—if they have complete visibility of the
data within the organization’s infrastructure.

In addition to data visibility, Johnston (2016) emphasizes the need
for organizations to focus on federated data to improve organiza-
tional governance. The process of federating data involves retrieving
data from different databases or sources and standardizing it into a
single, unified source for front-end analysis and visualization. This
process allows companies to analyze and access data from a single
source without needing to modify, move, or recover data across dif-
ferent infrastructures (Johnston, 2016). Johnston also identifies data
security as the third pillar, which includes protecting and securing
data, defining extensive policies, and applying encryption and
authentication mechanisms to ensure that only authorized individu-
als can access the data (Johnston, 2016). Similarly, Rivett (2015)
examines the importance of context and governance in implement-
ing a data governance strategy. This author stresses that organiza-
tions need to be able to address questions related to data
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responsibilities, the up-to-date status of data, data meaning and use-
fulness, and the technologies used for management and storage.

Similarly, Sifter (2017) argues that for a data governance frame-
work to achieve excellence, it must be supported by five essential
attributes. The first attribute is related to data accuracy, ensuring that
all data flows are managed, controlled, audited, and monitored across
the organization’s system landscape. Sifter also highlights the impor-
tance of data consistency and availability, which are essential for
enabling business stakeholders to access data whenever necessary.
The other three key attributes, according to Sifter (2017), include: i)
the ability of organizations to maintain a single repository for essen-
tial data storage, ii) a commitment to maintaining data quality and
availability across all processes, and iii) effective planning activities
that address data requests by business stakeholders with suitable
swiftness and repeatedly whenever necessary. Additionally, it is
essential to ensure that data governance aligns with the organiza-
tion’s Master Data Management (MDM). MDM encompasses a set of
practices and techniques whose primary goal is to increase and sus-
tain data quality and usage throughout the organization’s environ-
ment and processes (Vilminko-Heikkinen & Pekkola, 2019).

Benefits and added value

In response to Research Question 2 (RQ2), and because organiza-
tions increasingly focus on fostering robust data governance practices
to support their personnel, business processes activities, and technol-
ogy infrastructure, they are likely to achieve positive outcomes that
create value for the overall business and its stakeholders. Sifter
(2017) explains that data governance can enhance an organization’s
human capital by providing more trained, equipped, and knowledge-
able personnel, particularly in roles that require ownership and
accountability in governance and data management. This approach is
not about restricting access to data for certain privileged users, but
rather about enabling all users within the organization to access and
utilize data governed by appropriate controls (Riggins & Klamm,
2017).

Similarly, this author suggests that an organization’s processes
will also improve because they are more controlled and monitored
for consistency and efficiency due to the strong support of estab-
lished policies, procedures, and practices. As a result, data governance
provides organizations with a set of tools and directives aimed at
ensuring that the correct data are accessed and analyzed by the
appropriate people whenever and wherever decisions need to be
made (Riggins & Klamm, 2017). Additionally, an organization’s tech-
nology infrastructure will be strengthened as companies strive to
optimize and update their systems across the entire environment,
rather than just within individual business units (Sifter, 2017). In
fact, with better use and understanding of the data they manage,
companies are more likely to make well-supported decisions, thereby
unlocking greater potential from their data (Burniston, 2015). Conse-
quently, accountability and reliance on data are enhanced when
organizations take responsibility for their data and systems, leading
to better-designed and controlled decision-making processes
(Sanchez & Sarria—Santamera, 2019). Therefore, robust data manage-
ment and governance can significantly improve organizational trans-
parency (Cerrillo-Martinez & Casadestis-de-Mingo, 2021)

Moreover, Riggins and Klamm (2017) highlighted several benefits
that organizations can gain from data governance including: i) the
creation of a mutual, company-wide approach to data processes,
which helps generate a single source of truth for the organization’s
data; ii) the definition and recognition of data controls and policies,
which when aligned with organizational needs, foster data quality,
accessibility, and security; iii) the development of a central repository
for data management, aimed at defining a common terminology and
taxonomy within the organization; iv) the establishment of real-time
reports and standardized reporting techniques; and v) the enhance-
ment of decision-making processes through the use of trusted data.
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Furthermore, the importance of addressing data governance and
quality is becoming increasingly prominent in both organizational
practices and among regulatory bodies. Shabani (2021) notes that the
European Union recently announced a proposal for a new Data Gov-
ernance Act aimed at facilitating data sharing across various fields
while establishing a bridge with the GDPR (General Data Protection
Regulation). According to Shabani, robust data governance mecha-
nisms and secure data-sharing practices should be adopted to guar-
antee compliance with rules and directives from regulatory bodies,
such as the GDPR (Shabani, 2021). The author argues that providing
organizations with a strong regulatory framework for data gover-
nance, which addresses all core elements of this field, can empower
both organizations and individuals to better control and enhance
their data usage and sharing (Shabani, 2021). Similarly, Janssen et al.
(2020) propose that organizations should adopt a framework to regu-
late and control data sharing, stating that organizations must include
requirements and standards for data sharing, formalize agreements,
contracts, and service level agreements (SLAs), define authorization
levels and approval workflows, and implement audit mechanisms to
ensure compliance with relevant legislation and agreements. Kopp
(2020) adds that when organizations recur to outsourcing activities,
they must clearly describe and characterize the activities being per-
formed as outlined in the formal contract.

Data governance frameworks

Areas of application

Concerning Research Question 2 (RQ2), it is important to recog-
nize that a given data governance strategy and framework can be
applied across a wide range of areas and situations. These applica-
tions can serve as benchmarks for developing a solid and robust data
governance program (Hassan & Chindamo, 2017). For instance, Perrin
(2020) describes the recent impact of data governance in the adver-
tising industry, where data fuel decisions made by marketers and
brand managers to guide decision-making processes and create
brand experiences for consumers. Perrin highlights the significance
of current data management and usage regulations, such as the CCPA
(California Consumer Privacy Act) and the GDPR (General Data Pro-
tection Regulation). Given that advertising relies on vast amounts of
data for decision-making and brand promotion, organizations should
consider benchmarking their data governance strategies against
those in other industries and areas, whether similar, or different from
their own. This approach can help them identify key learning points
and best practices (Dencik et al., 2019).

Similarly, Perrin (2020) stated that data governance in advertising
must encompass data efficacy, transparency, and consumer control.
While data can be considered a new currency, increasingly stringent
regulations are imposing stricter restrictions on data management
and usage. Therefore, organizations must implement a data gover-
nance framework and strategy that aligns with the applicable regula-
tions. This includes promoting internal processes to understand the
different types of data within the organization, how they are col-
lected, and how they are audited for efficacy and compliance. In the
advertising industry, it is crucial for companies to integrate data gov-
ernance into their operations, because failing to comply with regula-
tions, or jeopardizing consumer trust could make it “nearly
impossible to rebuild” that trust (Perrin, 2020, p. 35).

Sifter (2017) describes the importance of data governance in
financial institutions, such as insurance companies, financial services,
and banks. According to the author, a successful data governance pro-
gram must address people, processes, and technologies. Sifter notes
that these organizations often struggle with managing data quality
and access to both data and technology. The author views data gover-
nance as a crucial tool for preventing data corruption and issues,
maintaining long-term data integrity, and producing vital business
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data and assets that support operations and business management
(Sifter, 2017).

Existing strategies, tools and frameworks

Regarding RQ2, Sifter (2017) argues that for a data governance
initiative to achieve excellence, it requires support from five key
components: foundational elements, data portfolio management,
implementation management, engineering and architecture, and
operations and support. For the foundational elements, Sifter states
that it is important for an organization to establish a charter and
vision that can be controlled and assessed over time. This should
include clearly defined ownership roles and responsibilities regard-
ing data governance.

For the data portfolio management component, Sifter (2017)
argues that organizations must be capable of designing, building,
defining, and maintaining an up-to-date data inventory. This inven-
tory should provide a comprehensive overview of how data flows
within the organization’s technologies, including how data are
secured, preserved, and managed. For instance, a data inventory, also
known as a data dictionary, or glossary, acts as a catalog of all the
data used within the organization. It serves as a reference point for
data and assigns data ownership. It resembles a data repository, with
detailed metadata, including format, type, technical specifications
(e.g., character limits, possible blanks, among others), and account-
ability and quality criteria and metrics (Clarke, 2019). The author
highlights the importance of defining and regularly updating a data
inventory to improve an organization’s ability to maintain a central-
ized repository of data definitions, structures, and relationships,
which is essential for consistency and clarity across the organization
(Clarke, 2019).

Regarding implementation management, Sifter (2017) considers it
essential to determine and define methods related to project, change,
and access management within an organization. These methods
should also facilitate the optimized management of human capital
and training programs. Additionally, Sifter (2017) argues that engi-
neering and architecture should support a data governance frame-
work by establishing policies, procedures, and mechanisms across
various aspects of the organization. This includes software manage-
ment, quality assurance and auditing, change and security manage-
ment, and the management of the technology landscape that
characterizes the organization’s operations and activities.

Lastly, Sifter (2017) emphasizes the need for organizations to have
robust operations and support mechanisms, allowing their personnel
to have clear communication channels whenever there is a need for
assistance, or in the case of an incident. Additionally, Dutta (2016)
proposes a framework to ensure the quality of data in motion, or
transactional data. We believe that each of the steps outlined in this
framework can be adapted to enhance an organization’s data gover-
nance framework. Dutta presents a different approach to data gover-
nance, which is illustrated in Fig. 13. This approach is structured
around the design of a conceptual framework consisting of six inter-
related dimensions:

In Stage 1, Discover, the organization must identify and acknowl-
edge all critical information and how it flows within the technological
and operational architecture. This involves defining and developing
metrics and their foundations. The organization needs to inventory
all data across existing systems, databases, and data warehouses,
understanding, registering, and documenting data lineage, including
sources from both internal systems and external systems and pro-
viders (Dutta, 2016). In this stage, it is also important for the organi-
zation to establish metric standards and implement techniques to
improve data quality through collaboration with data owners.

In Stage 2, the organization should focus on identifying and defin-
ing the risks associated with data quality, including data domains
and both data at rest and in motion. This involves formalizing issues
related to data quality features, as well as recognizing the risks,
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Fig. 13. Framework for data quality of data in motion. Adapted from Dutta (2016).

potential gaps, and pain points that characterize the organization’s
current environment (Dutta, 2016). By identifying these risks, the
organization will be in a position to develop a clear approach to eval-
uate, mitigate, respond to, and treat them properly.

Data transparency, reliability, and usability can be considered part
of the data observability feature in a data governance program. This
concept involves all the mechanisms and processes that allow
employees to effectively monitor, assess, and produce insights from
their data (Schmuck, 2024). According to Schmuck, data observability
serves as a solution within a data governance program and encom-
passes characteristics such as data modeling and design, data quality
and its architecture, metadata registry, data warehousing, and busi-
ness intelligence, data integration and interoperability, and docu-
ment management (Schmuck, 2024).

In Stage 3, Design, organizations must develop their information
analysis techniques and establish processes for managing exceptions,
errors, and incidents. To improve these processes, organizations
should use automated techniques rather than traditional approaches
like sample sizing. They should also implement controls designed to
monitor real-time data and processes, such as the success of batch
routines (Dutta, 2016). By designing these approaches, organizations
should prepare for Stage 4, which involves deploying a set of actions
and activities based on the prioritized risks, namely those that are
most important and impactful to the environment. The implementa-
tion of these actions must involve various components of the organi-
zation, including technology, people, and processes, to ensure the
effective deployment of these initiatives.

The last Stage, Stage 4, corresponds to Monitoring, where the
organization’s primary goal is to observe and review the framework
that was applied to its context. This includes evaluating data quality
metrics, incident management process, risk controls, and any activi-
ties that may influence and jeopardize the success of the defined
framework (Dutta, 2016).

Furthermore, Al-Ruithe et al. (2019) identify three key compo-
nents that should be ensured in data governance: roles related to
data quality assurance, areas of decision-making, and overall respon-
sibilities. They suggest that an effective data governance strategy
should involve defining, monitoring, and implementing a compre-
hensive organization-wide data warehouse (Al-Ruithe et al., 2019).
Despite the lack of recent literature on different methodologies and
frameworks in this field, several existing data governance frame-
works should be analyzed and compared to develop a robust frame-
work that encompasses the best critical aspects of each. For example,
the Data Governance Institute (DGI) framework, described by Al-
Ruithe et al. (2019), includes ten components that an organization
should ensure: 1) Mission and Vision involves defining and setting
rules and boundaries, presenting the mission, strategy, and vision,



B.M.V. Bernardo, H.S. Mamede, J.M.P. Barroso et al.

and aligning them with data stakeholders while safeguarding compli-
ance and regulatory requirements. In this step, the DGI suggests that
organizations define data governance groups to provide an overview
and ensure understanding of how data travel through human and
technological assets; 2) Goals, Governance Metrics, and Funding
strategies define clear goals and metrics following the SMART criteria
(specific, measurable, actionable, relevant, and timely). It ensures
that employees understand successful data governance and how to
monitor and assess it continuously. In this Stage, it is important to
have funding strategies to support roles such as data governance offi-
cers and other data stakeholders; 3) Rules include defining and align-
ing manuals, policies, and procedures to support data-related
activities, including compliance standards, business rules, data defini-
tions, lineage, existing conflicts, and areas for improvement, among
others; 4) Decision rights clearly define decision-making processes
and responsibilities, ensuring that employees understand their roles
in the data governance framework and the creation of metadata for
data-related decisions; 5) Accountabilities ensure that the organiza-
tion can perform and prove compliance with its operations and busi-
ness activities, maintaining control and documenting each step. 6)
Control refers to the idea that any existing data within an organiza-
tion’s environment is inherently at risk, whether in terms of quality,
or security. Therefore, organizations must ensure that their frame-
work encompasses a variety of controls—both preventive and detec-
tive, whether manual, IT-dependent, or automatic. These data-
related controls allow for a more comprehensive overview and moni-
toring of all operational and business activities. Additionally, these
controls can aid any external audit and compliance requirements; 7)
A data stakeholder refers to an individual, or a group of individuals
who could either be impacted by or influence any data and related
decisions within the existing framework; 8) A data governance officer
is a role focused on facilitating and defining data governance activi-
ties. This includes articulating and aligning roles and responsibilities
with the organization’s critical processes and formal procedures, as
well as deploying data governance initiatives and programs, among
other activities; 9) Data Stewards are data users responsible for
ensuring that data follows particular pre-defined criteria: complete-
ness, accuracy, and integrity, as well as reporting to a business role,
or a data quality team. According to the DGI, one of the best
approaches an organization could take is to establish a Data Steward-
ship Council, bringing together all data stewards across the organiza-
tion to define, monitor, and enhance the data governance framework
and its current procedures. McDowall (2017a, b) mentions that
alongside the data steward, there should be a Technology Steward—
an individual responsible for managing the technological IT require-
ments of the data owner, or user. This role is essential to ensure the
segregation of duties and the administration of systems and data
warehouses; Lastly, the DGI refers to 10) Proactive and Ongoing Data
Governance Processes. This emphasizes that the data governance
framework must not be static. Instead, it must be continuously main-
tained, monitored, and improved while establishing mechanisms and
metrics to guarantee continuous data governance and quality.
According to Al-Ruithe et al. (2019), another important frame-
work is the IBM data governance framework, which is composed of
14 elements derived from a software provider perspective. Those
components are: Required — 1) Definition of a business problem; 2)
Sourcing executive sponsorship and funding; 3) Evaluating the matu-
rity status; 4) Developing a roadmap in order to increase its current
maturity robustness; 5) Defining the organizational blueprint and
data flows; 6) and 7) Defining and implementing a data dictionary,
while acknowledging existing data; 8) Designing and implementing
a repository to store details on existing metadata; 9) Building metrics
to measure operational success. Bordey (2018) suggests that organi-
zations use stories related to user operations to describe operational
measures, i.e., numbers, or values that can be provided with context
and address a given performance metric to ensure the operation’s
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success; 10) Designating data stewards, managing data quality, and
implementing a management strategy for master data. Optional ele-
ments — 11) Using analytics to support governance; 12) and 13) Man-
aging and monitoring privacy and security elements, and how data
flows within the organization’s resources, including human and tech-
nological ones; 14) Measuring the results of each data governance
program and its initiatives.

Equally important, Abraham et al. (2019) present a conceptual
framework for this field, describing six dimensions it should encom-
pass: i) governance mechanisms, which represent the structure, pro-
cedures, and relational activities within an organization. At this level,
it is vital to define, implement, and align roles, responsibilities, and
procedural mechanisms. Additionally, organizations must establish
essential and robust tools such as a data strategy, policies, manuals,
standards, processes, key performance indicators, monitoring mecha-
nisms, and issue management methods to ensure compliance with
applicable legislation. Harper (2020) suggests that the most robust
quality metrics for data and information must encompass the follow-
ing attributes: completeness (all information and fields are filled
with no unjustified, or applicable missing elements); timeliness (data
accessed is the most updated and covers the required period for the
user); uniqueness (no duplicates, or wrong data exist within the data
assets); accuracy (information in the data assets is correct and pre-
cise); consistency (data are presented in a manner that matches user
expectations, including expected content and formats, such as dates
in a date format, among others); validity (specific requirements, rules
and standards are met); and lineage (the data’s journey throughout
the data assets and data stakeholders is documented from the initial
acquisition of the data to final reporting and destruction). Addition-
ally, the framework includes: ii) organizational scope, where the
organization defines the extent of the data governance program; iii)
data scope, identifying which data assets the organization intends to
govern and monitor; iv) domain scope, which relates to the organiza-
tion’s capability to explore the data decision process, including the
quality, security, lifecycle and storage of data used to support those
decisions; v) antecedents, which comprise the contingency factors,
both internal and external, that affect the organization’s ability to
establish a robust data governance framework; and, vi) consequen-
ces, which represent the effects generated by having this framework,
including those related to performance, controls and risk assess-
ments.

Similarly, Alhassan et al. (2016) describe a data governance frame-
work in which five related concepts are considered: i) data principles,
where organizations define the direction for the decision domain by
setting requirements and internal rules for managing their data
assets. In this Stage, it is important for organizations to recognize
that there is no one-size-fits-all solution. As a result, the data gover-
nance principles and scope will depend on various factors, including
dynamic data, system dependencies, and personnel, among other ele-
ments (Bordey, 2018); ii) data quality, which involves refining the
foundations to ensure that data are acquired, transformed, stored
and reported in a controlled, effective, and efficient manner; iii)
metadata, and iv) data access, are domains in which organizations
seek to establish data quality standards to ensure robust manage-
ment. Bindley (2019) highlights the importance of maintaining data
integrity, specifically consistency, accuracy, and completeness
throughout the entire cycle, from the systems used to manage the
data to the transformations and processes applied to the data. Bordey
(2018) considers data profiling and quality essential for users to
understand the data being used. This includes performing informa-
tive summaries and aggregations, as well as implementing controls
and processes relevant to the subject matter. Similarly, metadata
plays a crucial role in an organization’s success in governing data
because it corresponds to the information that the user has on the
data, including business and technical documentation (Chakravorty,
2020). Finally, v) the data life cycle involves managing the entire
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journey of a data point—from acquisition, analysis, and production to
storage, reporting, and eventual destruction—within an organiza-
tion’s data management workflow.

Beyond the frameworks discussed above, Demarquet (2016) sug-
gests that any data governance program should include a set of man-
datory topics, such as: i) a change management program and
workflow capabilities, which ensure that changes to the system, pro-
cesses, and data follow a pre-defined process that encompasses the
segregation of duties, testing, functional analysis and evidence
regarding the approvals throughout the process; and ii) versioning
and audit trails, which are also essential for tracking the history of
creations, modifications, and deletions, including identifying the
changes and the individuals responsible for those actions. Audit trails
should be configured and active at all times to prevent users from
disabling this configuration (George et al., 2017; Koltay, 2016).

Additionally, Hay (2015) proposes a different approach to data
governance by gamifying the framework—using game mechanisms
to empower data governance initiatives. The author highlights sev-
eral mechanisms on which a data governance program can be based,
namely: i) fast feedback, where users receive immediate feedback
from their activities and actions, such as earning points for contribut-
ing to data definitions, or stewarding data, and being penalized if
they do not provide any contribution; ii) transparency, where data
management is made available for everyone to understand, function-
ing like an open community; iii) goals, where data users and other
data roles recognize both short- and long-term objectives, including
individual and group goals, to foster data quality metrics, business
rules, and other essential governance aspects; and iv) badges, which
publicly showcase the achievements of data users and other data
roles, rewarding individuals for reaching different levels of compli-
ance within data governance. For instance, Hay (2015) considers that
badges and levels allow users to demonstrate their achievements and
level up both individually and as teams. This system of scoring and
earning badges can effectively foster and ensure that organizational
goals are met; v) onboarding, which ensures that whenever a busi-
ness user, or any data role joins the organization’s governance initia-
tive, the individual is introduced to it and efficiently integrated from
day one; vi) competition and collaboration among data users and
other data roles are encouraged by allowing them to work towards
common objectives while tracking their standings on a leaderboard.
This approach continuously enhances the maturity of data gover-
nance within the organization (Hay, 2015).

Correspondingly, the literature consistently highlights the critical
importance of data governance for organizations of all sizes, indus-
tries, and types, whether large or small and medium-sized enter-
prises (SMEs), and whether private or public (Okoro, 2021). Okoro
points out that while large organizations often lead the way in data
governance, SMEs are beginning to understand the value of data-
driven strategies but have not yet fully embraced data governance
practices (Okoro, 2021). Consequently, Okoro suggests that while
SMEs tend to prioritize their data assets, the data governance com-
munity has largely overlooked these organizations. As a result, there
is a significant need for a data governance framework tailored to the
specific requirements of SMEs because a standard universal approach
that works for larger organizations may not be suitable for all. Simi-
larly, the size of an organization can present unique challenges
regarding data governance practices because SMEs often face more
significant constraints in terms of resources and expertise compared
to larger companies. Nonetheless, data governance practices and a
well-established framework can support organizations in managing
their assets more effectively, preserving data quality, and complying
with regulatory requirements (Okoro, 2021).

Moreover, recognizing this challenge, Okoro (2021) proposes a
data governance framework tailored for SMEs. The key components
of this framework include: i) data security and privacy, which
involves prioritizing data privacy and security by ensuring that data
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collection is limited to the business operations requirements and dis-
posing of it when it is no longer needed. To achieve this, the author
recommends that organizations implement robust authentication
mechanisms, controls, and classification schemes for data, and moni-
tor their data architecture, including related procedures and policies;
ii) data impact assessment, which involves assessing the degree of
data anonymization to reduce risks and protect confidentiality, espe-
cially regarding the identification of a person. Additionally, assess-
ments of the impact of data protection, such as Privacy Impact
Assessments (PIAs) and General Data Protection Regulation (GDPR),
can help organizations ensure the safety, compliance, and confidenti-
ality of their data processing activities; iii) designation of a data
review board, which involves establishing a board that includes
experts in data science, legal compliance, and security. This board
should address and analyze data governance subjects such as data
storage, collections, and assets; iv) avoidance of unfairness or bias,
where it is vital for organizations and data users to make conscious
efforts to prevent bias and ensure fairness when collecting, analyzing,
and using data to make decisions. The author suggests that data users
should guarantee that the data collection process represents diverse
populations and is free from any inherent biases that could poten-
tially impact results and their implications; v) data governance,
ethics, and GDPR, where organizations should align their data gover-
nance strategy with ethical guidelines and any relevant data protec-
tion regulation that impacts the context, ensuring that data
processing activities are precise, fair and transparent. Organizations
must set strong data protection measures and manage their data
responsibilities to adhere to ethical and data governance standards
(Okoro, 2021). Within this framework, we believe it provides a robust
ground for SMEs to fully harness the potential of their data, focusing
on components related to data protection, data quality, and data
strategy.

Government institutions, both public and private, operate in a
unique landscape when it comes to data governance. Unlike larger
firms and SMEs, these institutions face distinct challenges that exist-
ing practices and frameworks do not fully address. The strategic value
placed on data in government institutions often does not fully align
with these frameworks, which are primarily designed for business
operations and goals. This mismatch results in ineffective controls
over crucial data governance processes, such as data collection, proc-
essing, analysis, and reporting (Mao et al., 2021). To address this, the
authors explored and developed a new data governance concept for
these institutions, called the Data Middle Platform concept. This con-
cept consists of a framework designed to address the complex con-
text of government institutions by centralizing data management
and supporting cross-departmental integrations. The concept is pre-
sented with key components including: i) service empowerment
objectives, which focus on defining the data governance framework
in a public context by protecting and enhancing data management
capacities, especially for sensitive data, to develop robust public ser-
vice capabilities. To achieve this, these institutions need to form strat-
egies based on their public service goals and explore their ability to
manage cross-relationships, namely across different levels, systems,
and departments; ii) defining roles through structure, which pertains
to how institutions should delineate roles and responsibilities across
their levels, including the foreground, the middle platform, and the
background. The author considers the foreground to represent public
service access points used as dynamic interfaces where citizens inter-
act with the governmental institution, requiring constant updates to
meet public needs. In contrast, the background relates to the admin-
istrative departments and the layer encompassing decision-makers,
including data governance leaders and councils, who are responsible
for planning, strategy development, and resource coordination.

To connect these two components, a middle platform serves as a
bridge between the foreground and the background, enabling collab-
oration between them. This platform also includes key roles within
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data governance practices, such as: data stewardship, which is
responsible for ensuring data quality and compliance with policies; a
Chief Data Officer (CDO), who oversees the overall data governance
framework and strategy; a Chief Information Officer (CIO), who is
responsible for the IT infrastructure; and a Chief Service Officer
(CSO), who ensures that data-related initiatives positively impact
public services. The platform is also responsible for: iii) defining and
implementing procedures, including policies and standards. These
procedures include mechanisms that support the decision-making
process, data ownership lists, data governance and quality policies,
procedures and standards, security protection guidelines and techni-
ques to appraise and assess the effectiveness of the data governance
framework and strategy; iv) openness through communication and
sharing, which involves constructing and communicating a shared
awareness of the data governance framework among stakeholders. It
also ensures the facilitation of interagency data sharing (IDS) for col-
laboration and cooperation, as well as open government data (OGD)
to promote the public use of data and thus enhance transparency; v)
monitoring and control to ensure compliance, through which institu-
tions must define and implement data security protection mecha-
nisms, including personal data privacy protection, security audits,
and supervision. Additionally, institutions must assess data quality,
including accuracy, integrity, consistency and timeliness, using indi-
cators and metrics as outlined by the International Organization for
Standardization (2008); vi) execution of the data management life
cycle, where the data governance framework must oversee and gov-
ern the entire data management life cycle. This includes activities
such as data collection (the process of gathering data from various
departments, citizens, and other internal and external sources), proc-
essing (activities to transform, clean, join, and plan data to ensure its
quality), analysis (the process that allows for the visualization and
reporting of data to make it insightful and accessible), and capitaliza-
tion, i.e., activities performed to manage metadata and continuously
monitor data flows (Mao et al., 2021).

Additionally, considering the importance of Industry 4.0, it is cru-
cial to examine the potential benefits of a data governance frame-
work that addresses precise specifications, functionalities, and
requirements. This framework should particularly focus on chal-
lenges unique to the industrial environment, such as its distinct con-
text and characteristics, inter-company collaboration and its silos,
compliance with laws and regulations, and adherence to third-party
service levels agreements (SLAs). With this in mind, Zorrilla and
Yebenes (2022) propose a data governance system framework where
data and data governance form the core of the architecture. This
framework is based on three key principles: i) Data-as-a-Service
(DaaS), ii) Monitoring-as-a-Service (MaaS) and iii) Platform-as-a-Ser-
vice (PaaS). The data governance framework for Industry 4.0, pro-
posed by the authors, includes several components: a maturity
model, a method for architecture development, a standards informa-
tion base, a reference architecture, a content metamodel, and a refer-
ence model establishing a set of Architecture Building Blocks (ABBs).
In line with the framework’s reference architecture, the authors draw
on international standards and their iterations to define the Refer-
ence Model ABBs. For example, they incorporate i) an iteration of the
TOGAF® Standard v9.2 framework, in which the authors introduced a
new entity called “Policy.” This standard provides a framework for
enterprise architecture, offering a structured approach for the organi-
zation and governance of technology, business processes, and data. It
also incorporates the ISO/IEC/IEEE 42010:2011 standard, which
establishes guidelines for the characterization and description of sys-
tems and software architectures, ensuring consistency and compre-
hensiveness; iii) an iteration of the Reusable Asset Specification
standard, which defines each of the Architecture Building Blocks into
different classes. These classes include: the asset (Name, ID, and
Description); the profile (asset type and its lineage): classification
(allowing the blocks to be managed in a repository); usage (detailing
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the set of activities performed within the asset); related-asset (rela-
tionships with other blocks); solution (Solution Building Blocks to be
deployed within the governance framework); requirement; and
architecture-description.

Considering the standards utilized, the authors developed two
distinct ABBs. The first ABB is related to architecture principles,
where data governance principles are defined, listed in a repository,
and managed. This ABB encompasses essential organizational
aspects, including requirements, mission, vision, strategy, goals, data
governance bodies, and roles. The second ABB relates to policies and
standards, including governance and stewardship. It encompasses
the organization’s critical data governance activities, such as compli-
ance with standards, regulations, and established guidelines, as well
as the definition of performance monitoring indicators.

International standards and guidelines

Considering the frameworks discussed above, it is evident that
organizations must align their data governance framework with com-
prehensive international standards that provide essential guidelines
for data governance and quality. The International Organization for
Standardization (ISO) has produced key principles that organizations
can integrate into their data governance practices. Among these,
three particularly relevant and complementary standards are: i) ISO/
[IEC Standard 25012:2008; ii) ISO/IEC 38505-1:2017; and iii) ISO/IEC
TR 38505-2:2018. These standards establish critical components for
effective data governance and quality management. ISO/IEC 25012
defines a detailed model for data quality, emphasizing the key attrib-
utes and features that management should analyze to improve data
quality. ISO/IEC 38505-1 provides a framework for organizations to
ensure effective data governance and emphasizes the need for a data
accountability map and its key attributes. Finally, ISO/IEC TR 38505-2
discusses the implications for governing bodies to consider data
accountability and management requirements. It details how govern-
ing bodies should develop a set of policies and procedures for data
use, ensuring alignment with the organization’s overall vision, mis-
sion, and objectives (International Organization for Standardization,
2008, 2017, 2018).

In line with this, ISO/IEC 25012, recognized by the International
Organization for Standardization, plays a pivotal role in data gover-
nance, particularly concerning data quality. This standard provides a
detailed model and principles for evaluating data quality, leveraging
the data life cycle, which is often longer than the software life cycle
(International Organization for Standardization, 2008; Rafique et al.,
2012). This model focuses on data stored in computer systems in a
structured format and aims to label and assess data quality require-
ments throughout the processes of producing, acquiring, and inte-
grating data. It also helps identify criteria to ensure data quality, with
a focus on assessment and continuous improvement. Additionally, it
validates data compliance with current laws, regulations, and data
quality requirements (International Organization for Standardization,
2008).

This standard asserts that data quality can only be assessed using
a predefined data quality model, designed to guide the evaluation
and continuous improvement of data quality while ensuring compli-
ance with current laws, regulations, and requirements. Accordingly,
ISO/IEC 25012 provides a model composed of fifteen different charac-
teristics, including accuracy, consistency, timeliness, and complete-
ness. This model is divided into two perspectives: i) an inherent
perspective, representing the extent to which the intrinsic features of
data meet stated and implied needs under predefined conditions. It
considers factors such as the data domain, its relationships, restric-
tions, and metadata; and ii) a system-dependent perspective, corre-
sponding to how effectively data quality is achieved and maintained
within a computer system environment. It includes aspects such as
hardware technology (ensuring data availability and required preci-
sion), a computer system software (providing backup for correct data
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recovery) and other software that ensures data migration and porta-
bility (International Organization for Standardization, 2008; Rafique
etal., 2012).

Moreover, this standard identifies five specific inherent data qual-
ity characteristics, which include the following: i) accuracy, described
as the degree to which data values correctly represent the actual
value of a given concept. This characteristic measures the difference
between the correct value and the value used; ii) completeness, asso-
ciated with the data quality feature that ensures an organization has
values for all expected attributes; iii) consistency, where data are
expected to be free from any illogicality and must be coherent within
their context of use, iv) credibility, which pertains to the authenticity
and believability of data in their context of use; and v) currentness,
where data correspond to the appropriate age and intended period of
use (Haug, 2021; International Organization for Standardization,
2008). Similarly, the standard identifies three specific data quality
characteristics related to the system-dependent point of view,
including: i) availability, which ensures that data are only retrieved
by appropriate and authorized users within their context of use; ii)
portability, which refers to the ability of data to be shared, substi-
tuted, or integrated between different systems while maintaining
quality; and iii) recoverability, which corresponds to the capacity to
recover and preserve data and quality in the event of failure, data
loss, or corruption.

ISO/IEC 25012 outlines a total of seven additional data quality
characteristics that are common to both points of view: i) accessibil-
ity, which relates to the ease with which data can be retrieved and
accessed by users; ii) compliance, where organizations ensure that
their data adhere to relevant standards, policies, or regulations that
are currently in place, iii) confidentiality, which ensures that data are
protected from unauthorized and inappropriate access, maintaining
privacy; iv) efficiency, which measures how well data processing
optimizes the use of necessary resources; v) precision, which refers
to the exactness of data, including the ability to be distinguished in
their context of use, vi) traceability, where an organization’s data
contains audit trail characteristics to track the data’s history, origin
and lineage; and vii) understandability, which refers to the ability of
users to easily read, interpret, and comprehend the meaning of data
in their context of use (Calabrese et al., 2020; International Organiza-
tion for Standardization, 2008; Rafique et al., 2012).

Based on the principles established by ISO/IEC 25012, the Interna-
tional Organization for Standardization recognized the urgent need
for organizations to define the requirements and responsibilities of
their governing bodies to ensure that their flood of data is continu-
ously directed, evaluated, and monitored (International Organization
for Standardization, 2017). Consequently, the ISO/IEC 38505-1:2017
standard was established in 2017. It provides principles and guide-
lines to support an organization’s governing body—including data
owners, directors, partners and managers, and others—in managing
and governing data to maximize value (Sothilingam et al., 2021).

Accordingly, this standard stipulates that an organization’s gov-
erning body must ensure its responsibilities regarding data gover-
nance. This body is accountable for managing data and ensuring
compliance with obligations to both internal and external stakehold-
ers. As a result, the standard emphasizes that the governing body
should adopt a model based on three principles: Evaluate, Direct, and
Supervise. These principles encompass the following activities: i)
oversee and define a data governance framework that aligns with the
organization’s level of data dependency and allows for the evaluation
of current and future data use; ii) clearly define the importance of
data in achieving the organization’s objectives and overall strategy,
including the potential benefits and risks associated with its data; iii)
direct the preparation and establishment of strategies, policies, and
procedures to ensure that the data meet business objectives and
establish a subcommittee to support the governing body in its overall
activities, particularly from a strategic point of view; and iv) monitor
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and assess the overall effectiveness of the data governance and man-
agement framework, including the pursuit of maturity and conduct
independent audits (International Organization for Standardization,
2017; Serrano & Zorrilla, 2021).

Additionally, ISO/IEC 38505-1:2017 defines a model for support-
ing an organization’s data accountability through a mapping diagram.
This model links the governing body’s activities with the data man-
agement life cycle, including data creation, storage, processing,
archiving, and deletion. The data accountability model encompasses
the following activities: 1) collect, which focuses on acquiring, gath-
ering, and creating data. This includes data entry into an Enterprise
Resource Planning (ERP) system, transactions between and from
other systems, sensors, reports, and subscriptions to data feeds. The
process should also consider past decisions and the internal and
external context. In this model, the governing body should determine
how the organization will use or monetize data to achieve its strate-
gic objectives; ii) store, which ensures the proper location and stor-
age of data, whether physical or logical. In the store activity, the
governing body should approve policies and procedures for allocating
resources for data storage and subscriptions; iii) report, where organ-
izations oversee the extraction, examination, and reporting of their
data, either manually, or automatically, to support decision-making.
In the report step, the governing body should guide managers in
using the appropriate tools to maximize the total value of data; iv)
decide, which involves making decisions based on the analysis and
investigations of reports by both people and automated systems. In
the decide step, the governing body should ensure that a data-driven
culture is established and aligned with the organization’s data strat-
egy and expected behaviors; v) distribute, which refers to how the
reported activity flows within an organization’s internal and external
environments. In this step, the governing body should define and
implement a data distribution policy aligned with the organization’s
strategic plan; and vi) dispose, which focuses on identifying data that
is ready for disposal during the reporting activity, followed by perma-
nent destruction. In this activity, the governing body must ensure
that approved policies and procedures for data disposal are followed
for data that is no longer valid or maintainable (International Organi-
zation for Standardization, 2017).

After defining the data accountability map and the role of the gov-
erning body in managing it, the International Organization for Stan-
dardization introduced a technical report standard, known as ISO/IEC
TR 38505-2. This standard provides detailed guidance on how the
governing body should develop policies and procedures for data use,
including activities within the data management lifecycle. These poli-
cies should be aligned with the organization’s overall vision, mission,
and objectives (International Organization for Standardization,
2018). This standard also connects with ISO/IEC 38505-1:2017 by
emphasizing that, while the governing body is responsible for defin-
ing the data strategy and aligning it with the organization’s overall
structure and strategy, the management team is held accountable,
within their delegated authority, for establishing and implementing
these policies.

Furthermore, ISO/IEC TR 38505-2 defines a cascade mechanism
for connecting business strategy to data management. In this mecha-
nism, the governing body produces an informing policy in collabora-
tion with management. This policy guides and influences the
strategy, policies, processes, and controls to ensure alignment with
the data strategy. It also ensures that reports are effective and that
alerts are produced by controls.

Similarly, this standard establishes key areas that management
should address within a data governance framework, including: i)
the identification and definition of business activities and their needs,
regulatory requirements, current gaps, and areas for improvement.
This includes defining the roles of sponsors and stakeholders, as well
as methodologies and approval processes for policy development; ii)
the creation, revision, approval, and distribution of policies related to
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data and data governance; iii) the implementation of a mechanism to
present and communicate policies, including the development of
instructional activities to support the defined policies and ensure
their operating efficacy and efficiency; iv) compliance monitoring
with established policies and making necessary improvements,
which includes conducting annual reviews and pursuing continuous
improvements (International Organization for Standardization,
2018).

Responsibilities and roles

In response to Research Question 2 (RQ2) regarding the structure
of a data governance model and its strategy, it is crucial that both
roles and responsibilities related to data use and management are
clearly defined, distinguished, and communicated within the organi-
zation (Jiya, 2021). In fact, Jiya (2021) notes that data ownership is
often not straightforward, potentially involving shared or disputed
responsibilities. According to Abraham et al. (2019), those in data
governance roles must manage and supervise the framework or pro-
gram on a day-to-day basis while ensuring coordination among the
roles and responsibilities defined at the organizational level, includ-
ing data owners, stewards, and users. Bennett (2017) expresses the
growing prevalence of the Chief Data Officer (CDO) role in organiza-
tions. The CDO, the leader of data governance, is responsible for
establishing and managing the data governance framework, ensuring
that the firm’s data assets are reliable, and that data quality is main-
tained throughout the data life cycle.

Moreover, Abraham et al. (2019) emphasize that roles such as
data leadership, sponsor, data user, steward, and owner should be
defined within an organization’s structure, enabling reporting struc-
tures to facilitate and govern existing data assets. Understanding not
just the existing roles within a data governance framework but also
how they interact with daily operations is crucial. Data owners are
typically operational executives responsible for managing the organi-
zation’s data assets. They are accountable for reporting data require-
ments, risks, and existing controls (Abraham et al., 2019). In a RACI
Matrix (Responsible, Accountable, Consulted, Informed), they are
usually assigned the “Accountable” role, meaning they oversee and
are answerable for specific activities (Clarke, 2019). The data steward
role, on the other hand, usually represents the operational leader of a
given operation who is considered an expert in a particular data
asset. This role translates and maps business requirements of the
data assets into technical specifications, including database design
(Abraham et al., 2019; Clarke, 2019). In the RACI matrix, data stew-
ards are typically “Responsible,” ensuring that rules and standards
are enforced on the data and associated data sets (Clarke, 2019).
Therefore, organizations must recognize that governance processes
combining accountability with local empowerment can effectively
support business operations and services (Gardner et al., 2018).

Moreover, at the lowest operational level of data governance, data
producers and data users play crucial roles. Data producers are indi-
viduals who create, aggregate, and transform data generated by
others. Data users, on the other hand, are the primary consumers of a
specific data asset, typically using it for data-related reports (Abra-
ham et al., 2019). In a RACI matrix, data producers are usually catego-
rized as “Responsible,” often working under the direction of data
owners or stewards. In contrast, data users are generally “Consulted”
or “Informed” since they consume data content as customers and
define what data they need and how they intend to use them (Clarke,
2019). Given these existing roles, organizations should establish com-
mittees or councils that facilitate hierarchical and cross-functional
interaction, engaging data stewards with owners and users.

Additionally, Jiya (2021) emphasizes that the role of a Data Protec-
tion Officer (DPO) should be closely integrated with data governance,
namely by providing expert knowledge on data protection issues,
assessing incidents, and contributing to maintaining a robust data
management system. Recent legislation, particularly the GDPR, has
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increased the focus on the importance of storing, using, and manag-
ing personal data, making it a major priority and concern in an organ-
ization’s strategy and environment (Abraham et al, 2019).
Furthermore, Dighe (2014) highlights that the growing demands for
data governance are rapidly expanding, imposing challenges across
various area and industries, including the financial and banking
industries, where regulation has grown substantially.

Benefits and opportunities

Regarding the benefits of data governance (RQ2), Bennett (2015)
argues that if an organization is capable of promoting and imple-
menting a proper and effective governance framework, it can signifi-
cantly enhance data quality and information across various areas of
an organization. This improvement, in turn, ensures that data and
information are available to the appropriate functions, particularly in
supporting the decision-making process.

Similarly, enhanced data analytics and management can lead to
increased revenue by developing new products or services and by
creating synergies and efficiencies that may reduce costs. Improved
data governance also allows organizations to better manage existing
data, including more efficient retention criteria. According to Sifter
(2017), the leading objective of data governance is to improve the
sustainability and efficiency of an organization’s operations by capi-
talizing on and delivering crucial business data while improving and
strengthening the decision-making process.

In a survey examining the state of data governance across three
different periods—based on responses from 91 respondents in 2014,
117 in 2011, and 119 in 2007—Russom (2015) found that by 2014,
more organizations had implemented a data governance program
than in 2007. The study also showed that data governance has con-
tinuously guided data-intense business initiatives, especially in areas
like business intelligence, data privacy, and compliance, becoming
increasingly important to organizations over time.

Main challenges

In response to Research Question 5 (RQ5), the literature high-
lights that different and intricate challenges in the field of data gover-
nance are becoming increasingly complex. These challenges include
the companies’ ability to adapt to and sustain various realities and
advances, as well as the difficulty leaders face in understanding the
significance of this field and the risks associated with inadequate or
unsuccessful practices (Bennett, 2015). Additionally, enterprises are
increasingly focused on using technologies and their features as a ser-
vice and tool to enhance competitiveness and support business oper-
ations (Bennett, 2015).

Given this context, companies are experiencing an increase in
data points and silos—repositories of data that are held and managed
by specific individuals or groups and are not readily accessible to
others within the same company. This isolation of data can have a
negative impact on businesses, making the implementation of a
sound data governance program more crucial than ever (Johnston,
2016). Sifter (2017) states that corporations, particularly banks and
financial institutions with larger employee bases, often develop data
silos where different units or departments rely on and use separate
data warehouses, data marts, sources, and systems. We believe this
issue can be solved by defining and establishing a solid data gover-
nance program that integrates the company’s culture, people, pro-
cesses, and systems. To encourage value generation and manage risk
and mitigation effectively, enterprises are urged to define and imple-
ment an efficient governance strategy and structure (Bennett, 2015;
Chakravorty, 2020; Hoppszallern, 2015).

Similarly, challenges in data governance are becoming increas-
ingly prevalent, especially given the continuous growth of data and
the competitive pressure to utilize and manage data more effectively
for businesses to gain a competitive edge (Paredes, 2016; Stratton,
2014). Table 7 presents the key challenges identified in the various



B.M.V. Bernardo, H.S. Mamede, J.M.P. Barroso et al.

Table 7
Overview of data governance challenges.
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# Challenge Description

References

1 Lack of solid data management frameworks

2 Lack of awareness regarding the importance of the role of leadership in addressing
data governance

3 Technology innovation and fast improvements

4 Robust data protection procedures and legislation

5 Higher usage and interaction within the IoT ecosystem and Cloud services

6 Enterprises are facing data points and silos

7 Strong and resilient amount of resistance towards change displayed by stakeholders/
leadership

8 Lack of DG knowledge and maturity

9 Lack of guidance in establishing performance metrics and indicators

10 Lack of auditing policies to ensure data governance and quality

(Gardner et al., 2018; Haug, 2021; Hikmawati et al., 2021; Janssen et al., 2020)
(Cheong & Chang, 2007; Hikmawati et al., 2021; Paredes, 2016)

(Bennett, 2015; Chakravorty, 2020)

(Sanchez & Sarria-Santamera, 2019; Coche et al., 2024; Milne & Brayne, 2020)
(Hikmawati et al., 2021)

(Janssen et al., 2020; Johnston, 2016; Sifter, 2017)

(Chakravorty, 2020; Hikmawati et al., 2021)

(Chakravorty, 2020)
(Paredes, 2016; Stratton, 2014)
(Bennett, 2015; Chakravorty, 2020)

studies analyzed related to data governance and quality, including
the following:

In addition to these general challenges, Riggins and Klamm (2017)
present specific issues related to data quality that organizations often
face, including: i) duplicate data across systems and databases; ii)
lack of timeliness, quality, appropriateness, completeness and inte-
gration of data; iii) non-existence and insufficient controls over data
and data security; iv) data that is used but generates less important
and valuable reports for the organization; and, v) data collection pro-
cesses that are error-prone and inefficient (Chakravorty, 2020; Mans-
field-Devine, 2017; Manus, 2019). In fact, innovation in data
collection through various technologies and methods has driven the
need for more robust data governance mechanisms (Milne & Brayne,
2020).

In addition to defining data governance, Bennett (2015) examines
and reflects on the importance of information governance (IG) in an
organization’s overall business strategy. The author defines informa-
tion governance as the combined application of processes, activities,
and technologies that are implemented within an organization to
maximize the value of existing information while mitigating associ-
ated risks and costs. Bennett (2015) claims that the unceasing rise of
data and technological disruptions facing the world and its compa-
nies must be the key drivers of a robust information governance
strategy and framework. Furthermore, the author claims that the
effective and structured leadership of information governance and its
framework are key to ensuring that appropriate strategies, proce-
dures, policies, and processes are effectively embedded within an
organization.

Bennett (2015) argues that the increasing volume of data that
each organization is facing amplifies the risks that a proper informa-
tion governance framework should address, such as privacy breaches
in IT and communication systems, the costs associated with storage
and retention policies regarding the ever-increasing data, legal and
compliance risks, and cyber incidents. The author further argues that
promoting and implementing an effective information governance
framework will foster and improve data management and collabora-
tion. This will, in turn, equip organizational leadership with quality
data to support its decision-making and strategic planning (Bennett,
2015). Additionally, organizations will improve existing data man-
agement practices, including better and more efficient retention cri-
teria.

Data assurance

Relevant concepts

In response to Research Question 4 (RQ4), understanding the
concept of data assurance, its foundations, and its potential impact
on the success of an enterprise’s data governance is crucial for evalu-
ating the importance and effectiveness of a data governance frame-
work or program. This discipline addresses critical features of the
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framework for data management, including data quality, security,
reliability, and monitoring (Dutta, 2016).

The literature indicates that organizations strive to enhance their
governance, processes, and operations by leveraging artificial intelli-
gence and its methods. Consequently, it is vital to recognize the dif-
ferent data domains within an organization. Typically, organizations
contain two types of data domains, each presenting its own set of
challenges and quality issues that may arise throughout the process
flow (Dutta, 2016).

The first data domain is represented by data at rest, which refers
to non-transactional data stored within a particular system, database,
or data warehouse, not actively flowing through the organization.
Examples of these domains include data within a CRM (Customer
Relationship Management) system or an administration system,
which serves as a primary source of input for other systems and data-
bases (Dutta, 2016). Hassan and Chindamo (2017) describe data
warehouses as technological tools that support business and report-
ing operations by acting as repositories for critical data assets and
information, thus separating core operational and transactional sys-
tems from the processes of analyzing and reporting data. Common
data warehouse technologies include Microsoft SQL, Oracle Database,
and IBM dashDb (Hassan & Chindamo, 2017). However, Hay (2015)
states that setting up a data warehouse is a complex and challenging
process for any organization, regardless of its size and characteristics.
This is mainly due to the organization’s difficulty in ensuring their
data assets are complete, accurate, and accessible (Hay, 2015). In fact,
Mikalef et al. (2020) report that organizations struggle with data
management due to siloed business units, making the data inaccessi-
ble and resulting in unclear definitions of the data assets, among
other issues.

The second data domain corresponds to data in motion, which
refers to data that is actively flowing and being exchanged or proc-
essed between two or more systems, databases, or data warehouses.
This is commonly known as transactional data (Dutta, 2016).

When considering business analytics—a set of tools and techni-
ques that organizations and individuals use to examine and analyze
data—three types of business analytics techniques and components
can be identified. The first corresponds to descriptive analytics, which
aims to answer the question of what has happened or is currently
happening (Riggins & Klamm, 2017). Tools such as business report-
ing, dashboards, scorecards, and data warehousing are commonly
used in this approach. The second technique is predictive analytics,
where the focus is on understanding and forecasting what will hap-
pen and why by using tools and methods like data mining, web and
media mining, text mining, and forecasting (Riggins & Klamm,
2017). The third approach is prescriptive analytics, which seeks to
determine what should be done and why, using activities such as
optimization, business and decision modeling, and simulations (Rig-
gins & Klamm, 2017). The summary of this taxonomy can be seen in
Fig. 14.
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Fig. 14. Business analytics taxonomy. Adapted from Riggins and Klamm (2017).

Furthermore, data assurance involves various dimensions, from
data quality and reliability to lifecycle and security. Understanding
the implications of these areas in the data assurance field is crucial
because they can significantly impact the effectiveness of a data gov-
ernance program. Wang and Strong (1996) identified key data fea-
tures—accuracy, consistency, completeness, cut-off (timeliness),
availability, and relevance—as essential to overall data quality and
that companies should address.

Recent literature demonstrates that, despite the dependence of
data quality on the internal and external quality of its sources, the
fundamental concepts of data quality have remained consistent over
time. Data quality is defined as the ability of data to meet the implied
needs of the user whenever required (Taleb et al., 2021). According
to these authors, these dimensions and assurance assertions can be
categorized as follows: 1) Accuracy—the degree to which data cor-
rectly represents the aspect that it aims to describe and characterize;
2) Consistency—the uniformity of the data across its lifecycle, sys-
tems, and sources, from the moment it enters the organization until
it is stored, reported, or destroyed; 3) Completeness—the alignment
and reconciliation of data with all required data elements for a given
purpose; 4) Cut-off/Timeliness and Availability—ensuring data are
available whenever required and up-to-date for the specific time it is
being used; 5) Relevance—ensuring that the data being used and
required are applicable and useful for a given context and intent
(Taleb et al., 2021; Wang & Strong, 1996).

Data assurance aims to ensure that data are continuously moni-
tored, maintained, and improved in quality within the data gover-
nance framework by leveraging different practices such as: i) data
profiling, which is the process of scrutinizing data from various sour-
ces, both internal and external, to gain a thorough understanding of
the data, and quality features, such as completeness, timeliness, and
consistency. This involves techniques like statistical analysis, data
visualization, and data mining to identify anomalies, patterns, and
trends (Naumann, 2014); ii) data cleansing, also known as data scrub-
bing or cleaning, corresponds to a technique that detects and solves
any issues or errors, inconsistencies, and inaccuracies in data. It also
ensures that data formats are standardized, and duplicates and
blanks are analyzed and treated using techniques such as statistical
and descriptive statistics, algorithms, regular expressions, and
machine learning models. This process is crucial for accurate analysis
and reporting, ensuring that correct and standardized taxonomies
are applied (Ridzuan & Wan Zainon, 2019); iii) data validation is a
method certifying that data are precise, correct, and reliable through-
out the lifecycle, while adhering to predefined business rules and
standards. The goal is to identify and correct errors or imprecisions
that may occur in data before being analyzed and reported.

Various techniques can be employed in the verification and vali-
dation of data to enhance quality and the success of a data gover-
nance program. These techniques include: i) field and format, which
is the process of validating necessary fields against their expected
data type, range of values, types and formats (e.g., ensuring dates are
in date format and numbers in numeric format); ii) cross-field valida-
tion, ensuring that the relationships between different data, including
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data from different systems and repositories, are consistent and
match with reality; iii) validation of data reference and source, which
involves mapping data to pre-established business rules and stand-
ards, such as comparing a fiscal number or postal code to the coun-
try’s valid taxonomy; iv) range and pattern analysis, which entails
analyzing data to check whether it falls within defined thresholds, or
follows expected patterns (Sohrabi et al., 2022); and v) data monitor-
ing, which involves continuously evaluating, measuring, and report-
ing on data quality and errors. This process monitors adherence to
defined quality standards, business rules, and objectives, aiming to
identify any issues as early as possible for a timely and proactive
response.

For this dimension, techniques such as those described can allow
for effective data monitoring, profiling, cleaning, and validation.
However, there are additional techniques, including data auditing to
ensure that repositories where the data are stored align with busi-
ness and regulatory rules and standards. Statistical analysis, which
includes pattern and trend identification as well as outlier analysis, is
also crucial. Other important techniques include data lineage analy-
sis, where organizations formalize and describe the traceability of a
data point from its origin (the moment data enters an organization)
to its final stage (when data are destroyed, stored and reported),
identifying all the steps that the data point passes through within the
organization’s systems. Lastly, data visualization techniques allow
organizations to visually structure the data they intend to represent,
enabling traceability, trend detection, and identification of potential
issues (Ehrlinger & Wol3, 2022).

Considering this, we can highlight data assurance as an integral
part of the data governance field, ensuring data quality and overall
data management while ultimately driving better decision-making
and reporting processes.

Relevant trends

It is essential to consider Research Question 4 (RQ4) when dis-
cussing the importance of data assurance and data governance. Con-
sequently, identifying potential trends in these areas where
enterprises can play a role is vital. Firstly, there is a potential relation-
ship between data assurance, artificial intelligence, and machine
learning techniques. According to Gandomi and Haider (2015), these
two techniques are increasingly being integrated into data gover-
nance frameworks, helping organizations automate their data assur-
ance processes, including data profiling, cleansing, validation, and
monitoring. They also assist in identifying events, patterns, and
trends that may positively or negatively impact downstream pro-
cesses. Secondly, with data assurance comes the importance of defin-
ing and implementing stewardship regarding data ownership,
management, and its ethical and responsible use (Borgman, 2018).
Data assurance can potentially foster an organization’s data steward-
ship by ensuring that clear roles and responsibilities for governing
data are defined and implemented. It also raises awareness of the
ethical, accountable, and transparent handling of their data and
assets. Thirdly, data assurance not only strengthens a more robust
management of data quality but also enables more controlled, trans-
parent, and secure sharing of data among an organization’s sectors,
stakeholders, subsidiaries, and external partners. These practices aim
to ensure that data validation and monitoring are effectively imple-
mented, thereby maintaining the quality standards described earlier
(Gandomi & Haider, 2015). Lastly, a key trend closely related to data
assurance and governance is the FAIR data principles, which empha-
size the importance of ensuring that an organization’s data are Fair:
(F) findable, (A) accessible, (I) interoperable and (R) reusable (Wilkin-
son et al., 2016). By adopting these principles, organizations can cre-
ate a more reliable and high-quality data environment, which in turn
supports better decision-making, enhances collaboration, and
improves reporting standards.
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The first principle, Findable, ensures that data are always easily
identifiable for any user who needs them. To achieve this, data should
have a unique and permanent identifier and be accompanied by
metadata to inform the user of the context, definition, characteristics,
content, and source (Wilkinson et al., 2016). The second principle
focuses on data availability and accessibility, ensuring that data can
be accessed immediately when required. Organizations must ensure
that their storage capacity is sufficient to accommodate all their data
and that it is available in a way that is both accessible and system
readable. The third principle emphasizes date interoperability, rein-
forcing the need for data to be integrated into tools and systems and
used alongside other data. To facilitate this, organizations must store
data in formats that adhere to business rules and standards, while
ensuring that appropriate documentation and metadata are defined.
Finally, the fourth principle focuses on the reusability of data, ensur-
ing that data are available for reuse and can be analyzed multiple
times as needed. Therefore, organizations must ensure that their
resources are adequate, readily available, and appropriate to meet
users’ demands (Wilkinson et al., 2016).

All things considered, it is evident that the trends affecting data
assurance significantly impact an organization’s ability to lead and
manage a successful governance program. As data volumes and com-
plexity increase, ensuring effective data assurance becomes a top pri-
ority remains a significant challenge. According to Dama (2017),
emerging trends in data assurance and governance reflect the ongo-
ing evolution and growth in these fields. By effectively addressing
these trends, organizations can enhance data quality, leading to bet-
ter decision-making, improved management of data assets, and
greater transparency among stakeholders.

Data governance maturity models

In response to Research Question 3 (RQ3), after recognizing the
importance of trends in data assurance, it is crucial to address one of
the biggest challenges in data governance and assurance: assessing
the maturity level of a firm’s data governance environment. This
assessment involves evaluating the company’s performance across
key data governance dimensions, including policies, procedures,
standards, roles and responsibilities, and other relevant aspects. As
noted by R et al. (2024), a data governance program should not be
treated as a one-time project but as an ongoing, continuous practice
that requires sustained effort and commitment from organizations in
defining, implementing, and regularly reviewing their data gover-
nance maturity level. Many organizations lack a clear and compre-
hensive data governance framework, particularly since there is no
universal framework standard. Even those that do have one often fail
to perform continuous monitoring to ensure that its maturity aligns
with the expected level (Dama, 2017).

Similarly, with the recent growth in the importance and impact of
data governance, this discipline has become a crucial element in
determining an organization’s success and its ability to meet or
exceed market demands. This is especially true as data evolves into
an asset that plays a key role in decision-making, modernization, and
gaining a competitive advantage (Weber et al., 2012).

To address this gap, the literature has presented several data gov-
ernance frameworks to help manage data as an organizational
resource. These frameworks define data strategies, policies, and pro-
cedures, and promote the establishment of data stewardship within
the organization’s processes (Weber et al., 2009). However, it is not
enough for organizations to simply define and implement a data gov-
ernance model. They must view this process as an ongoing cycle of
continuous monitoring and maturity assessment to foster organiza-
tional improvement and evolution. Consequently, maturity assess-
ment models have been developed to evaluate the effectiveness and
current status of these frameworks, helping organizations under-
stand where they were, where they are, and where they aim to be in
the future. These models enable organizations to stay aligned with
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best practices and maintain a continuous and effective data gover-
nance framework (Otto, 2011).

Subsequently, it is crucial to examine the relationship between
frameworks and maturity models, as well as analyze and compare
different maturity models for data governance, including their foun-
dations, applicability, and challenges. In fact, Otto (2011) states that
many data governance maturity models in the literature (also pre-
sented in this paper), are essentially “checklists” that have no practi-
cal application and lack support for diverse business contexts (Otto,
2011, p. 49). Similarly, Belghith et al. (2021) argue that no single
model can meet all the requirements and characteristics of a given
organization. Therefore, it is important for the community to under-
stand the different models and their key components.

All things considered, it is fundamental to establish a data gover-
nance framework, monitor it, and periodically assess its maturity
level. McDowall (2017a, b) presents a data maturity model composed
of five different levels. These levels are: 1) Performed (lowest matu-
rity), 2) Managed, 3) Defined, 4) Measured, and 5) Optimized (highest
maturity). At the Performed level, the company’s processes are ad-
hoc and reactive, with no formal data governance initiatives or main-
tenance. At the Managed level, processes are more planned and exe-
cuted according to documented procedures, with some level of
process monitoring and involvement of relevant stakeholders. At the
Defined level, the organization’s processes are consistently employed
in alignment with robust, established procedures. The organization
has a mature understanding of managing data and perceives it as a
unique asset. At the Measured level, organizations can measure their
performance using metrics related to processes and data, conduct
analyses and predictions, and safeguard the quality of the data life-
cycle. At the highest level, Optimized, organizations continuously
improve their processes, create synergies, and share best practices
across their industry. Here, data are viewed as critical for surviving in
a dynamic and competitive market (McDowall, 20173, b).

In 2007, IBM introduced a maturity model named the Data Gover-
nance Maturity Model (DGMM), designed to provide organizations
with a technique to assess their data governance capabilities and sta-
tus while identifying critical areas for improvement (Belghith et al.,
2021; Firican, 2018). This framework outlines five different levels of
data governance maturity, including: i) Initial, ii) Managed, iii)
Defined, iv) Quantitatively Managed, and iv) Optimizing. Each level
builds on the previous one, aiming to establish a sustainable and con-
tinuous data governance framework that is integrated into the organ-
ization’s processes and decision-making culture. The first level,
Initial, indicates an informal, reactive, and inconsistent data gover-
nance status. At this level, data ownership is typically unstructured,
and data quality is often poor or not assured. It also represents a level
where the organization may lack formalization or documentation,
with little understanding of its data assets and management. At the
second level, Managed, organizations demonstrate significant
improvement from their initial stage. Regarding their data gover-
nance framework, some practices are documented, and data owner-
ship is defined, though some processes may still be reactive. At this
level, the organization recognizes the value of data, and data projects
may be in development or implementation. There is also a modest
degree of automation, such as batch processing or job routines.

The third level, Defined, marks a cultural shift within the organi-
zation where data governance is managed proactively rather than
reactively. At this level, data governance procedures and practices
are formalized, focusing on compliance and risk management
through the organization’s processes. Data stewards are appointed
and identified, even if their roles may not yet be fully developed, and
data quality risk assessments are in place. At the fourth level, Quanti-
tatively Managed, the data governance program is fully integrated
into the organization’s processes and driven by strategic business
objectives while supporting the decision-making process. At this
level, the organization focuses on continuous, systematic monitoring
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and measurement of its data governance effectiveness. The emphasis
is on identifying and resolving data issues before they impact busi-
ness processes and activities, including the use of predictive models
to analyze and prevent future data-related events. Lastly, the final
level of the IBM framework is Optimizing, where data governance is
viewed as a competitive advantage. The organization’s culture is
data-driven, and data are integral to decision-making processes and
achieving strategic goals. Organizations at this level allocate resour-
ces to continuously seek improvements and leverage data to drive
innovation and growth (Belghith et al., 2021; Firican, 2018). This
framework helps organizations evaluate their data governance capa-
bilities and develop a roadmap to enhance the current state of their
maturity. As a result, it is particularly useful for organizations with
more mature data governance programs (Belghith et al., 2021; Firi-
can, 2018).

Moreover, Zorrilla and Yebenes (2022) propose a data governance
maturity model to help organizations assess their current state, capa-
bilities, and framework. This model provides a roadmap for continu-
ous improvement and enhanced maturity in this area. It includes five
levels of maturity, each with a detailed description of its meaning
and impact. Also, it offers a perspective on positioning data gover-
nance maturity within the organizational environment.

According to the maturity model provided by Zorrilla and Yebenes
(2022), organizations can be categorized into five different maturity
levels: Level 1) Initial (Ad Hoc) is where organizations are considered
to be at a foundational stage with primitive, disorganized, and unco-
ordinated data governance practices. Data governance is not applied
consistently across the organization, horizontally and vertically, and
its functions are often limited to individual projects with ad-hoc
ownership and stewardship responsibilities; Level 2) Managed, is
where data governance practices are planned and carried out accord-
ing to company policies. Processes are tracked and assessed, and
there is growing recognition of the importance of data governance.
Some degree of automation is required, and awareness is increasing.
Level 3) Defined, is where data governance standards and practices
are applied uniformly across the organization and are customized to
meet specific requirements using integrated technologies. This allows
for the automation of data management activities; Level 4) Measured,
is where metrics are established and applied to assess data gover-
nance processes. Statistical and data mining tools are used to process
performance and lifespan; Level 5) Optimized, is the highest level of
maturity that involves constant use of performance indicators to
evaluate and improve the company’s processes. The organization has
implemented and shared the industry’s best practices, and data are
vital to maintaining a competitive edge.

Digital forensics

Definition and context

This science corresponds to a branch of forensic science and rep-
resents the part of this field that focuses on the digital domain.
According to Valdez (2018), forensic science applies scientific princi-
ples and legal procedures to solve queries or crimes. It is an emerging
field with numerous possibilities for application. For instance, foren-
sic science encompasses a range of fields and applications, including
digital forensics, accounting, toxicology, odontology, and criminal
investigation. It also provides valuable methodologies and techniques
that can be applied beyond the field of forensic science itself (Valdez,
2018). Moreover, digital forensics, formerly known as computer for-
ensics, involves the analysis of all electronic devices, including com-
puters, cell phones, printers, and cloud-based systems, as well as
documents, email, and malware. This field encompasses the process
of analyzing digital evidence to draw conclusions, or make inferences
that can support analyses, findings, or investigations. The process
involves gathering, preserving, analyzing, and reporting on digital
evidence to achieve specific goals. While traditionally used to assist
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in legal investigations, digital forensics also supports organizational
analysis, data assurance, and governance practices (Casino et al.,
2022).

Nonetheless, forensic science, including digital forensics, was tra-
ditionally perceived as a set of methodologies designed to prove
someone’s innocence or guilt. However, the primary purpose of digi-
tal forensics is to present factual evidence obtained through the anal-
ysis of electronic devices (Valdez, 2018). In digital forensics, it is
crucial for investigators to properly guard, label and document each
piece of evidence, ensuring a clear chain of custody. This concept
involves logging and tracking the whereabouts of all the evidence
obtained to ensure that legal requirements are met (Valdez, 2018).
Additionally, in digital forensics, investigators must not work with
the original evidence directly. Instead, they must create and work
with a forensic copy, which is an exact replica of the original file (Val-
dez, 2018).

Existing models and methodologies

Within the field of digital forensics, various models and methodol-
ogies are used to conduct investigations. We believe that understand-
ing this science and putting it into practice can help enhance data
governance and quality. As Valdez (2018) notes, forensic professio-
nals never stop learning as technology continues to innovate and
evolve, and the same applies to data governance and quality, which
evolve with each organization’s unique context. One methodology in
digital forensics involves eight steps, illustrated in Fig. 15 (Valdez,
2018). This approach mainly focuses on applying digital forensics to
solve a given crime but can also be extrapolated to other activities
and methodologies. Step 1 involves responding to an event that
requires digital forensics expertise, such as a crime, and necessitates
a search warrant to legally support the investigator’s presence at the
crime scene (Valdez, 2018). Step 2, already at the crime scene, the
digital investigator focuses on securing the scene and protecting any
evidence present. To ensure proper documentation, the investigator
must photograph, or videotape all the evidence, label it, and assign a
number to ensure that the records are accurately and safely regis-
tered and maintained. In Step 3, the digital investigator identifies and
extracts digital devices, creating forensic replicas of the original data
on the devices. These images are then validated using hash values

Fig. 15. Digital forensics methodology. Adapted from Valdez (2018).
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(Valdez, 2018). Step 4 involves preparing and packaging the evidence
for transfer to the investigator’s laboratory or a forensics-prepared
site. In Step 5, the investigator selects appropriate methodologies
and techniques for the forensic analysis, examines the forensic
images, documents each step of the analysis, and records all the
results obtained (Valdez, 2018). In Step 6, the investigator ensures
that all analyses and data are formally documented to support the
conclusions drawn in Step 7, which involves preparing a report with
these conclusions. The final step is the submission and presentation
of the findings to legal bodies, such as the court, if necessary (Valdez,
2018).

Moreover, Casino et al. (2022) outline the main steps that are typi-
cally performed within a digital forensics model. The process begins
with the Identification phase, where the analyst establishes the con-
text and objectives of the analysis. During this phase, the analyst also
determines all the required resources, including relevant policies,
procedures, areas, and personnel. Following this, the analyst pro-
ceeds to the Collection and Acquisition stage. The primary goal here
is to gather digital evidence while ensuring its safety and integrity so
that it cannot be tampered with. Once the evidence is preserved and
safeguarded, the analyst moves on to the Analysis phase. In this
phase, various techniques, tools, and methods are employed to obtain
the desired outcomes. Stages 4 and 5 involve Reporting, Discovery,
and Disposal. At this point, the analyst consolidates the analysis and its
outcomes, thoroughly documenting the procedures and steps taken. A
comprehensive presentation of the outcomes is then prepared, which
can be disclosed to various parties, including internal stakeholders,
external parties, regulators, or the courts. Finally, while presenting the
results, the analyst must ensure that all the work performed is properly
stored for future reference, or inspections (Casino et al., 2022).

Additionally, the National Institute of Standards and Technology
(NIST) recognizes forensic science as a process consisting of four pri-
mary phases: i) Collection, where the analyst identifies, labels, regis-
ters, and stores all relevant digital evidence from various sources,
whether internal or external. Throughout this process it is crucial to
ensure that the data remain unchanged and preserved at every stage;
ii) Examination, where the analyst processes the data acquired in the
previous stage. This involves performing automated, semi-automated
and manual extractions, and assessing the quality of these extrac-
tions; iii) Analysis, where the analyst applies various methods to
retrieve findings or outcomes that address the organization’s con-
cerns. It is essential that all methods used are legally compliant and
properly performed; and iv) Reporting, where the analyst compiles
the outcomes of the analysis into a presentation or report. This report
details the findings and outlines all the steps taken in the previous
stages, ensuring the traceability and auditability of the work (Kent et
al., 2006).

Accordingly, these authors emphasize the importance of organiza-
tions ensuring that the data, models, and techniques used in the digi-
tal forensics process are consistent, traceable, authenticated,
verifiable, and secure. Similar to the objectives of data assurance,
these features aim to ensure that data are properly controlled, man-
aged and accurately used in any analysis, decision-making, and
reporting process, thereby enhancing the effectiveness and quality of
a governance framework.

This is achieved by ensuring that the data and techniques applied
are: i) consistent, where organizations ensure that data have not
been modified during collection, so the original state is accurately
represented; ii) traceable, where organizations maintain a record of
all systems and flows through which data have passed, understand-
ing all transformations and events related to that specific data, from
entry into the organization until they are destroyed, reported and
stored; iii) authenticated, verifiable and secure, where organizations
ensure that the data provided are securely available, have not been
manipulated, and are unique to the relevant business rules and pro-
cesses.
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Furthermore, they guarantee that only authorized individuals can
access the data (Casino et al., 2022; Kent et al., 2006; Valdez, 2018).

Phase IV. Conclusion
Research conclusions

As highlighted in the literature, there is a consistent view among
the authors analyzed that data governance is one of the most critical
areas for firms to integrate into their businesses and operations. In
other words, data governance may be seen as the key ingredient for a
company’s financial success because it is widely recognized that the
future will be governed by data and data management. Therefore,
this understanding underscores why data governance is a necessity
(Ragan & Strasser, 2020, p. 10).

Consequently, Rivett (2015) argues that data governance is a gap
that companies must fill, emphasizing the significance of this subject
and its growing complexity. Corporations are increasingly striving to
establish data governance frameworks to define and implement con-
joined policies, best practices, manuals, and procedures to control
and monitor data governance and its quality. Throughout this study,
we can conclude that data governance is becoming a focal point for
companies as they seek to meet compliance and regulatory demands
from regulators and supervisory institutions (Coche et al., 2024). In
this context, the author highlights that regulatory compliance is, in
fact, a crucial aspect of a data governance program, stressing the
importance for companies to understand and adhere to compliance
requirements. For example: i) The General Data Protection Regulation
(GDPR), which pioneered data treatment, collection and privacy reg-
ulations, particularly for personal data. The GDPR has influenced laws
worldwide, such as Brazil's “Lei Geral de Protecao de Dados” and Aus-
tralia’s “Privacy Amendment Act 2017”; ii) the California Consumer
Privacy Act (CCPA), which requires businesses to provide consumers
with certain information about the personal data collected and its
intended uses; and iii) the BCBS 239 principles from the Basel Com-
mittee on Banking Supervision, which focus on improving risk data
aggregation and reporting procedures in banks, highlighting princi-
ples regarding data accuracy, consistency and traceability (Coche et
al,, 2024).

Nonetheless, organizations should remember that while data gov-
ernance relates to data, it is not focused solely on data. It also consid-
ers the entire data lifecycle, including how data are collected,
acquired, managed, monitored, utilized, reported, stored and
destroyed. Additionally, data governance involves the roles of people,
the processes, and the systems that support its governance and qual-
ity assurance (Janssen et al., 2020).

As a result, we believe that organizations must fully recognize the
importance of data governance and its implications because it is one
of the most multifaceted and emerging disciplines, offering compa-
nies numerous benefits and opportunities. However, it also introdu-
ces new and complex challenges, representing a gap that many
businesses have yet to fully address and comprehend (Alhassan et al.,
2019a; Johnston, 2016; Sifter, 2017).

Similarly, organizations must understand that planning, develop-
ing, defining, implementing, and maintaining a data governance
framework aligned with a business strategy requires a significant
investment in resources such as human capital, time, and assets. It
also necessitates patience and a commitment to building robust foun-
dations for data governance roles, responsibilities, frameworks, and
culture. This includes implementing key risks and controls to govern
data effectively, thereby enhancing and optimizing operations,
administration, and compliance processes (Lancaster et al., 2019;
Sifter, 2017). In summary, there are clear opportunities to improve
and advance the field of data governance, including its synergies and
relationships with other areas such as digital forensics and data
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Fig. 16. Data governance and its synergies with other fields.

assurance. To help visualize this, we have drafted Fig. 16 to illustrate
the objectives researchers should aim for in data governance.

Similarly, several authors consider data quality a critical aspect of
any data governance framework and strategy because it directly
impacts an organization’s reliability, precision, and usability (Calabr-
ese et al., 2020; Haug, 2021; Rafique et al., 2012). These authors argue
that by adopting the comprehensive framework and model of data
quality characteristics provided by ISO/IEC 25012, organizations are
more likely to ensure that data meet their quality standards and
requirements in their context of use, aligning with their data man-
agement and governance practices. We believe that, within the con-
text of data governance, the model presented by ISO/IEC 25012 can
significantly enhance the ability to achieve and maintain high data
quality. By integrating both inherent and system-dependent charac-
teristics, organizations can adopt a holistic approach to data quality
management, leading to better decision-making and optimized oper-
ational efficiency.

Moreover, the guidelines provided by ISO/IEC 38500-1 and ISO/
IEC TR 38505-2 are considered essential for ensuring effective data
governance and management within an organization. These guide-
lines help define the roles and responsibilities of the governing body
and management, incorporate data accountability requirements, and
establish policies that align with the organization’s business and data
strategy. Additionally, they emphasize the need for organizations to
ensure that their data governance policies are fully aligned with their
business needs, strategy, and vision. The guidelines also stress the
importance of continuous monitoring and assessment to maintain
this alignment over time. Furthermore, they highlight various indus-
try success stories where their implementation has brought tremen-
dous value to organizations.

A common theme in these case studies is the importance of devel-
oping and managing data policies that align with overall business
strategies, as well as creating a data accountability map. This
approach enables organizations to identify key areas and methodolo-
gies where their data governance could be applied. Consequently,
these studies show how vital proper data governance is to an organi-
zation’s success and its ability to achieve broader goals. In this con-
text, we believe that the standards analyzed—ISO/IEC Standard
25012:2008, 38505-1:2017, and 38505-2:2018—provide organiza-
tions with a set of clear and structured principles for defining a robust
data governance framework, establishing the roles and responsibili-
ties for governing such a framework, and adhering to data quality
principles.

Furthermore, based on the findings of this paper, we outline
below the conclusions drawn from the research questions posed in
this study:

RQ1) What are the key challenges and opportunities in the area of
data governance, and what benefits and issues can be learnt from
successful implementations?
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As seen throughout the literature, data governance involves inte-
grating policies, manuals, formal procedures, structures (functions
and responsibilities), and processes that characterize a firm’s data
assets. Essentially, it is the governance of a “business-critical asset”
like data, encompassing the planning, management, and control of
data and the associated processes. Studies demonstrate that data
governance has become increasingly relevant to organizations.
Therefore, we encourage readers to recognize the key topics in this
field and incorporate them into their organization’s core processes
and strategy.

Given this, it is important to understand that a data governance
framework comprises practices that include strategies, policies, pro-
cedures, roles and responsibilities, data stewardship, and control
over the management of the data lifecycle. Organizations must also
recognize that data quality encompasses various dimensions, such as
accuracy, reliability, availability, consistency, and completeness. Data
governance and quality impact every stage of the data lifecycle, from
acquisition, or creation, through analysis, to storage, reporting, and
eventual destruction. Establishing clear roles and responsibilities,
such as data stewardship, is also essential. This may involve assigning
specific roles for data management and accountability, such as a Chief
Digital Officer who oversees the data governance program. Addition-
ally, organizations should embed data lineage and a data dictionary
into their processes. Data lineage ensures the traceability of data
points, tracking their flow within the organization and its systems,
from origin to storage, reporting, and destruction. Meanwhile, a data
dictionary or inventory provides a centralized catalog of all critical
data and its characteristics, including structure, meaning, taxonomy,
relationships, sources, formats and the systems and databases where
the data are used or available.

As highlighted in sections “3.2.5. Benefits and Opportunities” and
“3.2.6. Main Challenges,” the literature acknowledges that data gov-
ernance can significantly influence an organization’s ability to man-
age its data assets. Data governance ensures that the correct data are
accessed and analyzed by the appropriate people within an accurate
and complete context of use. It also fosters and enhances organiza-
tional technologies, leading to more optimized, controlled, moni-
tored, and updated systems across various levels, departments, and
executive lines. Additionally, it promotes accountability by establish-
ing pre-defined roles and responsibilities for data stewardship. A
well-established data governance framework allows organizations to
produce a single version and source of truth for their data, providing
greater accessibility and security, and supporting real-time reporting
that improves decision-making and data quality.

In contrast, several challenges affect the effectiveness of data gov-
ernance within an organization. Studies show that while several data
governance frameworks exist, they often lack solid case studies and
testing. These frameworks tend to be standard and do not always
account for the specific needs of different contexts. There is also a
lack of awareness regarding data governance, the importance of lead-
ership in this role, and the need for a well-established data gover-
nance structure with clear roles and responsibilities. Additionally,
organizations face issues due to inadequate data quality mechanisms
and controls, including duplicate data across their data assets and the
lack of accurate, complete, and timely data. These issues can impair
decision-making processes and increase the likelihood of errors.
Despite these challenges, it is evident that organizations can still
improve their operations, manage and utilize their data assets more
effectively, and support a more robust decision-making process to
achieve their strategic goals.

As a result, we believe that by integrating these key data gover-
nance topics into their organizational environment, organizations
can potentially unlock greater efficiency in governing data. This inte-
gration, in turn, can lead to improved decision-making and reporting
processes while also ensuring compliance with regulatory require-
ments and maintaining trust among stakeholders and clients. The
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potential benefits of such integration are significant, including
increased operational efficiency, better decision-making, and
enhanced stakeholder trust.

Similarly, although there are few documented and analyzed case
studies of successful data governance implementations, we have veri-
fied that the standard ISO/IEC 38505-2 provides informative exam-
ples through a set of case studies illustrating the application of its
principles and guidelines in various scenarios. For instance: i) A travel
service company needed to improve customer satisfaction indicators
through personalized suggestions. To achieve this, the company
developed a governance structure driven by this need and leveraged
defined data governance policies to support robust data analytics
procedures. The result was a significant improvement in customer
feedback, with the company continuously learning about and assess-
ing diverse customer types and their travel experiences, thereby
enhancing travel recommendations; ii) In China’s financial industry,
a case study highlights the importance of establishing data policies
and tools to manage and analyze the vast volume of daily transac-
tional data flowing through the Chinese Stock Exchange. This case
underscores the governance controls necessary for processing such
data, with a focus on critical data quality features like accuracy and
timeliness; iii) An air transport company employed a data strategy
using ISO/IEC 38505. This strategy helped the company identify the
strategic value, risks and limitations of the various types of data cir-
culating through its systems, ensuring alignment with its core mis-
sion and strategic objectives while optimizing data use and
enhancing operational efficiency. As a result, the company facilitated
the processing of over a billion airline passengers annually (Interna-
tional Organization for Standardization, 2018).

Additionally, the literature highlights another successful case
study focused on implementing a data governance framework in
Hainan Province through the conceptualized framework of the Gov-
ernment Data Middle Platform proposed by Mao et al. (2021). This
case study shows that Hainan Province launched the Smart Hainan
Master Plan for the period from 2020 until 2025, which focused on
integrating various data sources and promoting cross-departmental
and cross-level interactions. The plan encompassed the following key
actions: i) the data resource center, which facilitated the creation of a
data lake that integrated multiple data sources, gathering both struc-
ture and unstructured data from different departments; ii) the six
platforms, which included activities such as data collection (gather-
ing data from different sources), convergence and analysis (exploring
data correlations and ensuring data quality attributes), data manage-
ment (handling and storing metadata), service provision (delivering
data-related services to the public), trusted exchange (safeguarding
data flows and exchanges), and social platforms (mechanisms for
broader data sharing support); iii) the four systems, which included
policies, standards and procedures (aligning with the organization’s
data strategy and stakeholders), a basic capabilities system (support-
ing each step of the data middle platform), a system for managing
operations and maintenance, and a system for managing security;
and iv) the unified data portal, which provided users with a single
point of access to data, fostering accessibility and delivery (Mao et al.,
2021).

As a result, Hainan Province improved the delivery and quality of
its public services, enhanced administrative efficiency and effective-
ness, and strengthened the security of its data resources. This success
underscores the effectiveness of both the Smart Hainan Master Plan
and the Government Data Middle Platform.

RQ2) What is the current level of maturity and background sur-
rounding the topic of data governance?

Our research indicates that the literature perceives data gover-
nance as a field that has evolved significantly in recent years, primar-
ily to keep pace with the growth of data. Data governance can be
considered a complex topic focused on defining and implementing
formal procedures and processes to manage data effectively
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throughout the data lifecycle within organizations and their systems.
Additionally, this field supports various purposes across different
industries and sectors, including financial and banking markets,
advertising and marketing, data privacy, and regulation.

Furthermore, while various frameworks for data governance exist
in the literature, the scientific community highlights a lack of guid-
ance on understanding and applying these frameworks. There is also
a noted deficiency in comparative analysis of frameworks regarding
their features and tools (Jiang et al., 2024). Additionally, there is no
universal standardized framework that “fits” all organizations. There-
fore, it is important to recognize the existing frameworks and the
specific topics they address and apply. The literature also emphasizes
the need to refine and enhance these frameworks to accommodate
new features and demands arising from the ever-evolving technolog-
ical landscape, including different tools, specifications, complex data
sources, data flows, regulatory compliance standards, and other key
aspects that may impact the effectiveness of data governance frame-
works (Jiang et al., 2024).

Consequently, organizations can adopt one or more frameworks,
or a hybrid approach, combining critical features from different
methodologies to best suit their specific needs and business objec-
tives. For instance, the following methodologies can be considered: i)
The Data Quality of Data in Motion framework by Dutta (2016),
which includes five stages: discovering, defining, designing, deploy-
ing, and monitoring; ii) The Data Governance Model proposed by Al-
Ruithe et al. (2019), which focuses on data quality roles, decision
areas, and responsibilities; iii) the DGI framework from the Data Gov-
ernance Institute, which covers 10 dimensions, including mission
and vision, governance metrics and funding tactics, rules, rights,
accountabilities in decision-making, controls, leadership over data,
data governance officers, data stewards, and proactive, ongoing data
governance processes; iv) the IBM Data Governance framework, com-
prising 14 elements (10 required and four optional). Required ele-
ments include defining a business problem, sourcing an executive
sponsor, evaluating maturity, developing a roadmap, creating an
organizational blueprint, managing data flows, maintaining a data
dictionary and metadata repository, building success metrics,
appointing data stewards, managing data quality, and implementing
a master data management strategy. Optional elements include ana-
lytics for governance support, privacy management, data flow moni-
toring, and measuring governance program and initiative results; v)
The Conceptual framework by Abraham et al. (2019), which encom-
passes six dimensions: governance instruments, corporation, data,
and domain scopes, antecedents, and consequences; vi) The Data
Governance framework by Alhassan et al. (2016), which incorporates
five concepts: principles, data quality, metadata, data accessibility,
and the data lifecycle; vii) The Gamified Approach to Data Gover-
nance by Hay (2015), which includes elements such as steady feed-
back, clarity, ambitions, badges, onboarding experience, competition,
and cooperation.

As a result, we can conclude that data governance is of paramount
importance given that various models and frameworks are available
to assist organizations in defining and implementing their data gov-
ernance strategy. These models can be tailored to specific needs by
combining features from different approaches. Ultimately, by estab-
lishing clear policies, procedures, processes, and roles, organizations
can improve their data governance and quality, thereby enhancing
their decision-making and reporting processes.

RQ3) What are the current methodologies to support a data gov-
ernance program and assess its maturity level?

This paper acknowledges the importance of organizations defin-
ing and establishing a model to continuously assess and monitor the
maturity of their data governance program. These maturity models
are crucial tools in supporting an organization’s strategy because
they enable effective management and evaluation of the data gover-
nance framework. They help identify gaps and areas needing
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improvement, allowing organizations to develop a roadmap to
address these findings. Moreover, by assessing how well organiza-
tions acknowledge, manage, and structure their data and value, these
models ensure compliance with data governance regulatory require-
ments and facilitate the optimization and continuous improvement
of decision-making processes. Organizations can also use these mod-
els to understand their current position and trajectory within the
data governance field, evaluating their past performance, present sta-
tus, and future goals in terms of desired maturity levels. Typically,
these models follow a five-level maturity scale with a bottom-up
approach, ranging from the lowest maturity level, often termed “ini-
tial” or “inexistent,” to the highest, commonly described as “opti-
mized” or “continuous improvement.” They thoroughly examine an
organization’s data governance framework, including policies, proce-
dures, practices, roles and responsibilities, systems, and overall data
quality and metrics.

Moreover, while these models may not be specifically tailored to
an organization’s specific characteristics and needs, and while new
models may emerge as awareness and regulatory requirements in
the data governance field evolve, they still provide a robust founda-
tion for maturity assessment. Organizations can also leverage these
models to conduct a thorough analysis of their maturity.

Consequently, it is essential to highlight the practical applications
these models offer organizations. Specifically, these models can: i)
focus efforts on the right areas by identifying gaps or weaknesses
through comparisons of current practices with best practices, thus
pinpointing areas needing improvement, such as policies, proce-
dures, roles and mechanisms; ii) design and develop a roadmap for
improvement, prioritizing initiatives and monitoring results to
enhance data governance maturity; iii) benchmark data governance
maturity and practices against industry standards, best practices, and
regulatory requirements, and learn from the best practices of other
organizations or regulators; iv) ensure adherence to regulatory com-
pliance requirements, especially for organizations in the financial
industry. This includes providing an overview of the maturity of
information flows managed by their data governance framework;
and v) promote a data-driven culture that encourages reliance on
data, ownership, and integration within business processes, thereby
enhancing data-driven decision-making.

Furthermore, a maturity assessment model for data governance is
highly relevant and applicable to any organization that uses data,
regardless of whether it is at a lower maturity level or has achieved
an optimized one. These models are suitable for any organization
seeking a comprehensive overview of its data governance frame-
work, allowing firms to clearly position themselves and define a tai-
lored roadmap of actions based on their size and strategy.

While valuable models exist for assessing the maturity of data
governance frameworks, there are still gaps and challenges in the lit-
erature that need to be addressed. Specifically, more empirical evi-
dence is needed to demonstrate the practical applicability and
effectiveness of these models. Additionally, the literature suggests
that the steps for implementing each model are not yet fully clear to
organizations and their users. There is also a lack of consensus on
how different dimensions or process areas should be measured, lead-
ing to variations in how different models evaluate the same areas.

RQ4) What significant baselines from other fields can enhance
data governance activities, structure, and archaeology?

Our paper provides a general overview of two fields—Digital For-
ensics and Data Assurance—that we consider crucial and interrelated
with data governance. These fields play a significant role in improv-
ing and enhancing the efficiency of the data governance framework.
From our analysis, it is evident that while digital forensics and data
governance are essential and distinctive fields, they share a common
focus on managing, governing, and protecting digital and physical
data. Despite their differences, these fields are interrelated and com-
plementary, both being critical for ensuring that an organization’s
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compliance and asset protection, particularly regarding data, align
with best practices and remain effective throughout the data life-
cycle, including the decision-making process.

In this context, we believe that the relationship and synergies
between these fields have enormous potential, particularly in the fol-
lowing areas of Digital Forensics:

i) Legal and regulatory compliance, where both fields require
strict adherence to legal and ethical recommendations and
procedures. In Digital Forensics, this involves ensuring that the
collection, preservation, analysis, reporting, and documenta-
tion of evidence—especially electronic evidence—follow
robust and formalized procedures that respect privacy rights
and data integrity. Similarly, data governance focuses on defin-
ing and implementing policies and procedures to ensure that
the organization complies with data regulations such as GDPR,
CCPA, and best practices and standards like those outlined in
BCBS 239 (a Basel Committee guideline for risk management
in data reporting and aggregation in banks and financial insti-
tutions). By working together, these disciplines ensure that an
organization is aligned with and adheres to the legal and ethi-
cal standards in place;

ii) Data events and remediation, where data governance leads by
establishing the policies, procedures, roles and responsibilities,
processes, and resources necessary for effectively managing
data. This structured approach positions the organization to
quickly identify and respond to any event, including data
breaches, cyber incidents, system failures, or errors. Data gov-
ernance facilitates incident and event management, including
response and remediation when necessary. At this stage, Digi-
tal Forensics becomes essential, providing the methods and
tools to investigate the root cause, impact, and context of the
event. This collaboration enables organizations to take quicker
proactive and corrective actions, thereby strengthening their
data governance and management processes;

iii) Reliability of the organization’s data and data quality is
achieved when organizations effectively and efficiently inte-
grate digital forensics analysis and conclusions into their data
governance framework, demonstrating a strong commitment
to safeguarding their assets. This not only reinforces their
internal culture but also communicates to investors, stakehold-
ers, industry peers, and regulators that data governance and
asset protection are top priorities;

iv) Policy development and implementation requires that both
fields create and enforce well-defined policies, procedures,
guidelines, and mechanisms to ensure effective data gover-
nance and incident management. By working together, these
areas can monitor and enforce policy compliance, ensuring
alignment with each other and with best practices;

v) Foster joint training, awareness, and proactive initiatives. As
both disciplines work with data, organizations must ensure
that there is ongoing training and awareness programs. This
helps align their culture and personnel with current industry
standards, regulatory requirements (if applicable), and the lat-
est tools and techniques;

vi) Continuous monitoring, optimization, and improvement, where
both fields can mutually benefit from each other’s actions,
insights, and findings. Digital forensics can identify and reveal
vulnerabilities that may impact an organization’s data gover-
nance framework. By collaborating and sharing knowledge, these
fields can promote the continuous assessment, improvement,
and optimization of a firm'’s ability to govern and use its data in
the safest, most reliable, and accurate way possible.

Considering this, it is evident that although data governance, digi-
tal forensics, and data assurance are distinct disciplines, they are
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interdependent and collaborative. Each plays a crucial role in pro-
moting sustainable data governance for an organization’s data and
assets. We encourage readers to recognize that these three disci-
plines extend beyond their individual roles within the organization.
By working together and promoting synergies, they enhance the
firm’s ability to manage and govern its data and respond to any
events that may affect data quality. Data assurance, in particular,
plays a vital role in this process, providing reassurance and confi-
dence in the effectiveness of the data governance framework.

Additionally, data assurance can play a vital role in enhancing the
effectiveness of the data governance framework, particularly through
the following baselines:

i) Complementary synergies and objectives, where data assur-
ance and data governance are distinct in focus, but work
towards complementary objectives. Data assurance is con-
cerned with verifying the accuracy, reliability, quality, and
security of data, while data governance establishes the policies,
procedures, and standards for how data are governed,
acquired, analyzed, stored, and shared within the organization.
Both disciplines aim to enhance data quality, improve deci-
sion-making and reporting processes, and ensure the security,
availability, and consistency of data across the organization;
Regulatory compliance requirements, where both disciplines
are crucial for organizations to comply with current legislation
and standards. Data assurance guarantees that data are of high
quality—accurate, complete, secure, consistent, and reliable—
while data governance provides the necessary framework and
processes to manage data and meet regulatory requirements
and best practice guidelines;

Risk management procedures, in which both disciplines are
crucial for managing data-related risks. Data assurance helps
identify and mitigate risks associated with data quality, such as
data manipulation, corruption, external data issues, or unau-
thorized access. Data governance, on the other hand, addresses
risks related to regulatory compliance, privacy, data sharing,
and reporting procedures. By integrating both disciplines,
organizations can develop a comprehensive and robust data
risk management strategy;

Relationship with stakeholders and external providers, in
which organizations that align their data assurance techniques
with data governance practices may see a significant increase
in trust and reputation among stakeholders. Both disciplines
should focus on maintaining and managing the governance
and quality of the organization’s data, ensuring it is accurate,
reliable, and consistent in data use;

Continuous improvement and monitoring, where both disci-
plines can mutually benefit from each other’s processes and
findings. Data assurance can help identity events and weak-
nesses, while data governance ensures that the organization
classifies these events and plans for their response and man-
agement;

Data lifecycle management, in which both fields should be
involved throughout the entire data lifecycle—from the
moment data enter the organization, including their creation,
acquisition, or collection, to the analysis, storage, reporting,
and eventual disposal. This involvement ensures that data
remain accurate, consistent and available at all stages;

Policy enforcement and system integration, because both fields
require organizations to focus resources on developing and
establishing policies, manuals, and formal procedures that
align with their processes and systems. In the documentation
process of policies and procedures, collaboration between
these fields is crucial, because many procedures may overlap.
Additionally, organizations will benefit from insights provided
by both fields, including industry standards, best practices, and

ii)

iii)

iv)

vi)

vii)
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regulatory compliance requirements. As technology advances
and organizations increasingly rely on systems to manage and
analyze data, the relationship between data assurance and
data governance becomes even more significant.

We believe that although data governance and data assurance are
distinct areas, they closely interact and complement each other to
enhance an organization’s ability to manage the quality of its data
assets. Both are crucial in ensuring that data remain consistent, accu-
rate, secure, available, and reliable throughout their lifecycle, while
also complying with legal and regulatory requirements and industry
best practices. We recommend that organizations design their data
governance strategies and frameworks to effectively integrate data
assurance and digital forensics. Leveraging the key features and
methods from these areas can improve the maturity of data gover-
nance, management, and quality. With technological advancements
and the continuous growth of data, it is essential for organizations to
adopt a versatile approach to data governance. This approach can
ultimately maximize the value derived from data, which can be con-
sidered a key competitive asset in today’s market.

RQ5) What are the main obstacles and constraints that the data
governance discipline is currently facing and may face in the future?

While data governance offers many opportunities, it is crucial for
organizations to understand the key challenges and constraints fac-
ing this field. The literature has highlighted several significant chal-
lenges that threaten the effectiveness of data governance in business
and processes, including: i) the absence of a universal and standard
data governance framework because there is often a lack of knowl-
edge and guidance on existing frameworks and maturity levels; ii) a
lack of awareness, with many organizations not fully recognizing the
concept and importance of data governance, or how to leverage its
principles effectively; iii) an unclear definition and implementation
of leadership roles to address and manage data governance frame-
works; iv) technological advances and increasingly stringent regula-
tory requirements, which pose significant challenges; v) the growing
number of isolated data points within organizations (i.e., data silos);
vi) the absence of monitoring mechanisms and metrics to ensure the
success of data governance initiatives; and vii) complex technological
infrastructures, which introduce challenges in maintaining data qual-
ity and consistency across company systems, including legacy sys-
tems.

Given these challenges, it is evident that organizations must
address them when defining and implementing their data gover-
nance frameworks. They need to invest in and allocate sufficient
resources to overcome these obstacles and effectively manage their
data assets.

Research managerial implications

This article illustrates the significance of data governance and
explores existing frameworks, along with their connections and syn-
ergies with other domains such as data assurance and digital foren-
sics. Through a systematic literature review, we have identified key
insights that can impact organizations, including their management,
data governance leaders and structures, and policymakers. Our find-
ings provide a deeper understanding of data governance and offer
valuable guidance for improving day-to-day operations and gover-
nance practices. By leveraging this research, organizations will be
better equipped to make informed decisions and take effective
actions, particularly in processes that rely on data.

Research theoretical implications
Our study emphasizes the connection between data governance

and an organization’s success and decision-making. We found that
while data are highly critical for organizations, data governance
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initiatives are often still in their early stages, with limited awareness
of available frameworks, tools and their relationship with other data-
related fields. By providing organizations with potential frameworks,
tools, and insights into synergies with related areas, we believe that
this research will positively impact organizations and enhance their
data governance maturity.

Limitations and future research

For future research, we recommend ongoing and exhaustive stud-
ies on data governance to keep up with technological advances in the
field. Continuous research is essential for the continuous improve-
ment of these areas, enabling both researchers and organizations to
adapt to the rapidly evolving environment of data governance. Addi-
tionally, future studies should explore the potential relationships and
synergies between data governance and other fields, such as data
assurance, digital forensics, artificial intelligence, internal audit and
control, risk management, and other data-related sciences.

Similarly, despite the value of the frameworks and maturity
assessment models studied, several important questions remain
unanswered within the scientific community and are crucial for
organizations. Notably, there is a lack of empirical research on the
application and effectiveness of these models. Moreover, there is still
limited guidance on how organizations can advance their data gover-
nance frameworks and maturity assessment models.

Furthermore, we recommend that researchers interested in this
field explore key areas that could impact data governance and its
frameworks. These include the potential creation of a universal and
standardized data governance framework and maturity assessment
models, the adoption of advanced technologies such as blockchain,
machine learning mechanisms, and data visualization techniques, as
well as the exploration of detailed baselines for defining data stew-
ardship.

Consequently, we believe that pursuing these future research ini-
tiatives in data governance will greatly benefit the field, as well as
the organizations and practitioners that leverage this body of knowl-
edge. This progress will enhance business operations, maximize asset
value, improve decision-making and reporting processes, and foster
transparency and stronger relationship with stakeholders.

Moreover, the study’s methodology and the topics under analysis,
which include current data governance frameworks and maturity
assessment models, may be subject to selection biases that could
influence the findings. The frameworks and models chosen for analy-
sis were selected based on their availability and prominence in the
literature, which may have led to the exclusion of lesser-known but
potentially important approaches, especially those specific to particu-
lar industries, company sizes, or types. Additionally, the varying qual-
ity and scope of the literature could lead to gaps in the coverage of
specific frameworks, or models, introducing biases from the perspec-
tives of the publication and their authors.

Similarly, we acknowledge that subjective judgment and criticism
may have influenced the criteria used to assess the maturity of the
frameworks and models. However, we conducted meticulous
research to ensure that we captured the most relevant frameworks
and models available in the literature to date. By recognizing these
limitations and potential biases, our goal is to offer the academic
community and organizations a balanced, comprehensive, and trans-
parent analysis. We also aim to highlight areas where further
research and more comprehensive data are needed to fully under-
stand the current and future state of the art in the field of data gover-
nance.

In line with this and considering the importance of the standards
and guidelines provided by the International Standards Organization
in the context of data governance and quality, we believe that future
research should focus on evaluating their efficacy. This research
should explore how these standards can be integrated and employed
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together to create a more robust and adaptive data governance
framework and data quality principles. Additionally, we suggest that
researchers analyze whether artificial intelligence-driven tools for
data analytics can be applied to improve, monitor, and optimize data
quality, and investigate the potential values these mechanisms could
offer organizations.

Additionally, we believe that future research should examine the
standards ISO/IEC 38505-1 and 38505-2 and their impact on data
governance across various industries. This research should explore
real-world examples of their practical application and benefits in dif-
ferent organizational contexts, including small, medium and large
organizations. Researchers should also investigate how these guide-
lines can be used together to develop and monitor critical perfor-
mance and risk indicators, ensuring continuous assessment and
improvement of data governance effectiveness over time. Although
these standards provide clear guidelines for data governance, data
quality management, and accountability, it remains unclear how
these principles can be integrated with existing data governance
frameworks and how they compare in terms of effectiveness and
implementation complexity across different industries. Therefore, we
recommend that researchers conduct empirical studies to assess how
these guidelines influence the operational effectiveness and efficacy
of an organization’s data governance framework and how they relate
to other frameworks discussed in our study.

Contributions

Our study makes a significant and differentiated contribution to
the growing body of knowledge in Data Governance, Data Assurance,
and Digital Forensics. By analyzing critical features and establishing
connections with other crucial data-related areas that have not yet
been explored in the literature, our findings offer a unique perspec-
tive on this field. As a result, our work provides valuable insights and
concepts that are applicable to organizations at any level of maturity
in these areas. This study also lays the foundation for future research
by suggesting baselines that can help foster and advance the body of
knowledge in these data-related fields. Therefore, we encourage both
the academic community and organizations to further explore and
study these fields, as they hold considerable potential for growth and
development.
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