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A B S T R A C T

The optimization of sustainable smart cities is an essential endeavor in modern urban development, aiming

to enhance the quality of life for citizens while minimizing environmental impacts. Big data plays a critical

role in achieving these goals by enabling the collection, analysis, and utilization of vast amounts of informa-

tion to make informed decisions. However, implementing big data in smart cities faces significant barriers,

including data-sharing challenges, technical limitations, and organizational non-cooperation. Addressing

these barriers is crucial for the successful deployment of smart city initiatives. We propose a novel approach

to tackle these challenges using the Improved Zero-Sum Grey Game (IZSGG) theory and the Grey Best-Worst

Method (G-BWM). This method comprehensively analyzes the risks and uncertainties associated with big

data implementation in smart cities. By modeling the interactions between different stakeholders and their

competing interests, IZSGG theory provides a framework to identify optimal strategies for data management.

The G-BWM further refines these strategies by evaluating and prioritizing the various factors influencing big

data utilization. Our findings reveal that the worst-case scenario for a smart city involves the simultaneous

occurrence of several risks, all of which have positive values, indicating their potential to significantly disrupt

smart city operations. The specific risks identified include: the sharing of data and information, the collection

and recording of data, technical limitations and challenges associated with technology, the non-cooperation

of organizations, and issues related to the interpretation of complex information. The technical barrier is the

most significant with a weight of wðTÞ ¼ 0:6152, indicating its critical role compared to other barriers.

Within this category, the sub-barrier of technical and technological constraints is particularly critical, with a

weight of 0.39267375.

© 2024 The Authors. Published by Elsevier España, S.L.U. on behalf of Journal of Innovation & Knowledge. This

is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/)
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Introduction

An urban area that collects data using various electronic technolo-

gies and sensors is called a smart city. The use of this data enables the

efficient management of urban resources, assets, and services. Infor-

mation systems, waste management, crime detection, power plants,

municipal facilities, water supply networks, transportation systems,

schools, libraries, hospitals, and other social services are just a few of

the places where data from citizens, devices, and urban resources are

gathered, processed, and analyzed (Ajaj, Buniya, Wuni & Yousif,

2024; Lin et al., 2021). To improve service delivery, streamline urban

processes, and engage effectively with residents, a smart city aims to

integrate information and communication technology (ICT) with a

variety of physical devices that are linked to the Internet of Things

(IoT) (Del-Real, Ward & Sartipi, 2023; Khan, Siddiqui, Rahmani &

Husain, 2022). City officials can respond quickly to the needs of the

city and its residents by interacting directly with the community and

urban infrastructure thanks to smart city technology (Janurova et al.,

2020).
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A sustainable smart city is composed of various components that

together create a coordinated and effective combination to improve

the quality of life for citizens. One of the essential components of sus-

tainable smart cities is the use of big data. Big data refers to large vol-

umes of data collected from various sources (Ajaj et al., 2024;

Khazaei, Zareian, Veleda & Litoiu, 2016). This data can come from

sources such as sensors, social networks, public transportation sys-

tems, and more. The importance of big data in smart cities lies in its

ability to extract usable information and valuable patterns for urban

management through the analysis of large datasets. This data helps

city officials make better decisions regarding traffic management,

energy consumption optimization, forecasting citizen needs, and

improving urban services. In other words, big data aids smart cities

in enhancing decision-making and providing urban services (Barham

& Daim, 2018; Hashem et al., 2016; Lin et al., 2021).

Big data is a powerful tool in a smart city that can significantly

improve urban management and service delivery. Applications of big

data in a smart city include traffic prediction, energy management

improvement, better urban service delivery, and improved crisis

management. Although big data plays a crucial role in transforming

cities into smart cities, its implementation faces several challenges

(Janurova et al., 2020; Lin et al., 2021). One of the primary obstacles

to implementing big data in smart cities is the issue of data privacy

and security. The collection and use of sensitive data can lead to fears

and security concerns among citizens. Additionally, technical issues

related to processing and storing large volumes of data can pose bar-

riers to the successful implementation of big data in smart cities. To

address these challenges, common policies and standards regarding

privacy, data security, and large-scale data management are needed

(Ajaj et al., 2024; Hashem et al., 2016; Khan et al., 2022; Khazaei et

al., 2016; Mutambik, 2024).

Numerous studies have investigated the use of big data in smart

cities and the challenges and risks associated with it. For example,

Villegas-Ch et al. (2019) highlighted that the need for substantial

investments in socio-economic and technical resources creates bar-

riers to big data implementation in smart cities. Rathore et al. (2018)

pointed out the difficulties in integrating IoT devices and smart sys-

tems to efficiently gather and process vast amounts of urban data in

real time. Khan (2021) identified data complexity, the framework for

big data adoption, and the lack of necessary technologies as major

obstacles to incorporating big data analytics in smart city develop-

ment. Rjab et al. (2023) investigated the barriers to AI adoption in

smart cities, while Khan, Khan, Khan and Haleem (2023) analyzed

big data challenges in smart cities using an integrated fuzzy

approach based on Interpretive Structural Modelling (ISM) and Deci-

sion-Making Trial and Evaluation Laboratory (DEMATEL). Paes et al.

(2023) reviewed the challenges facing future smart and sustainable

cities. These studies collectively suggest that the implementation of

big data in smart cities faces significant hurdles, including high

investment costs, technical issues like integrating IoT devices, data

complexity, and the lack of appropriate technologies and frame-

works.

In previous research, there was no comprehensive model that

simultaneously examined the barriers and challenges while also con-

sidering the optimal solution. Preliminary reviews and research

show a gap in comprehensive studies that rank these obstacles and

analyze big data solutions specifically for smart cities in developing

countries. As an initial innovation, this research intends to identify

the obstacles and challenges of implementing big data in smart cities

in developing countries in the first phase, and then rank these

obstacles using Multi-Criteria Decision-Making (MCDM) methods. In

the second phase, solutions to these obstacles will be analyzed using

game theory under conditions of uncertainty.

The advantage and innovation of this research lie in the use of an

integrated approach combining MCDM and game theory to identify

obstacles and determine the optimal solutions to address these

obstacles. For this purpose, an integrated MCDM and game theory

model in a grey environment will be used. In evaluating the solutions

to the obstacles and challenges of implementing big data in smart cit-

ies in developing countries, game theory can be employed as an effec-

tive analytical tool. In this method, the obstacles are considered as

one player and the counter-strategies as another player. Therefore,

the advantage of this proposed research method is that the solutions

are not merely ranked; instead, the model identifies the optimal solu-

tion among all possible solutions. This is crucial as, in the real world,

ranking solutions might not be sufficient, and a combination of solu-

tions may better address the problem.

The grey environment comprises quantitative methods that use

interval data instead of precise numbers, unlike traditional meth-

ods (Li, Kisacikoglu, Liu, Singh & Erol-Kantarci, 2017). The grey the-

ory, which was introduced by Deng (1982), is a mathematical

concept widely used in MCDM. This theory is particularly effective

in tackling problems involving uncertainty, especially when infor-

mation is unknown or incomplete (Cui, Chan, Zhou, Dai & Lim,

2019). Generally, the information about decision-maker’s (DMs)

preferences regarding criteria is expressed based on their qualita-

tive judgment for various reasons. Additionally, in practice, the

judgments of DMs are often uncertain and cannot be expressed

with precise numerical values (KamaliSaraji & Streimikiene, 2024;

Li et al., 2017).

Grey theory is a method used to study uncertainty and incomplete

information, and its application in the mathematical analysis of sys-

tems with incomplete data is expanding. Unlike precise numerical

values, grey numbers explicitly represent uncertainty and inaccuracy.

This flexibility allows DMs to incorporate subjective judgments,

incomplete information, and varying degrees of importance assigned

to different criteria. Grey numbers are similar to fuzzy numbers;

however, the key difference is that with grey numbers, the exact

value is unknown, but the range within which the value lies is

known. In other words, the precise bounds of the left and right inter-

vals of the number are determined and known (Bouzon, Govindan &

Rodriguez, 2018; Cui et al., 2019; Li, Zhao, Wu & Qiu, 2022). On the

other hand, a fuzzy number depends on a membership function and

is defined as an interval whose left and right bounds have unknown

values. The computation of the membership function for the upper

and lower bounds of a fuzzy number requires intricate computations,

which makes calculations involving grey numbers more straightfor-

ward than those involving fuzzy numbers. Thus, the contributions of

the present research are as follows:

i. Improving the performance of the zero-sum grey game theory by

defining the grey payoff matrix,

ii. Integration of the Grey Best-Worst Method (G-BWM) with the

Improved Zero-Sum Grey Game (IZSGG) for evaluating and rank-

ing the barriers to big data implementation in smart cities, and

iii. Developing the game theory with a grey decision matrix to build

up an optimal model to address the challenges of implementing

big data in sustainable smart cities.

The research questions of this study are as follows:

i. What are the most significant barriers to the implementation of

big data in sustainable smart cities?

ii. What is the worst-case risk scenario for the implementation of big

data in sustainable smart cities?

iii. Which optimal strategies can effectively address the barriers to

the implementation of big data in sustainable smart cities?

In Section 2, the study discusses the barriers to implementing big

data in sustainable smart cities. Section 3 reviews and explains the

integrated research methodology. Section 4 addresses the case study,

including data collection and questionnaires and problem-solving
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and evaluating the findings. Section 5 discusses the research findings

and offers practical recommendations based on the results. Finally,

Section 6 presents the overall conclusions, summarizing the research

and suggesting directions for future studies.

Literature review

Smart cities

Smart cities utilize advanced technologies, including big data ana-

lytics, to address urban challenges and promote sustainable develop-

ment. While big data holds immense potential for optimizing

resource allocation, reducing environmental impact, and enhancing

citizen services, its implementation in smart city initiatives faces vari-

ous challenges and obstacles (Aloqaily, Otoum, Ridhawi & Jararweh,

2019; Kudva & Ye, 2017; Vilajosana et al., 2013). This literature

review aims to identify and analyze the key challenges hindering the

effective utilization of big data in achieving sustainability goals

within smart cities. One of the primary challenges associated with

big data in smart cities is ensuring the privacy and security of sensi-

tive information (Ajaj et al., 2024; Khan et al., 2022; Mutambik, 2024;

Vilajosana et al., 2013). The collection, storage, and analysis of vast

amounts of data raise concerns regarding individual privacy rights

and the potential for data breaches (Aloqaily et al., 2019; Korczak &

Kijewska, 2019). Safeguarding personal data while enabling data-

driven decision-making poses a significant challenge for smart city

planners and policymakers. Another obstacle to the successful imple-

mentation of big data in smart cities is the lack of interoperability

among different data sources and systems (Ali et al., 2020; Korczak &

Kijewska, 2019; Razmjoo, Østergaard, Denaï, Nezhad & Mirjalili,

2021). Data silos and incompatible formats hinder the seamless

exchange and integration of information from various sources, limit-

ing the effectiveness of data analytics initiatives. The infrastructure

required to support big data analytics in smart cities is often inade-

quate or outdated (Khan, 2021; Paes et al., 2023). Limited bandwidth,

storage capacity, and computing resources constrain the scalability

and performance of data analytics platforms, hindering their ability

to process and analyze large datasets in real time (Khan, 2021; Korc-

zak & Kijewska, 2019). The digital divide, characterized by unequal

access to technology and digital services, poses a significant challenge

to the equitable deployment of smart city solutions. Socioeconomic

disparities in access to high-speed internet, digital devices, and tech-

nical skills exacerbate existing inequalities and impede the participa-

tion of marginalized communities in smart city initiatives (Ahmed,

Basha, Ramachandran, Daneshmand & Gandomi, 2023, 2023; Ajaj et

al., 2024).

The primary research topics in smart city studies can be catego-

rized into three main areas: concepts and elements, smart cities and

the IoT, and the future vision of smart cities (Zhao, Tang & Zou, 2019).

Big data challenges in sustainable smart cities include managing the

vast amounts of data produced by devices, vehicles, and power grids,

and integrating this data with smart city policies to enhance trans-

portation and energy efficiency (Li et al., 2017). Khan et al. (2022)

identified major barriers to sustainable smart city development,

including the lack of necessary technologies, a robust big data analyt-

ics framework, the inherent nature of big data, and the limited avail-

ability of analytics platforms. Visualizing big data in smart cities is

complex due to the diversity of data sources and user groups, making

it difficult for DMs to interpret intricate dashboards (Lavalle, Teruel,

Mat�e & Trujillo, 2020). Moreover, the integration of IoT and big data

introduces new challenges in realizing the principles and require-

ments of smart city applications, particularly in business and technol-

ogy contexts (Hashem et al., 2016). Secure Data Analytics (SDA) in

smart grid systems faces issues such as secure data collection, prepro-

cessing, load data processing, load prediction, load management, data

security, and communication (Kumari et al., 2020). Pal, Triyason and

Padungweang (2018) highlighted challenges in big data analytics for

smart cities, including data heterogeneity, conflicting processing

requirements, and the necessity for a four-tier framework comprising

sensing, storage, processing, and application hubs. Khan (2021) dem-

onstrated that diverse populations and inadequate infrastructure sig-

nificantly hinder the integration of big data in smart city

development. Apache Sedona’s parallel processing system has shown

superior performance in read, write, join, and clustering operations

for sustainable smart city applications (Mete et al., 2023). Srivastava

and Singh (2018) identified challenges such as the growth of data

marts and datasets and the need for an IoT framework to improve

smart city functionality. Big data technologies can support smart

transportation, traffic management, waste management, energy,

environment, infrastructure, safety, healthcare, urban planning, and

citizen participation, thereby improving urban living standards (Wu,

Yan, Huang & Sarker, 2022). Ma, Li, Xie and Zhang (2018) introduced

city profiling as a method for constructing digital urban spaces, utiliz-

ing big data to enhance urban management and operational capabili-

ties. Chen et al. (2021) examined the challenges of using big data for

sustainable smart cities, focusing on privacy, security, confidentiality,

and authenticity in data management interfaces. The most widely

used MCDM methods for city rankings are Technique for Order of

Preference by Similarity to Ideal Solution (TOPSIS), Analytical Hierar-

chy Process (AHP), and Preference Ranking for Organization Method

for Enrichment Evaluation (PROMETHEE), though integrating these

with other methods remains challenging (Ogrodnik, 2023). The effec-

tive implementation of big data in sustainable smart city develop-

ment faces numerous obstacles. Key issues such as data privacy and

security, interoperability limitations, infrastructure constraints, and

the digital divide must be addressed to fully realize the potential of

big data analytics in promoting sustainability and enhancing urban

livability. Future research should aim to develop innovative solutions

and policy frameworks to overcome these challenges, fostering the

equitable and inclusive deployment of smart city technologies.

Big data implementation for sustainable smart city

Big data plays a crucial role in the implementation of sustainable

smart cities by enabling efficient data management and analysis for

various aspects of urban development (Barham & Daim, 2018; Vilajo-

sana et al., 2013; Zhang, Tai, Cao, Wei & Cheng, 2024). Leveraging

technologies such as Geographic Information Systems (GIS), cloud

computing, and the IoT allows for the creation of predictive data sci-

ence tools that support green initiatives such as green building and

energy conservation. The integration of big data facilitates the devel-

opment of smart governance frameworks, improving decision-mak-

ing processes and improving urban services (Khan, 2021; Mutambik,

2024; Vilajosana et al., 2013). By utilizing geospatial intelligence and

parallel computing systems, cities can address environmental chal-

lenges, optimize resource allocation, and enhance overall sustainabil-

ity. Implementing big data solutions in smart cities not only boosts

operational efficiency but also fosters innovation and resilience in

the face of urbanization and environmental issues (Al Dakheel, Del

Pero, Aste & Leonforte, 2020; Ali et al., 2020; Khan, 2021; Razmjoo et

al., 2021). Fig. 1 depicts a detailed big data scheme in sustainable

smart cities.

Implementing big data for sustainable smart cities offers numer-

ous advantages. It enables more efficient urban management by pro-

viding real-time data for better decision-making, which can optimize

resource allocation and reduce waste. Big data analytics can improve

public services by improving traffic management, predicting and mit-

igating environmental impacts, and increasing energy efficiency (Bar-

ham & Daim, 2018; Korczak & Kijewska, 2019; Vilajosana et al., 2013).

It also supports proactive maintenance of infrastructure by identify-

ing potential issues before they become critical. Moreover, big data

facilitates better citizen engagement and service personalization
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through the analysis of social and behavioral patterns, leading to

improved quality of life. The integration of big data in smart cities

contributes to their sustainability by fostering innovation, resilience,

and adaptability (Khan, 2021; Razmjoo et al., 2021; Vilajosana et al.,

2013). Big data applications in sustainable smart cities span various

domains, enhancing efficiency and improving quality of life. In traffic

management, big data helps optimize traffic flow and reduce conges-

tion through real-time data analysis and predictive modeling. Energy

management benefits from big data by enabling smart grids that

optimize energy distribution and consumption, leading to reduced

waste and lower carbon footprints (Ahmed et al., 2023; Paes et al.,

2023). Environmental monitoring uses big data to track pollution lev-

els, predict weather patterns, and manage natural resources sustain-

ably. Public safety is improved through big data analytics that

improves crime detection and emergency response times. Addition-

ally, healthcare services are optimized by analyzing large datasets to

improve patient care and resource allocation. In waste management,

big data supports efficient collection, recycling, and disposal pro-

cesses (Al Dakheel et al., 2020; Paes et al., 2023). Fig. 2 displays the

applications of big data in a sustainable smart city.

The precise process of big data in a sustainable smart city encom-

passes various applications and solutions that contribute to the opti-

mization of urban management and sustainability. By harnessing the

power of data analytics, cities can improve efficiency, reduce waste,

and enhance the quality of life for their residents. This optimization

of big data involves seven key areas, each addressing specific chal-

lenges and opportunities within the urban environment (Ahmed et

al., 2023; Khan et al., 2022; Paes et al., 2023). These areas include traf-

fic flow management, energy consumption optimization, air quality

monitoring, public transportation optimization, water supply man-

agement, smart grid load balancing, and waste management. Each of

these applications leverages big data to provide real-time insights,

predictive analytics, and data-driven decision-making, ensuring that

city operations are more responsive, efficient, and sustainable (Khan,

2021; Razmjoo et al., 2021; Vilajosana et al., 2013). In the following,

we delve deeper into each of these seven areas, explaining how big

data solutions contribute to the creation of smarter, more sustainable

urban landscapes:

Traffic flow management

In order to manage traffic flow in sustainable smart cities, big data

is essential. Urban planners can forecast and alleviate traffic conges-

tion by gathering and evaluating real-time data from multiple sour-

ces, including GPS units, social media platforms, and traffic cameras.

Utilizing sophisticated algorithms, this data is processed to optimize

traffic signals, reroute traffic during peak hours, and give drivers real-

time updates via smart navigation systems (Ahmed et al., 2023; Paes

et al., 2023). This not only reduces travel time and fuel consumption

but also lowers carbon emissions, contributing to a more sustainable

urban environment. The fundamental traffic flow is defined as fol-

lows:

q ¼ k� v; ð1Þ

where

q = traffic flow (vehicles per hour),

k = traffic density (vehicles per kilometer),

v = traffic speed (kilometer per hour).

Energy consumption optimization

By combining information from smart meters, sensors, and

weather forecasts, big data makes it possible to optimize energy use

in sustainable smart cities. With the use of this data, energy supply

can be modified to meet anticipated demand. By using this data to

distribute energy more effectively and guarantee a steady supply,

smart grids minimize waste. Big data analytics can help consumers

save energy and promote the growth of renewable energy sources by

spotting patterns and abnormalities in energy usage. This improves

the sustainability of the city as a whole (Ahmed et al., 2023; Paes et

al., 2023). For optimizing energy consumption in a smart city, the fol-

lowing dynamic Eq. (2) can be employed for the total energy con-

sumption EðtÞ over time t:

E tð Þ ¼
X

n

i¼1

Pi tð Þ Dt; ð2Þ

where

PiðtÞ = power consumption of the i-th device at time t;

Fig. 1. Big data processes in sustainable smart cities.
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Dt = time interval,

n = number of devices.

Air quality monitoring

Big data applications help to improve air quality monitoring in

smart city environments. To find pollution sources and trends, data

on different pollutants is gathered by sensors positioned throughout

the city and analyzed. With this data, authorities can take focused

action to improve the quality of the air. For example, they can modify

traffic patterns in high-pollution areas to minimize emissions or

inform the public about health precautions to take when the air qual-

ity is less than ideal. Ensuring a healthy urban environment and

developing long-term pollution control strategies are made easier

with the aid of ongoing monitoring and data analysis (Khan, 2021;

Razmjoo et al., 2021; Vilajosana et al., 2013). For monitoring air qual-

ity, we can model the concentration of pollutants over time using a

differential Eq. (3):

dC tð Þ

dt
¼ �k� C tð Þ þ I tð Þ; ð3Þ

where

CðtÞ = concentration of pollutants at time t,

k = decay constant (the rate at which pollutants dissipate),

IðtÞ = input rate of pollutants at time t.

Public transportation optimization

In sustainable smart cities, big data greatly increases the effective-

ness of public transportation systems. City planners can optimize

routes, schedules, and resource allocation by analyzing data from

transit systems, passenger counts, and travel patterns. With the use

of real-time data, service reliability can be increased and wait times

can be decreased by making dynamic adjustments to account for var-

iations in demand. This lessens the impact of urban transportation

systems on the environment, promotes the use of public transporta-

tion, and reduces traffic congestion (Khan, 2021; Razmjoo et al.,

2021; Vilajosana et al., 2013). The optimal scheduling and routing of

public transportation can be modeled using the following Linear Pro-

gramming (LP) model:

minimize
X

n

i¼1

X

m

j¼1

cijxij

subject to

X

m

j¼1

xij ¼ 1 8 i;
X

n

i¼1

xij ¼ 1 8 j; ð4Þ

where

cij = cost of assigning vehicle i to route j,

xij = binary variable (1 if vehicle i is assigned to route j, 0 other-

wise),

n = number of vehicles,

m = number of routes.

Water supply management

In smart cities, big data is pivotal for managing water supply sys-

tems. Data from sensors in water distribution networks is analyzed

to detect leaks, monitor water quality, and manage usage patterns.

This enables proactive maintenance, reduces water wastage, and

ensures a consistent and safe water supply. Predictive analytics can

forecast demand and optimize water distribution, especially during

droughts or peak usage times, contributing to the sustainability of

water resources in urban areas. For managing the water supply, the

water balance Eq. (5) can be utilized:

S t þ 1ð Þ ¼ S tð Þ þ I tð Þ � O tð Þ; ð5Þ

where

SðtÞ = water storage at time t,

IðtÞ = inflow rate at time t,

OðtÞ = outflow rate at time t.

Smart grid load balancing

Big data aids in balancing the load on smart grids by analyzing

data from energy consumption patterns, renewable energy inputs,

and grid performance. This analysis helps in predicting peak demand

periods and managing the distribution of electricity accordingly. By

Fig. 2. Application of the big data in a sustainable smart city.
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dynamically adjusting the supply and demand balance, smart grids

prevent overloading and blackouts, improve energy efficiency, and

support the integration of renewable energy sources. This leads to a

more reliable and sustainable energy infrastructure (Khan, 2021;

Razmjoo et al., 2021; Vilajosana et al., 2013). For load balancing in a

smart grid, the dynamic load balancing is defined based on Eq. (6):

L tð Þ ¼ Ldemand tð Þ � Lgeneration tð Þ; ð6Þ

where

LðtÞ = load at time t,

LdemandðtÞ = electricity demand at time t,

LgenerationðtÞ = electricity generation at time t.

Waste management

Big data transforms waste management in sustainable smart cities

by optimizing the collection, recycling, and disposal processes. Data

from sensors on waste bins, collection vehicles, and recycling facili-

ties is analyzed to streamline operations. Predictive analytics can

forecast waste generation patterns, allowing for efficient route plan-

ning and resource allocation. This reduces operational costs, mini-

mizes environmental impact, and enhances recycling rates. Effective

waste management supported by big data contributes to cleaner cit-

ies and better resource utilization, aligning with sustainability goals

(Khan, 2021; Razmjoo et al., 2021; Vilajosana et al., 2013). For

dynamic waste management, the waste generation rate can be mod-

eled by Eq. (7):

W tð Þ ¼ W0 þ r � t; ð7Þ

where

WðtÞ = total waste at time t,

W0 = initial amount of waste,

r = rate of waste generation.

Big data adoption barriers for sustainable smart city

Implementing big data is not without its challenges and risks.

Despite its potential benefits, there are several obstacles that cities

must overcome when deploying big data solutions in the context of

sustainable smart cities. Some of these challenges include issues

related to data privacy and security, the complexity of data integra-

tion from various sources, the high costs associated with infrastruc-

ture and technology investments, and the need for skilled personnel

to manage and analyze large volumes of data effectively. Numerous

studies have been conducted on the obstacles of big data across vari-

ous domains and applications. Khan (2021) aimed to identify and pri-

oritize the challenges of big data adoption in smart cities using the

Best-Worst Method (BWM). This study focused on several key issues

such as data complexity and the lack of a standardized mechanism

for big data usage, thus providing a structured way to prioritize these

challenges with the help of expert judgments. Khan (2021), on the

other hand, attempted to explore issues related to working out BIG

DATA in smart cities through an integrated approach through fuzzy

ISM and fuzzy-DEMATEL techniques. Fourteen challenges were out-

lined within the research, with special attention drawn to a diverse

population and poor infrastructure as major barriers. This integrated

fuzzy ISM-DEMATEL approach allowed the researchers to conceptu-

alize the interrelationships among these challenges, thus providing

valuable insights for practitioners and policymakers engaged in smart

city projects.

Bibri (2020) examined the role of big data in the development of

smart cities using a game-theoretical approach. The study explored

how strategic interactions between city planners and technology pro-

viders could be analyzed to develop cooperative strategies for over-

coming the impediments to the adoption of big data. The application

of the game-theoretical approach in this study provided deeper

insight into how the challenges of big data technology

implementation within smart cities could be overcome through col-

laborative efforts. Hashem et al. (2016) investigated the very early

challenges in integrating big data into the framework of a smart city

regarding data security, privacy, and scalability. Their work acted as a

foundational point for later studies in identifying the key challenges

and providing early conceptual frameworks for implementing big

data technologies within an urban setting.

Liu et al. (2020) developed a novel MCDMmethod that is based on

Dempster-Shafer (DS) theory and the Fuzzy Best-Worst Method

(FBWM) to assess four technologies, with incineration identified as

the most sustainable option. The DS-FBWM approach proved to be

particularly effective in addressing incomplete information, thereby

providing a robust decision-making framework for stakeholders to

evaluate various energy conversion technologies. Trivedi, Jakhar and

Sinha (2021) applied DEMATEL and ISM methodology to examine the

barriers to Inland Waterway Transport (IWT) in India. Their findings

revealed that the barriers of governance challenges, policy bias, and

high-cost requirements are the most prevalent. The research

explained cause-effect relationships among these impediments and

set strategic insight for the policymaker to fight against such inhibi-

tors and inspire sustainable transportation in India.

Table 1 presents an in-depth view of research focusing on sustain-

able development and smart city initiatives. From these research

works, the most dominant and general trend observed relates to inte-

grating and optimizing big data technologies for better development

and sustainability of smart cities. The objectives mainly focus on the

challenges and barriers that surround the effective use of big data

analytics for improving urban living standards, ensuring the resour-

ces are used efficiently, and improving the quality of life in urban

areas. According to Table 1, it is revealed that the previous studies

delved into various aspects such as privacy, technical integration,

environmental impacts, transportation logistics, and security risks

associated with implementing big data solutions across smart city

frameworks. They contributed valuable insights into overcoming

these challenges and optimizing the benefits of big data in urban sus-

tainability and development. The present study examines the chal-

lenges of big data in sustainable smart cities and proposes optimal

solutions for big data optimization within smart urban contexts. The

research aims to identify and analyze obstacles related to data inte-

gration, privacy concerns, technical limitations, and environmental

impacts. By leveraging a combined approach of MCDM and game the-

ory under uncertainty, the study offers insights into addressing these

challenges effectively. It seeks to provide a framework for imple-

menting big data solutions that enhance the efficiency, sustainability,

and resilience of smart city initiatives. Based on a literature review,

the challenges of implementing blockchain in sustainable smart cities

are summarized in Table 2 (Ajaj et al., 2024; Khan, 2021; Kudva & Ye,

2017; Mutambik, 2024; Paes et al., 2023; Razmjoo et al., 2021). These

barriers underscore the complexity involved in integrating block-

chain solutions effectively within smart city frameworks, highlight-

ing the need for innovative approaches and robust strategies to

mitigate these challenges.

Materials and methods

Grey numbers

Grey numbers, introduced by Deng (1982), are a form of quantita-

tive representation that differs from traditional crisp numbers and

fuzzy numbers. Grey numbers are particularly useful in decision-

making contexts where uncertainty and incomplete information

exist. Unlike crisp numbers, which denote precise values, and fuzzy

numbers, which represent uncertainty through membership func-

tions, grey numbers provide a range within which the precise value

is unknown but bounded (Mubarik, Kazmi & Zaman, 2021). This char-

acteristic makes grey numbers suitable for situations where DMs
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need to consider qualitative judgments, incomplete information, and

varying degrees of importance assigned to different criteria. In practi-

cal applications, grey numbers are employed in areas such as optimi-

zation, decision analysis, and risk assessment, offering a middle

ground between crisp certainty and fuzzy uncertainty. They facilitate

a more flexible approach to decision-making by accommodating

imprecise data and mitigating the impact of uncertainty on outcomes

(Bouzon et al., 2018; Cui et al., 2019; Li et al., 2022; Radovanovi�c et

al., 2023). A grey number is denoted as ~X and can be represented as

an interval ~X ¼ ½X ;X �, where X is the lower bound of the interval and

X is the upper bound of the interval So that X�X (Azar & Ardakani,

2014).

Operators for grey numbers

Some fundamental operations defined for grey numbers along

with their formulas:

Definition 1. (Li et al., 2022; Mubarik et al., 2021). For two grey num-

bers ~X ¼ ½X ;X� and ~Y ¼ ½Y ;Y �, the sum of numbers is defined as the
~X þ ~Y ¼ ½X þ Y ;X þ Y �.

Definition 2. (Mubarik et al., 2021). For two grey numbers ~X ¼ ½X ;X�

and ~Y ¼ ½Y ;Y �, the Subtraction of numbers is defined as the
~X � ~Y ¼ ½X � Y ;X � Y �.

Definition 3. (Li et al., 2022). For two grey numbers ~X ¼ ½X ;X� and
~Y ¼ ½Y ; Y�, the Multiplication of numbers is defined as the
~X � ~Y ¼ ½minðXY ;XY ;XY ;XY Þ;maxðXY ;XY ;XY ;XY Þ�

Definition 4. (Mubarik et al., 2021). For two grey numbers ~X ¼ ½X ;X�

and ~Y ¼ ½Y ; Y � where 0=2½Y ; Y�, the Division of numbers is defined as

the ~X�~Y ¼ min X
Y ;

Y

Y
; XY ;

X

Y

� �

;max
X

Y ;
X

Y
; XY ;

X

Y

� �h i

Table 1

Literature review.

Reference Methodology Objectives No. of

Criteria

Case study Solution

evaluation

Obstacles

assessment

Uncertainty Sustainability

(B. Li et al., 2017) Regression methods Charging, efficiency,

capacity assessment

4 Beijing @

(M. A. Khan et al.,

2022)

Delphi and

BWM

Analyze barriers to

sustainability

14 developing country @ @

(Lavalle et al., 2020) Visualization

techniques

Improving the evidence-

gathering process

11 Fire department @ @

(Hashem et al.,

2016)

Computational

intelligence

algorithms

Big data analytics to

support smart cities

4 Stockholm @ @

(Kumari & Tanwar,

2020)

SDA Improving the quality of

life with a sustainable

environment

6 Electrical energy system @ @ @

(Pal et al., 2018) Top-level snapshot Smart city data analytics 5 Seoul, Singapore, Mas-

dar, Yokohama,

Nakhon Nayok, Barce-

lona, HafenCity,

Copenhagen, Tel-Aviv,

New York

@ @

(M. A. Khan et al.,

2022)

fuzzy-ISM,

fuzzy-DEMATEL

Big data application

challenges

14 City developers and city

officials

@ @ @

(Mete, 2023) GIS,

key technological

drivers and cloud

computing

Holistic big data

infrastructure

4 England andWales @ @

(Srivastava & Singh,

2018)

DEL and JAI Handling big data

challenges

4 New Delhi @ @

(Wu et al., 2022) PRISMA Potential of big data

technologies

10 Stakeholders in policy,

planning, designing

@ @

(Ma et al., 2018) CPSS Urban big data

utilization

6 Nanjing @ @

(Chen, Ramanathan

& Alazab, 2021)

HBDIAIM Improve the privacy and

security aspects of

data management

4 Health care service @

(Dahmani et al.,

2020)

UML diagram Effect of big data on

urban living

6 City dwellers @ @

(Ogrodnik, 2023) PROMETHEE and

TOPSIS

City rankings 43 Polish @ @

Present study G-BWM and IZSGG Optimizing a sustain-

able smart city with

big data

implementation

12 Sustainable Smart city @ @ @ @

Table 2

Main barriers and sub-barriers facing the implementation of big data in a sustainable

smart city.

Main

barriers

Sub-barriers Code

Security Privacy concerns S1

Data and information sharing S2

Data storage and transmission issues S3

Technical Data collection and recording T1

Environmental impacts of big data processing platforms T2

Technical and technological constraints T3

Integration, aggregation, and visualization of complex data T4

Executive High costs of environmental capital investment M1

Inadequate infrastructure and efficiency in the region M2

Low population density in a smart city area M3

Lack of organizational cooperation M4

Challenges related to interpreting complex information M5
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Definition 5. (Liu et al., 2020). Scalar Multiplication of a grey number

by a grey number ~X ¼ ½X ;X�:

If a�0;

a� ~X ¼ a� X ; a� X
� �

; ð8Þ

If a<0;

a� ~X ¼ a� X; a� X
� �

: ð9Þ

Definition 6. (Bouzon et al., 2018). Negation of a Grey Number ~X ¼ ½X

;X� is as �~X ¼ ½�X;�X �

Definition 7. (Cui et al., 2019). The length of �X is calculated by Eq.

(10):

L �Xð Þ ¼ X � X : ð10Þ

Eq. (11) is employed to calculate the greyness degree of � X in

order to compare the grey numbers.

g0 �Xð Þ ¼
m �Xð Þ

m V
� � : ð11Þ

In this case, V stands for the grey number background and m for

the grey number background length.

For two grey numbers �X ¼ ½X ;X� and �B ¼ ½Y; Y �, if � X̂< � Ŷ ,

then �X< G � Y; if � X̂ ¼ �Ŷ , then if goð�XÞ ¼ goð�YÞ, then �X ¼

G � Y; if goð�XÞ< goð�YÞ, then �X> G � Y .

The grey possibility degree for numbers �X ¼ ½X ;X� and �Y ¼ ½Y ;

Y � is calculated by Eq. (12) (Han & An, 2007; Zare Mehrjerdi, 2018):

P �X⩽� Yf g ¼
max 0; L �Xð Þ þ L �Yð Þ � max 0;X � Y

� �� 	

L �Xð Þ þ L �Yð Þ
: ð12Þ

BWM extended by grey numbers

BWM is a popular technique in MCDM for determining the

weights of criteria by comparing the best and worst criteria to all

other criteria. Here, we extend BWM to handle grey numbers, which

represent uncertain or imprecise information using intervals (Bitara-

fan, Hosseini & Zolfani, 2023; Ulutaş et al., 2022).

Step-by-Step Algorithm with grey numbers is as follows (Bitara-

fan et al., 2023; Mahmoudi, Mi, Liao, Feylizadeh & Turskis, 2020;

Ulutaş et al., 2022):

Step 1. Identify Criteria and DMs

Step 2. Define the set of criteria fC1;C2; . . .;Cng

Step 3. Identify the DMs who will provide the pairwise comparisons

Step 4. Determine the best and worst criteria

Each DM identifies the best criterion CB and the worst criterion CW

based on their judgments (Fig. 3).

Step 5. Construct pairwise comparison vectors

� Construct the Best-to-Others (BO) vector: Each DM provides grey

number comparisons between the best criterion CB and all other

criteria Ci by Eq. (13):

~AB ¼ ~aB1; ~aB2; . . .; ~aBnð Þ where ~aBi ¼ aBi; aBi½ � ð13Þ

� Construct the Others-to-Worst (OW) vector: Each DM provides

grey number comparisons between all criteria Ci and the worst

criterion CW by Eq. (14):

~AW ¼ ~a1W ; ~a2W ; . . .; ~anWð Þ;where ~aiW ¼ a iW ; aiW½ �: ð14Þ

Step 6. Define the weights of criteria as grey numbers ( ~wi ¼ ½w i;wi�)
� Objective: Minimize the maximum absolute difference between

the calculated weight ratios and the provided grey number com-

parisons.

The optimization problem is now formulated as follows:

minimize
w ;ξ

ξ ð15Þ

subject to

~wB

~wi
¼ ~aBi 8 i;

~wi

~wW
¼ ~aiW 8 i;













wB

wi
� aBi













�ξ 8 i;













wB

w i

� aBi













�ξ 8 i;













w i

wW
� a iW













�ξ 8 i;













wi

wW

� aiW













�ξ 8 i;

Pn
i¼1

~wi ¼ 1; 8 i;

w i�0;wi�0 8 i;
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ð16Þ

Fig. 3. Best and worst benchmarks compared to other benchmarks.
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Step 7. Solve the optimization problem

Appropriate optimization techniques (e.g., LP, interval program-

ming) are utilized to solve the formulated problem and find the grey

weights ~wi ¼ ½w i;wi�.

Step 8. Consistency check

In the context of grey numbers, consistency check involves verify-

ing that the derived weights satisfy the interval comparisons with

acceptable tolerance levels. If multiple DMs are involved, aggregate

the weights of criteria from different DMs. This can be done using

methods such as interval arithmetic or fuzzy aggregation techniques

(Bitarafan et al., 2023; Ulutaş et al., 2022).

Grey number comparisons are calculated using Eq. (17):

~aBi ¼ aBi; aBi½ �; ð17Þ

Now, the weight ratios are obtained as follows:

~wB

~wi
¼

wB

wi
;
wB

w i

� �

;

~wi

~wW
¼

w i

wW
;
wi

wW

� �

:

ð18Þ

The objective function is displayed as Eq. (19):

w;Kminimizew;K ξ ð19Þ

subject to (consistency constraints)












w
B

wi
� aBi













�ξ ;













wB

w i

� aBi













�ξ ;













w i

wW
� a iW













�ξ ;













wi

wW

� aiW













�ξ :

ð20Þ

By following these steps and using these formulas, you can extend

the BWM to handle DMs with grey numbers, allowing for more

robust handling of uncertainty and imprecision in the evaluation pro-

cess.

The objective is to minimize the maximum deviation from the

provided comparisons, incorporating the consistency constraints to

create the model, and also the conditions to accept the weights are

defined below:

X

n

i¼1

w i ¼ 1;
X

n

i¼1

wi ¼ 1; ð21Þ

where

w i�0;wi�0 8 i:

Consistency constraints in G-BWM

In the BWM, consistency constraints ensure that the preferences

provided by DMs are logically coherent and aligned. When extending

BWM to handle grey numbers, these constraints ensure that the grey

number comparisons between criteria maintain a reasonable degree

of consistency despite the inherent uncertainty. Consistency in the

context of G-BWM involves ensuring that the grey number compari-

sons (represented as intervals) are logically consistent (Cui et al.,

2019; Li et al., 2017). This means that the derived weights of criteria

should respect the relative comparisons given by the DMs, even

when those comparisons are imprecise (Bitarafan et al., 2023; Bouzon

et al., 2018; Cui et al., 2019; Li et al., 2017; Mahmoudi et al., 2020;

Ulutaş et al., 2022):

The consistency constraints ensure that the derived grey weights

respect the grey number comparisons. These constraints can be for-

mulated as follows.

BO comparisons are calculated using Eq. (22):

~wB

~wi
� ~aBi; ð22Þ

where

wB

wi
�aBi;

wB

w i

�aBi: ð23Þ

OW comparisons are computed using Eq. (24):

~wi

~wW
� ~aiW : ð24Þ

To ensure that the weights are normalized by Eq. (25):

X

n

i¼1

~wi ¼ 1 which means
X

n

i¼1

w i ¼ 1;
X

n

i¼1

wi ¼ 1 ð25Þ

For each pair of comparisons (BO and OW), the CR values are com-

puted as

CRBO ¼ i; jmaxi;j













wB

wi
� aBi













;













wB

w i

� aBi














 �

; ð26Þ

CROW ¼ i; jmaxi;j













w i

wW
� a iW













;













wi

wW

� aiW














 �

: ð27Þ

Now, we need to combine the CRs from both BO and OW to form

an overall CR using Eq. (28):

CR ¼ max CRBO; CROWð Þ: ð28Þ

If the overall CR is below a certain threshold (usually 0.1 or 0.2),

the comparisons are considered consistent. Otherwise, if the CR

exceeds the threshold, the DM’s preferences are inconsistent, indicat-

ing the need to re-evaluate and adjust the comparisons.

In the G-BWM, similar to classical BWM, the DM identifies the

best and worst criteria and compares other criteria relative to these

extremes. However, in contrast to the classical BWM, G-BWM

employs grey numbers for these comparisons. Grey numbers are

intervals rather than fixed values, and thus they allow the modeling

of uncertainty in the DM’s judgments. G-BWM solves a series of LP

problems that aim to minimize the maximum deviation of the grey

comparison ratios from their ideal values (Bitarafan et al., 2023; Bou-

zon et al., 2018; Cui et al., 2019; Li et al., 2017; Mahmoudi et al.,

2020; Ulutaş et al., 2022). The GBWM involves the formulation of an

LP model where the objective function aims to minimize the maxi-

mum deviation of actual comparison ratios, represented by grey

numbers, from the optimal one derived from the best and worst cri-

teria. The constraints included in this LP model are derived from grey

comparison matrices that ensure consistency in the relative impor-

tance of each criterion within the defined grey intervals (Bouzon et

al., 2018; Cui et al., 2019; Li et al., 2017; Ulutaş et al., 2022). This

approach contrasts with traditional methods in MCDM, such as the

classical BWM, since, in the BWM, fixed point comparisons lead to a

simpler LP model but without the capacity for incorporating uncer-

tainty. In comparing the G-BWM with other MCDM methods from

the perspective of LP, its superiority in handling uncertainty by way

of grey numbers and robustness in maintaining consistency within

the decision model is high. With this, however, comes the price to be

paid in additional computational complexity, since solving LP prob-

lems with interval coefficients is generally harder than solving those

with fixed coefficients (Bitarafan et al., 2023; Li et al., 2017; Mah-

moudi et al., 2020; Ulutaş et al., 2022).

However, the key differences in GBWM concerning the popular

weighting methods (e.g., AHP, Simple Additive Weighting (SAW),

and Entropy) are the treatment of uncertainty and imprecision, and

number of the required comparisons. For example, similar to BWM,

AHP is a pairwise comparison that does not inherently address issues

of uncertainty. AHP mandates exact numerical comparisons and is

prone to inconsistency whenever the judgment of the DM is not per-

fectly transitive. On the other hand, SAW directly gives the criteria

weights according to their order of importance but is found to be
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lacking in any systematic approach to the occurrence of uncertainty

or inconsistency in the process of weighting. The Entropy method

used for objective weighting determines weights based on data varia-

tion, which does not involve subjective judgment and hence does not

handle uncertainty in the subjective sense either. In turn, G-BWM

represents such a weighting process with grey numbers, one which

is more flexible and robust, especially when the DM is uncertain

about the precise importance of the criteria (Bitarafan et al., 2023; Li

et al., 2017; Mahmoudi et al., 2020; Ulutaş et al., 2022). The LP model

of this method ensures that derived weights will be consistent with

the grey comparisons provided by the DM; hence, more reliable in

cases under uncertainty. While this makes it computationally more

complicated compared to simpler methods such as SAW or Entropy,

its main advantage lies in the fact that G-BWMworks in a more artic-

ulated way, closer to real situations in which information is often

incomplete or imprecise. Hence, mathematically speaking, the ability

of G-BWM to integrate uncertainty directly into the weighting pro-

cess cements its position, as an improved method for decision-mak-

ing in a complex environment (Cui et al., 2019; Li et al., 2017;

Mahmoudi et al., 2020; Ulutaş et al., 2022).

The CRiteria Importance Through Inter-criteria Correlation

(CRITIC) method is an objective weighting technique for which

weights are calculated and assigned to different criteria according to

the contrast intensity of each criterion, considering variation and the

conflict (correlation) that may exist between the criteria. It does not

require any subjective input from the DM; rather, it uses data from

the alternatives to calculate the weights themselves. This reveals that

the CRITIC method essentially needs the presence of alternatives to

function properly (since it calculates the weights based on the criteria

differentiation capability related to different options). Similarly, the

Stepwise Weight Assessment Ratio Analysis (SWARA) methodology

stands for a subjective weighting method that involves the DMs in

ranking criteria and further adjusting the weights by a successive

ratio approach (Bitarafan et al., 2023; Bouzon et al., 2018; Cui et al.,

2019). In addition, SWARA usually relies on the presence of alterna-

tives, since DMs assess the importance of criteria based on their

impact level on the designated alternatives. The iterative process

inherent in the SWARA method, which adjusts the weight of each cri-

terion based on the ranking of the previously assessed criterion,

necessitates the existence of alternatives to effectively evaluate the

significance of every criterion. Conversely, the G-BWM approach

does not depend on the availability of alternatives for the establish-

ment of weights. Rather, it emphasizes the identification of the opti-

mal and least favorable criteria, facilitating comparisons in relation to

these two extremes, irrespective of alternatives. This makes G-BWM

particularly useful when decision makers must assess the weights of

the criteria in advance, or when the alternatives are not defined.

Compared to other methods, such as AHP, in the G-BWM and BWM,

fewer pairwise comparisons are required, which brings less cognitive

load for the DMs and, at the same time minimizes the possible incon-

sistencies. While the AHP requires a full pairwise comparison matrix

against all the criteria, GBWM requires just the comparisons with

respect to the best and worst criteria, hence less cumbersome or

more effective when the number of criteria becomes large (Cui et al.,

2019; Li et al., 2017; Mahmoudi et al., 2020; Ulutaş et al., 2022).

Improved zero-sum grey game theory

The zero-sum game theory defines scenarios in game theory

where one player’s gain is exactly equal to the other player’s loss.

Extending this concept to grey numbers allows for handling uncer-

tainty and imprecision in the payoffs. The method involves finding

optimal strategies for both players when payoffs are represented as

intervals (grey numbers).

First, we need to define the grey payoff matrix. Grey theory, also

known as grey systems theory, is used to handle systems with

uncertain, incomplete, or partially known information. A decision

matrix in the context of grey theory uses grey numbers to represent

the elements, capturing the uncertainty in the decision-making pro-

cess. An improved grey payoff decision matrix is an extension of a

traditional decision matrix where the performance ratings of alterna-

tives against criteria are represented by grey numbers. This matrix

helps in evaluating and comparing different alternatives under

uncertainty.

The elements of a grey decision matrix is defined as follows (Dah-

mani, Cheref & Larabi, 2020; Khanzadi, Turskis, Ghodrati Amiri & Cha-

lekaee, 2017):

✓ Alternatives (A): The set of options or solutions to be evaluated

ðA1;A2; . . .;AmÞ.

✓ Criteria (C): The set of factors or attributes based on which the

alternatives are evaluated (C1;C2; . . .;CnÞ.

✓ Grey numbers ð~xijÞ: The performance ratings of each alternative Ai

under each criterion Cj are represented by grey numbers

~xij ¼ ½xij; xij�.

Now, the proposed algorithm is described as follows:

Step 1. Collect the performance ratings of each alternative against

each criterion as intervals, forming grey numbers

Step 2. Structure of a grey decision matrix

The grey decision matrix ~X is defined as Eq. (29):

~X ¼

~x11 ~x12 ⋯ ~x1n
~x21 ~x22 ⋯ ~x2n

.

.

.
.
.
.

⋱
.
.
.

~xm1 ~xm2 ⋯ ~xmn

0

B

B

B

B

@

1

C

C

C

C

A

; ð29Þ

where ~xij ¼ ½xij; xij� is the grey number representing the performance

of alternative Ai under criterion Cj.

Step 3. Normalize the grey decision matrix

� Normalize the elements of the matrix to ensure comparability,

especially when criteria are measured in different units. This can

be done using Eq. (30):

~rij ¼
x ij
xj

;
xij
xj

" #

; ð30Þ

where xj and x j are the maximum and minimum values of the crite-

rion Cj respectively.

Let the payoff matrix be represented with grey numbers
~Pij ¼ ½P ij; Pij�, where ~Pij is the payoff when player 1 chooses strategy i

and player 2 chooses strategy j.

Step 4. Formulate the LP problems

� Primary LP Problem for Player 1: Define the grey number strate-

gies for player 1 as ~x ¼ ð~x1; ~x2; . . .; ~xmÞ, where ~xi ¼ ½x i; xi� and
Pm

i¼1
~xi ¼ 1.

Player 1 wishes to maximize their minimum expected payoff is

calculated with Eq. (31):

maxjminj

X

m

i¼1

~xi � ~Pij

 !

: ð31Þ
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� Convert to an LP problem:

maximize z subject to

X

m

i¼1

x i � P ij�z 8 j;

X

m

i¼1

xi � Pij�z 8 j;

X

m

i¼1

x i ¼ 1;
X

m

i¼1

xi ¼ 1;

x i�0; xi�0 8 i:

ð32Þ

� Primary LP Problem for Player 2: Define the grey number strate-

gies for player 2 as ~y ¼ ð~y1; ~y2; . . .; ~ynÞ, where ~yj ¼ ½y
j
; yj� and

Pn
j¼1

~yj ¼ 1.

Player 2 wishes to minimize their maximum expected loss by Eq.

(33):

minimaxi
X

n

j¼1

~yj �
~Pij

0

@

1

A: ð33Þ

� Convert to LP problem by Formulas (34) and (35):

minimize w ð34Þ

subject to

X

n

j¼1

y
j
� P ij�w 8 i;

X

n

j¼1

yj � Pij�w 8 i;

X

n

j¼1

yj ¼ 1;
X

n

j¼1

yj ¼ 1;

yj�0; yj�0 8 j:

ð35Þ

Step 6. Solve the primary LP problems

� Use LP techniques to solve the primary LP problems for both play-

ers, obtaining the optimal strategies ~x for player 1 and ~y for

player 2.
� Secondary LP Problem for Player 1: Refine the optimal strategy to

ensure robustness against imprecision by Formulas (36) and (37):

maximize z ð36Þ

subject to

X

m

i¼1

x i � Pij�z 8 j;

X

m

i¼1

xi � P ij�z 8 j;

ð37Þ

X

m

i¼1

x i ¼ 1;
X

m

i¼1

xi ¼ 1;

xi�0; xi�0 8 i;

� Secondary LP Problem for Player 2: Refine the optimal strategy to

ensure robustness against imprecision by Formulas (38) and (39):

minimize w ð38Þ

subject to

X

n

j¼1

y
j
� Pij�w 8 i;

X

n

j¼1

yj � P ij�w 8 i;

X

n

j¼1

y
j
¼ 1;

X

n

j¼1

yj ¼ 1;

yj�0; yj�0 8 j:

ð39Þ

Step 7. Solve the secondary LP problems

� Use LP techniques to solve the secondary LP problems for both

players, refining the optimal strategies ~x for player 1 and ~y for

player 2.

By following these steps and using these LP formulations, you can

extend the two zero-sum game methods to handle Decision-Making

with grey numbers, allowing for a robust approach to managing

uncertainty and imprecision in the payoffs.

The IZSGG theory is a modification of the classical zero-sum game

theory by incorporating the grey systems theory, which deals with

problems involving both partially known and partially unknown

information. According to the zero-sum game theory, two players

compete in such a way that the benefits gained by one player are

exactly offset by the losses of the other players. The model assumes

complete information at hand about the system-a situation rarely

encountered in reality. IZSGG theory relaxes this assumption by

allowing for "grey" factors (uncertain, incomplete, and partially

known information) to be taken into consideration, and as such,

offers a more realistic modeling of complex competitive environ-

ments when complete information is not attainable or even assured.

Besides, grey LP can determine the bounds of the optimal values to

provide a range of possible solutions rather than just a single answer.

This feature is very valuable in solving strategic decision-making

problems in which the exact return is not well known. The feasible

region is bounded by the lower and upper limits of the grey parame-

ters that mark out the area within which practical solutions should

lie. Grey LP would not provide an exact solution with a single point

but rather with an interval. An interval solution does imply the

uncertainty which is dealt with by the parameters and gives the DMs

an interval solution that may turn out to be optimal in different sce-

narios.

Result

Case study

An academic two-phase research methodology is proposed to pri-

oritize the significant barriers to big data adoption for sustainable

smart city development. The first phase involves identifying major

barriers related to big data through a comprehensive literature

review, as shown in Table 2. These initial barriers are then refined

with feedback from experts in smart city development and business
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analytics. The expert panel consists of ten members whose details are

provided in Table 3. The industry experts are currently based in Iran

but have international work experience, the consultant provides global

services, and the academic experts possess deep knowledge of smart

cities and big data. This diverse group was selected for their extensive

experience and managerial positions, with over seven years of individ-

ual experience, making their feedback valuable and credible. A struc-

tured questionnaire is developed and distributed to the expert group

for completion. Before filling out the questionnaire, the primary author

presents the G-BWM to the experts, providing an overview of the

methodology and the related questionnaire. After collecting the

responses, the steps of the G-BWM are applied to obtain the results.

Additionally, a second questionnaire regarding IZSGG is distributed,

querying the experts on the impact of these barriers on solutions and

necessary actions for sustainable smart city development.

G-BWM results

The Grey theory-developed BWMwas applied in this step. As pre-

viously indicated, weighting can be accomplished just by having cri-

teria present; this method, like the AHP method, is one of the few

that doesn’t require alternatives. However, compared to the BWM,

the AHP approach requires more pairwise comparisons. Owing to the

large number of criteria (12 barriers), they must be separated into

more manageable clusters in order to be ranked and weighted. "Tech-

nical and Technological" has four sub-barriers, "Executive" has five,

and "Privacy and Security" has three. These three clusters represent

the three main barriers and their respective weights. Based on the

expert survey and their consensus, the best and worst criteria (i.e.,

the most and least significant barriers) were chosen for the primary

barriers in the first stage (Table 4). The grey spectrum of the pairwise

comparison of elements is outlined in Table 5. The comparison of the

best criterion (BO) with other criteria in the main barriers and sub-

barriers is described in Tables 6-9, while the comparison of other cri-

teria with the worst criteria (OW) in the main barriers and sub-bar-

riers is given in Tables 10-13.

After solving the problem using the G-BWM method in grey num-

bers, in response to the question of the most important barriers to

the implementation of big data in sustainable smart cities, the results

are as follows, with the weights of criteria and sub-criteria specified.

The optimal weights for the main criteria are: (w Tð Þ ¼ 0:6152Þ;

w Mð Þð ¼ 0:2974Þ; and w Sð Þð ¼ 0:0874Þ. For the sub-criteria, the

optimal weights are: w S1ð Þð ¼ 0:0780Þ; w S2ð Þð ¼ 0:2474Þ; and

w S3ð Þð ¼ 0:6746Þ. The optimal weights for the technical sub-criteria

are: w T1ð Þð ¼ 0:1395Þ; w T2ð Þð ¼ 0:0798Þ; w T3ð Þð ¼ 0:6411Þ; and

w T4ð Þð ¼ 0:1396Þ. Lastly, the optimal weights for the managerial

sub-criteria are: w M1ð Þð ¼ 0:5149Þ; w M2ð Þð ¼ 0:0833Þ; w M3ð Þð ¼

0:0572Þ; w M4ð Þð ¼ 0:1593Þ; and w M5ð Þð ¼ 0:1853Þ. These results

highlight the relative importance of each criterion and sub-criterion

in the context of the problem, providing a structured approach to

address the challenges effectively (See table 14).

The weight of the sub-criteria is shown separately for each main

criterion in Table 16 and Fig. 4 and the global weight for sub-barriers

is in Fig. 5 and Table 15.

Table 4

Best and worst criteria according to expert’s opinion.

Sub-barriers and barriers Best of sub-barrier Worst of sub-barriers

T T3 T2

M M1 M3

S S3 S1

Main barrier T S

Table 3

Expert’s information.

No. Field Experience by years Education Gender Participated in MCDM Participated in Game Theory

1 Computer science 8 Master Male @ @

2 Urban planning 7 PhD Female @ @

3 Civil engineering 14 PhD Male @ @

4 Green space engineering 11 Master Male @ @

5 Economy and sustainability 8 Master Male @ @

6 landscape architecture 13 PhD Male @ @

7 Computer Engineering 9 PhD Male @ @

8 Computer science 7 PhD Female @ @

9 Urban planning 14 Master Male @ @

10 Urban planning 8 Master Female @ @

Table 5

Grey spectrum of pairwise comparison of elements.

Verbal expression of the comparative

situation of i to j

Grey equivalent Inverse Grey

equivalent

Equally Preferred [1,1] [1,1]

moderately Preferred [1,3] 1
3 ;1
� �

Strongly Preferred [3,5] 1
5 ;
�

1
3�

very strongly Preferred [5,7] ½ 1
7 ;

1
5�

Extremely Preferred [7,9] 1
9 ;

1
7

� �

Table 6

BO vector of the main barriers.

BO T M S

T [1,1] [3.22,5.22] [6.11,8.11]

Table 7

BO vector of the executive barrier.

BO M1 M2 M3 M4 M5

M1 [1,1] [4.77,6.77] [5.22,7.22] [5,7] [4.55,6.55]

Table 8

BO vector of the Security.

BO S1 S2 S3

S3 [6.11,8.11] [3.88,5.88] [1,1]

Table 9

BO vector of the technical barrier.

BO T1 T2 T3 T4

T3 [4.3,7.2] [5,7] [1,1] [5.66,7.66]
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Game theory method with grey matrix

At this stage, the game theory matrix is first formed (Table 15),

which consists of the impact of the obstacles examined in the paper

as first player x on the solutions for implementing big data in a sus-

tainable smart city as second player y. Obviously, we are looking for a

model whose optimal solution is to maximize y and minimize x. We

consider strategies as: Traffic Flow Management (y1); Public Trans-

portation Optimization(y2); Water supply Management (y3); Smart

Grid Load Balancing(y4); Waste Management(y5); Energy Consump-

tion Optimization(y6); Air Quality Monitoring(y7).

Now, it is evident from the data that the maximin value for the

lower limits is 3.8889, while the maxmin value for the upper limits is

5.88. Conversely, the maxmin value for the lower limits is 6.5556,

and the maxmin value for the upper limits is 3.22. These values indi-

cate the optimal minimum and maximum thresholds for the lower

and upper limits, respectively, providing a clear understanding of the

decision boundaries within the given context.

In this section, we seek to understand which optimal strategy can

effectively overcome the barriers to implementing big data in sus-

tainable smart cities. According to Tables 16 and 17, the optimal solu-

tion is equal to 0.2685862495421363. Based on the game theory

results, the following actions are identified as the most important for

a smart city due to their positive values:

Traffic Flow Management with Lower Bound = 0.99 and Upper

Bound = 0.318386533375344, Public Transportation Optimization

with Lower Bound = 0.27135964473461094 and Upper Bound =

0.09032412283956047 and Waste Management with Lower Bound =

0.40308728602129873 and Upper Bound = 0.10177087946901991.

Now, we seek to understand what is the worst-case risk scenario

for implementing big data in sustainable smart cities. The optimal

solution (Figs. 6 and 7) is equal to 0.15866057835913056. The worst-

case scenario for a smart city involves the simultaneous occurrence

of several risks, all of which have positive values, indicating their

potential to significantly disrupt smart city operations (x2, x4, x6,

x11, x12):

i. Sharing Data and Information,

ii. Collecting and Recording Data,

iii. Technical Limitations and Technology,

iv. Non-cooperation of Organizations,

v. Issues Related to the Interpretation of Complex Information.

Sensitivity analysis

Sensitivity analysis is a technique used to assess how variations

in an independent variable influence a specific dependent variable

within a defined set of assumptions. This method operates within

certain boundaries that depend on one or more input variables. It is

primarily employed to identify which variables have the most sig-

nificant impact on the outcome of a model. In this study, we con-

ducted an analysis testing variable ranges across five different

intervals, examining optimal solutions and variable values. Our

findings indicate that varying the intervals did not lead to signifi-

cant changes in the optimal solution. This suggests that the model’s

performance and outcomes remain relatively stable across the

tested ranges of intervals, highlighting the robustness of the results

with respect to changes in variable bounds. This stability in optimal

solution across different intervals enhances confidence in the reli-

ability and consistency of the model under varying conditions of

input constraints.

The comparison of variables over different upper bounds for the

variable x is displayed in Table 18 and Figs. 8-9, and also for the vari-

able y is shown in Table 19 and Figs. 10-11.

In this research, varying the intervals of variables did not result in

significant changes in the optimal solution or the objective function

values. This consistency across different interval ranges demonstrates

the robustness and validity of the study’s results. The negligible varia-

tions in optimal solutions indicate that the model’s performance is

reliable and not heavily dependent on the specific bounds of the vari-

ables tested findings that are depicted in Figs. 12-14. This consistency

strengthens the confidence in the accuracy and effectiveness of the

conducted analysis, ensuring that the conclusions drawn are likely to

hold under different scenarios and input constraints, thereby validat-

ing the reliability of the research.

Discussion

The analysis of the barriers to implementing big data systems in

smart cities has highlighted significant challenges, particularly in the

Table 10

OW vector of the main barriers.

OW S

T [3.8889,5.8889]

M [4.5556,6.5556]

S [1,1]

Table 11

OW vector of the security barrier.

OW S1

S1 [1,1]

S2 [6.5556,8.5556]

S3 [5.4444,7.4444]

Table 12

OW vector of the Executive barrier.

OW M3

M1 [6.5556,8.5556]

M2 [3.2222,5.2222]

M3 [1,1]

M4 [4.5556,6.5556]

M5 [5.2222,7.0000]

Table 13

OW vector of the technical barrier.

OW T2

T1 [3.8059, 4.8158]

T2 [1,1]

T3 [5.66, 7.66]

T4 [4.0380, 5.0592]

Table 14

Relative Weights of the barriers and sub-barriers.

Criteria w Sub-criteria Local weight Global weight

S 0.0874 S1 0.078 0.0068172

S2 0.2474 0.02162276

S3 0.6746 0.05896004

T 0.6152 T1 0.1395 0.08544375

T2 0.0798 0.0488775

T3 0.6411 0.39267375

T4 0.1396 0.085505

M 0.2974 M1 0.5149 0.15313126

M2 0.0833 0.02477342

M3 0.0572 0.01701128

M4 0.1593 0.04737582

M5 0.1853 0.05510822
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realm of technical constraints. With a weight of 0.6152, technical bar-

riers are identified as the most critical among the primary obstacles.

Within this category, the sub-barrier T3, which pertains to technical

and technological limitations, emerges as the most significant with a

weight of 0.6746. This indicates a pressing need to address the limita-

tions in current technologies and infrastructure that impede the

effective deployment of big data systems. In the context of security,

the sub-barrier S3, concerning issues related to data storage and

transfer, holds the highest importance with a weight of 0.6411. This

underscores the necessity of robust data security measures to protect

sensitive information and ensure seamless data flow across systems.

Additionally, the sub-barrier M1, related to high environmental

Fig. 4. Weights of the barriers and local sub-barriers.

Fig. 5. Weights of the sub-barriers.

14

B. Razavian, S.M. Hamed, M. Fayyaz et al. Journal of Innovation & Knowledge 9 (2024) 100593



investment costs, is notable with a weight of 0.5149, highlighting the

financial challenges in adopting environmentally sustainable practi-

ces.

Given these findings, it is clear that overcoming technical and

technological limitations (T3), which carry the highest overall impor-

tance with a weight of 0.39267375, should be a priority. To address

these barriers effectively, several practical recommendations can be

proposed. Firstly, investing in research and development to advance

technological capabilities is crucial. This includes the development of

more efficient data processing and storage technologies that can han-

dle the vast amounts of data generated in smart cities. Secondly,

augmenting collaboration between public and private sectors can

facilitate the sharing of resources and expertise, thereby mitigating

the financial burden of environmental investments. Thirdly, imple-

menting comprehensive training programs for personnel can ensure

that the workforce is adept at managing new technologies and adher-

ing to stringent security protocols. Lastly, policymakers should focus

on creating supportive regulatory frameworks that encourage inno-

vation while ensuring data security and environmental sustainability.

Table 15

Game theory result matrix under the grey logic.

y1 y2 y3 y4 y5 y6 y7

x1 [3.8889,5.8889] [3.22,5.22] [3.22,5.22] [6.11,8.11] [6.5556,8.5556] [4.0380, 5.0592] [3.2222,5.2222]

x2 [4.55,6.55] [3.8889,5.8889] [4.0380, 5.0592] [3.2222,5.2222] [3.2222,5.2222] [3.88,5.88] [5.4444,7.4444]

x3 [4.0380, 5.0592] [3.22,5.22] [3.22,5.22] [6.5556,8.5556] [6.11,8.11] [6.11,8.11] [4.55,6.55]

x4 [3.22,5.22] [3.22,5.22] [4.0380, 5.0592] [6.11,8.11] 5.2222,7.0000] [3.22,5.22] [3.22,5.22]

x5 [4.55,6.55] [6.5556,8.5556] [6.11,8.11] [3.8889,5.8889] [4.0380, 5.0592] [6.11,8.11] [4.55,6.55]

x6 [4.0380, 5.0592] [4.5556,6.5556] 5.2222,7.0000] [4.5556,6.5556] [4.5556,6.5556] [3.22,5.22] [3.22,5.22]

x7 [4.55,6.55] [6.11,8.11] [5.4444,7.4444] [6.11,8.11] [6.5556,8.5556] [3.88,5.88] [6.5556,8.5556]

x8 [4.0380, 5.0592] [3.2222,5.2222] 5.2222,7.0000] [3.88,5.88] [6.11,8.11] [4.0380, 5.0592] [4.0380, 5.0592]

x9 [3.2222,5.2222] [6.5556,8.5556] [3.88,5.88] [5.4444,7.4444] [4.0380, 5.0592] [3.22,5.22] [4.5556,6.5556]

x10 [4.55,6.55] [3.88,5.88] [4.55,6.55] [3.8889,5.8889] [3.22,5.22] [5.4444,7.4444] [3.22,5.22]

x11 [4.0380, 5.0592] [6.5556,8.5556] [4.0380, 5.0592] [5.4444,7.4444] [4.0380, 5.0592] [6.11,8.11] [4.0380, 5.0592]

x12 [4.5556,6.5556] [4.5556,6.5556] [6.11,8.11] [6.5556,8.5556] 5.2222,7.0000] [3.22,5.22] [3.8889,5.8889]

Table 16

Value of the y variables in lower and upper bounds.

Variable Lower bounds Upper bounds

y1 0.99 0.318386533375344

y2 0.27135964473461094 0.09032412283956047

y3 �0.6225980695532857 �0.008023058870182008

y4 �0.2462512648874539 �0.1368541380192474

y5 0.40308728602129873 0.10177087946901991

y6 �0.2033776729234013 �0.09398661584227755

y7 �0.32363367384963243 �0.11295714459308687

Table 17

Value of the x variables in lower and upper bounds.

Variable Lower bounds Upper bounds

x1 �0.351241932415239 0.8961332261286097

x2 0.7700779040285615 0.48619484531992685

x3 �0.99 �0.4288003077773619

x4 0.99 0.99

x5 �0.99 �0.99

x6 0.99 0.99

x7 �0.7475292551099822 �0.99

x8 �0.99 �0.99

x9 �0.48883470795469863 �0.7288945727213746

x10 �0.10211707049281991 �0.640630237553592

x11 0.99 0.09220510318451774

x12 0.44698634698638003 0.09825478914924851

Fig. 6. Optimal solution based on the y and lower and upper bounds.
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By addressing these critical barriers, the deployment of big data sys-

tems in smart cities can be significantly improved, paving the way for

smarter, more efficient urban environments.

The game theory analysis of necessary measures for a smart city

reveals critical insights into key areas that require attention. Among

these, (Traffic Flow Management), (Public Transportation Optimiza-

tion), and (Waste Management) stand out as vital components. Spe-

cifically, for Traffic Flow Management, the lower bounds are set at

0.99 and the upper bounds at 0.318, indicating a significant range

that necessitates robust strategies to optimize vehicle movement and

reduce congestion. For Public Transportation Optimization, the lower

bounds are 0.271 and the upper bounds 0.090, suggesting that there

is room for substantial improvement in enhancing the efficiency and

effectiveness of public transit systems. Lastly, Waste Management,

with lower bounds at 0.403 and upper bounds at 0.101, highlights

the importance of effective waste collection, disposal, and recycling

processes to maintain urban hygiene and sustainability.

To address these measures effectively, targeted strategies should

be implemented. For Traffic Flow Management, investing in smart

traffic lights, real-time traffic monitoring systems, and adaptive

Fig. 7. Optimal solution based on the y and lower and upper bounds.

Table 18

Sensitivity analysis of the xi.

Variable Lower bounds

(�0.99, 0.99) (�0.95, 0.95) (�0.90, 0.90) (�0.75, 0.75) (�0.5, 0.5)

x1 �0.351241932415239 �0.3400786603791095 �0.3261245703339465 �0.2842623001984564 �0.21449184997264234

x2 0.7700779040285615 0.7380438148400992 0.6980012033545211 0.5778733688977875 0.37766031146989815

x3 �0.99 �0.95 �0.9 �0.75 �0.5

x4 0.99 0.95 0.9 0.75 0.5

x5 �0.99 �0.95 �0.9 �0.75 �0.5

x6 0.99 0.95 0.9 0.75 0.5

x7 �0.7475292551099822 �0.7192707596477832 �0.6839476403200332 �0.5779782823367852 �0.401362685698038

x8 �0.99 �0.95 �0.9 �0.75 �0.5

x9 �0.48883470795469863 �0.4705231461579986 �0.4476336939121251 �0.3789653371745052 �0.2645180759451372

x10 �0.10211707049281991 �0.10009840939146362 �0.0975750830147688 �0.090005103884683 �0.07738847200120726

x11 0.99 0.95 0.9 0.75 0.5

x12 0.99 0.95 0.9 0.75 0.5

Variable Upper bounds

(�0.99, 0.99) (�0.95, 0.95) (�0.90, 0.90) (�0.75, 0.75) (�0.5, 0.5)

x1 0.8961332261286097 0.8609911377234556 0.8170635272170139 0.6852806956976881 0.46564264316547954

x2 0.4861948453199268 0.465923290250025 0.4405838464126488 0.3645655149005179 0.23786829571363274

x3 �0.4288003077773619 �0.4123014052093767 �0.3916777769993957 �0.3298068923694517 �0.2266887513195443

x4 0.99 0.95 0.9 0.75 0.5

x5 �0.99 �0.95 �0.9 �0.75 �0.5

x6 0.99 0.95 0.9 0.75 0.5

x7 �0.99 �0.95 �0.9 �0.75 �0.5

x8 �0.99 �0.95 �0.9 �0.75 �0.5

x9 �0.7288945727213746 �0.697141281604114 �0.6574496677075375 �0.5383748260178091 �0.3399167565349288

x10 �0.640630237553592 �0.6116231821989754 �0.5753643630057055 �0.4665879054258955 �0.2852938094595456

x11 0.09220510318451774 0.08716686732270357 0.08086907249543537 0.06197568801363125 0.030486713877291356

x12 0.09220510318451774 0.08716686732270357 0.08086907249543537 0.06197568801363125 0.030486713877291356
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Fig. 8. Comparison of the variable x over different lower bounds.

Fig. 9. Comparison of the variable x over different upper bounds.
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traffic control technologies can significantly reduce congestion and

improve flow. In the realm of Public Transportation Optimization,

integrating smart ticketing systems, real-time tracking of public

transport vehicles, and improving connectivity between different

modes of transport can make public transit more attractive and effi-

cient for residents. For Waste Management, deploying smart bins

that signal when they need emptying, enhancing recycling programs,

and utilizing waste-to-energy technologies can improve waste proc-

essing efficiency and environmental sustainability.

The worst-case scenario for a smart city involves the simultaneous

occurrence of several risks, including issues related to “Sharing Data

and Information”, “Collecting and Recording Data”, “Technical Limita-

tions and Technology”, “Non-cooperation of Organizations”, and

“Issues Related to the Interpretation of Complex Information”. These

Table 19

Sensitivity analysis of the yi.

Variable Lower bounds

(�0.99, 0.99) (�0.95, 0.95) (�0.90, 0.90) (�0.75, 0.75) (�0.5, 0.5)

y1 0.99 0.95 0.9 0.75 0.5

y2 0.271359645 0.256721746 0.238424372 0.183532251 0.116721062

y3 �0.62259807 �0.588690898 �0.546306934 �0.419155042 �0.257125156

y4 �0.246251265 �0.233041628 �0.216529581 �0.166993441 �0.13476642

y5 0.403087286 0.382195297 0.35608031 0.277735349 0.190770673

y6 �0.203377673 �0.19131518 �0.176237063 �0.131002713 �0.04221051

y7 �0.323633674 �0.308947066 �0.290588806 �0.235514025 �0.12991795

Variable Upper bounds

(�0.99, 0.99) (�0.95, 0.95) (�0.90, 0.90) (�0.75, 0.75) (�0.5, 0.5)

y1 0.318386533 0.318701428 0.318386533 0.318386533 0.318701428

y2 0.090324123 0.090621824 0.090324123 0.090324123 0.090621824

y3 �0.008023059 �0.00822433 �0.008023059 �0.008023059 �0.00822433

y4 �0.136854138 �0.136951487 �0.136854138 �0.136854138 �0.136951487

y5 0.101770879 0.101891611 0.101770879 0.101770879 0.101891611

y6 �0.093986616 �0.094138508 �0.093986616 �0.093986616 �0.094138508

y7 �0.112957145 �0.11322935 �0.112957145 �0.112957145 �0.11322935

Fig. 10. Comparison of the variable y over different lower bounds.
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Fig. 11. Comparison of the variable y over different upper bounds.

Fig. 12. Comparison of the objective values for different lower/upper bounds.
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Fig. 13. Comparison of the objective values for different lower bounds.

Fig. 14. Comparison of the objective values for different upper bounds.
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risks are significant because their values are positive, indicating their

potential to adversely impact smart city operations.

To mitigate these risks, a multi-faceted approach is necessary.

Improving data-sharing and information security protocols can build

trust among stakeholders and ensure the integrity of shared data.

Implementing standardized data collection and recording practices

can improve data accuracy and reliability. Addressing technical limi-

tations through continuous investment in research and development,

as well as adopting cutting-edge technologies, can overcome existing

technical barriers. Promoting collaboration between organizations

through formal agreements and incentives can enhance cooperation

and streamline operations. Lastly, developing advanced analytical

tools and training programs can aid in the accurate interpretation of

complex information, ensuring that DMs have reliable insights to

guide their actions. By focusing on these measures and mitigating the

identified risks, smart cities can improve their resilience and effec-

tiveness, leading to improved urban living conditions and sustainable

development.

Conclusions and outlook

The study on optimizing a sustainable smart city by addressing

barriers to big data implementation through the IZSGG theory and G-

BWM has provided valuable insights. The analysis of barriers to

implementing big data systems in smart cities reveals significant

challenges, particularly in the realm of technical constraints.

Overcoming the challenges of adopting big data within sustain-

able smart cities requires a well-framed strategy from both technical

and managerial perspectives, especially using optimized methodolo-

gies such as Lower-Bounded Traffic Flow Management, Public Trans-

portation Optimization, and Waste Management. In such regard,

traffic flow management with lower bounds refers to the area of

using big data analytics for real-time prediction and regulation of

traffic, with a guarantee that congestion is minimized and the flow

within the transportation network is well managed. This methodol-

ogy utilizes historical traffic information, meteorological factors, and

real-time sensor data in simulating and optimizing the flow of traffic,

therefore reducing both travel time and emission. Managerially, this

strategic solution involves integrating multifarious sources of data by

urban planners, transportation agencies, and information technolo-

gists to ensure that the traffic management systems work efficiently.

The infrastructure investments would be primarily in smart traffic

lights, sensors, and computing. These investments would include set-

ting up a central data platform, real-time analytical information dis-

semination to build stakeholder collaboration, and informing the

public about the use of various public transport systems as much as

possible.

Public transport improvements are thereby enabled through large

data sets that constantly update and optimize routes, schedules, and

various transit capacities to maximize such an experience of reduced

waiting time, increased reliability of service, and overall efficiency. If

public transport systems could handle passenger flows, demand pat-

terns, and operational performance indicators, it would better serve

the needs of the population. Only proper governance can oversee

planning, implementation, and continuous improvement if optimiza-

tion is to be truly effective. Key measures therein would be data ana-

lytics focused on route optimization, capacity management through

dynamic pricing or demand-responsive services, real-time passenger

feedback mechanisms, and alignment with sustainability objectives

through low-emission vehicles and multi-modal options. Big data

allows for massive improvements in smart city waste management

through optimizations of routes for waste collection, predicting

waste generation patterns, and improving recycling rates. Waste bin

fill-level can be tracked by sensors, while data analytics can plan col-

lection schedules and routes for minimal fuel consumption and oper-

ational costs. Again, effective waste management does call for strong

managerial coordination across departments, public awareness

drives, and adherence to sustainability-focused policies. Implementa-

tion of predictive analytics of the waste generated, deployment of

smart sensor bins, analysis of the effectiveness of recycling programs,

and public education campaigns are pragmatic approaches toward

waste management. All these need to be integrated into one single

urban planning framework for a sustainable data-driven smart city.

The focus shall be on technological solutions such as real-time analyt-

ics, predictive modeling, and sensor-based monitoring, combined

with strong managerial oversight. It will be enabled through a focus

on data integration, collaboration among stakeholders, public

engagement, and continuous improvement. Eventually, it will

improve urban sustainability and the quality of life of its citizens by

making cities more efficient, resilient, and adaptive to future chal-

lenges.

Technical barriers, identified as the most critical barriers with a

weight of 0.6152, highlight the pressing need to address limitations

in current technologies and infrastructure. Specifically, technical and

technological limitations (sub-barrier T3) are the most significant

within this category, with a weight of 0.6746, emphasizing the need

for advancements in technology and infrastructure to support effec-

tive big data deployment. In the context of security, issues related to

data storage and transfer (sub-barrier S3) are crucial, with a weight

of 0.6411, underscoring the necessity for robust data security meas-

ures. Additionally, high environmental investment costs (sub-barrier

M1) pose financial challenges, with a weight of 0.5149. Addressing

these critical barriers requires a multifaceted approach. Among all,

technical and technological constraints are the most critical, with a

weight of 0.39267375, indicating their paramount importance in the

overall risk landscape.

According to the findings, the worst-case scenario for a smart city

involves multiple risks, including issues with data-sharing, data col-

lection and recording, technical limitations, non-cooperation of

organizations, and interpreting complex information. Mitigating

these risks requires improving data security protocols, standardizing

data collection practices, continuous investment in technology, pro-

moting organizational collaboration, and developing advanced ana-

lytical tools. In such a scenario, even minor disruptions in technology

can cascade into broader operational failures, exacerbating the other

risks and creating a complex web of issues that are difficult to resolve.

Therefore, smart cities must prioritize overcoming these technical

and technological barriers to safeguard their operations against such

worst-case scenarios. By addressing these measures and mitigating

identified risks, smart cities can improve their resilience and effec-

tiveness, leading to improved urban living conditions and sustainable

development. The findings underscore the necessity of advancing

technological capabilities, enhancing collaboration between public

and private sectors, implementing comprehensive training programs,

and creating supportive regulatory frameworks. Additionally, the

game theory analysis identified critical areas such as traffic flowman-

agement, public transportation optimization, and waste management

as vital components for smart city development. By investing in

smart technologies, improving data security, promoting organiza-

tional cooperation, and addressing financial and technical challenges,

cities can overcome these barriers and enhance the deployment of

big data systems.

IZSGG utilizes the theories of grey numbers and grey matrices in

the representation of uncertainties involved with the payoff matrices

of the game. That will, in turn, enable the derivation of strategies

incorporating the fuzzy nature of some elements in the system. This,

in turn, enables the IZSGG theory to capture a wider range of scenar-

ios, including cases of partial or incomplete knowledge about specific

facts. Thus, the IZSGG theory is more applicable to realistic situations

that require decisions based on incomplete information. The theory

further utilizes advanced optimization techniques in determining the

points of equilibrium, which are informed not only by established
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values but also take into consideration the grey components of those

values, hence providing a more refined solution to the game. One key

advantage of the IZSGG with respect to the traditional Zero-Sum

Game theory is the ability to deal with uncertainty and incomplete

information, something that often characterizes realistic applications.

Unlike the usual method, which might give too optimistic or pessi-

mistic strategies due to the assumption of full information, IZSGG

offers more robust and realistic strategic solutions that take into

account and integrate all ambiguities imbued in the data.

Ultimately, this approach will lead to more efficient, resilient, and

sustainable urban environments, paving the way for the future of

smart cities. Future research could focus on developing advanced

data processing and storage technologies that are more efficient and

scalable. Another important area is the creation of robust regulatory

frameworks that balance innovation with data security and environ-

mental sustainability. Moreover, future research must examine the

integration of emerging technologies, such as artificial intelligence

and the IoT, to enhance smart city infrastructure and services.
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