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A B S T R A C T

Building on the dynamic capability perspective, this study investigates effective digitalization and digital

transformation strategies in the tech industry by highlighting the relevance of the digital divide among

developed and developing economies. Further, the study identifies the key challenges, opportunities, and

strategies for digitalization and digital transformation. The study embraced a qualitative approach for in-

depth exploration of the phenomenon through a comparative study of two countries, i.e., Hong Kong and

Pakistan. Data was collected using interviews and analyzed using content analysis to identify recurring pat-

terns and critical insights for meaningful interpretations to address the study objective. We proposed a

framework for effective digitalization and digital transformation in the tech industry from the perspective of

developed and developing economies. The strategies identified in this research are categorized in technopre-

neurship and improved human resource practices to address the challenges faced by both developed and

developing countries. The study findings contribute to a deeper understanding of the digital transformation

phenomenon in the wake of changing workforce dynamics and technological disruptions, as well as the digi-

tal divide between developed and developing countries. Further, the study will help policymakers devise and

implement resilient strategies in the tech industry, to help reduce the digital divide.
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Introduction

Digitalization and digital transformation encompass the adoption

of cutting-edge technology to provide innovative technological solu-

tions (Feliciano-Cestero et al., 2023; Kraus et al., 2021), which are

essential for the survival and sustainable progress of organizations

and industries (Porfírio et al., 2021). Moreover, sustainability in oper-

ations and functions is closely linked to digitalization and digital

transformation across sectors (Vuchkovski et al., 2023). Digitalization

involves leveraging technology to manage operations within the

organization and ensure continuity effectively, even when employees

need to work remotely, for example, using online video conferences

and communication portals for work synchronization (Chatterjee et

al., 2023). Digital transformation, on the other hand, is the fusion of

digital systems and innovative business models (Almeida et al.,

2020). This digital landscape enables data-driven decision-making

and operational efficiencies (Sumbal & Amber, 2024; Bhatti et al.,

2024; Nazeer et al., 2023). Digital transformations have revitalized

the industry and empowered technology to influence day-to-day

lives through new businesses, manufacturing methods, and improved

stakeholder interactions involving businesses, consumers, and sup-

pliers (Feliciano-Cestero et al., 2023). In a nutshell, digitalization and

digital transformation have a direct and widespread impact on busi-

ness value creation, innovation, cooperation, and collaboration in the

tech industry worldwide (Tariq et al., 2024; Benbya et al., 2020; Cal-

deron-Monge & Ribeiro-Soriano, 2023; Veile et al., 2022) especially

after the COVD-19 pandemic.
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The COVID-19 crisis has transformed organizational work dynam-

ics (Sumbal et al., 2024; Li et al., 2022b). Virtual work, remote collab-

orations, and diverse teams are new approaches that promote the

emerging concept of gig economy (Behl et al., 2021). In the same

vein, innovative technology, artificial intelligence, automation, robot-

ics, cloud computing, and the Internet of things (Nazeer et al., 2023)

are changing the working patterns (gig/freelance work and hybrid

work practices) and the ways organizations produce and deliver

products and services to the customers (Sumbal et al., 2024). These

changing dynamics bring several challenges, such as security and pri-

vacy concerns, social and ethical dilemmas, etc. (Almeida et al., 2020;

Favaretto et al., 2020). Therefore, organizations must revamp their

strategic stance for digitalization and digital transformation to meet

the changing dynamics (Feliciano-Cestero et al., 2023). Another

important aspect of this connection is that the role of technology is

crucial in the modern world and cannot be disregarded; however, a

digital divide is also evident between developed and developing

countries (Van Dijk, 2020) regarding technology adoption and digital

transformation. This divide includes technology illiteracy, knowledge

deficits among citizens, and a lack of technological infrastructure in

developing countries (Popkova et al., 2022). Developing countries

also lack the institutions and infrastructure to support digitalization,

teleworking, and e-commerce (Amankwah-Amoah et al., 2021).

Efforts were made during the COVID-19 pandemic to improve tech-

nological infrastructure. For instance, in comparison to 2020, digital

infrastructure has increased by 73 %, and digital technology applica-

tions have increased by 77 % in developing countries (Popkova et al.,

2022). Despite that, a digital divide exists between developed and

developing economies. The digital divide demonstrates the disparity

in technology adoption by different social groups (Li & Kostka, 2024).

Existing studies, in this regard, have discussed the digital divide with

the perspective of bridging the digital divide through technopre-

neureship (Werthner et al., 2024), digital inclusion of the elderly in

digital transformation (Li & Kostka, 2024), the digital divide in rural

areas (Arion et al., 2024). Research in this direction has mainly

focused on the societal level of inequalities and calls for research to

explore the digital divide at the country level (Korovkin et al., 2023;

Lythreatis et al., 2022). It is important to examine the realities of digi-

talization and digital transformation in both developed and develop-

ing countries to understand how to reduce the digital divide

(Lythreatis et al., 2022) by devising appropriate implementation and

managerial strategies.

To address the aforementioned research gaps through the lens of

dynamic capability theory, which states "the firm’s ability to inte-

grate, build, and reconfigure internal and external competencies to

address rapidly changing environments” (Teece et al., 1997, p. 516),

this study, explores digital transformation due to changing workforce

dynamics and technological disruptions in both developed and devel-

oping countries that would help in devising implementation and

managerial strategies for effective digitalization and digital transfor-

mation and also contribute to reduce digital divide. In the fast-mov-

ing digital transformation era, organizations must scan the

environment and respond to it by quickly modifying resources and

processes to sustain their competitive advantage over time, which is

only possible if the organizations possess and practice dynamic capa-

bilities (Capurro et al., 2022; Li et al., 2022a). Dynamic capabilities

include the organization’s capabilities to address changing dynamics

by transforming a business model that correlates with the changing

requirements (Capurro et al., 2022). As a knowledge-based economy,

Hong Kong heavily relies on technological advancements (de Pablos

& Edvinsson, 2020) and has made significant investments in IT-

related projects (Lam & Yang, 2020). Conversely, the IT profession

and tech industry in Pakistan experienced a boost after the COVID-19

pandemic, with evidence showing a positive impact on the sector

(Mushafiq, 2023). IT companies in Pakistan offer their products and

services to >100 countries (Kazmi, 2022). Given the technological

advancement in Hong Kong and the progressive growth of the tech

industry in Pakistan, it is justified to compare the perspectives on

technology adoption between Hong Kong (a developed economy)

and Pakistan (a developing economy). The findings of this research

contribute to the literature by demonstrating the underlying mecha-

nism to support digitalization and digital transformation in the tech

industry, focusing on the prevailing challenges, opportunities, and

prospective strategies to overcome the challenges and to benefit

from the available opportunities. The rest of the article is arranged as

follows. Literature review discusses existing literature on digitaliza-

tion and digital transformation. Methodology explains the methodol-

ogy, Study findings and discussion demonstrates findings and

discussion, and Conclusion concludes the study.

Literature review

Digitalization and digital transformation

With the increasing research interest on digital technologies, there

is a rise on the literature focused on digitization, digitalization, and

digital transformation. However, there are some conceptual overlaps

among the three constructs (Gradillas & Thomas, 2023). These three

terms are often used together and sometimes interchangeably, which

could lead to the confusion if we just directly discuss them without

further clarification in this study. Therefore, it is essential to define dig-

itization, digitalization and digital transformation. Digitization is

referred to the technical process of transforming the analogue infor-

mation into the digital form, which results in the efficiencies in terms

of time, cost and space (Begkos et al., 2023). Digitization necessitates

the development of digital infrastructures and applications, making it

a crucial first step towards digitalization, as it drives the marginal cost

of producing information goods to near zero and reduces digital stor-

age costs, allowing organizations to dramatically increase the amount

of visible and available data (Borcan, 2021). Digitalization is defined as

the ability of an enterprise to convert existing products and services

into digital versions that offer greater advantages than their physical

counterparts (Zhang & Chen, 2024). Through digitalization, enter-

prises’ business can gain a competitive edge by introducing innovative

services via digital channels or adopting new operation management

systems that facilitate the smooth coordination among processes

(Costa Melo et al., 2023). While digitalization involves the improve-

ment of business processes through the use of technology, digital

transformation entails the development of new business models by

leveraging and combining emerging digital technologies such as artifi-

cial intelligence, cloud computing, blockchain, and big data (Malodia

et al., 2023), and it is the organization-wide shift of business models to

digital platforms by implementing digitalized business logic (Verhoef

et al., 2021). In other words, digital transformation is regarded as a

kind of digital strategy that reshapes an organization or a network of

organizations across multiple dimensions, such as governance, leader-

ship, culture, workforce and so on (Raza et al., 2023).

Regarding the impact and contribution, digitalization and digital

transformation have transformed businesses and societies worldwide

(Fernandez-Vidal et al., 2022; Popkova et al., 2022). In today’s digital

economy, digitalization and digital transformation are crucial for suc-

cess in the digital landscape (Zhong & Ren, 2023) as they integrate

technology and digital resources with enterprise business operations

(Zoppelletto et al., 2023). Digitalization enhances business opera-

tions, such as supply chain management, product innovation, and

workforce management (Bansal et al., 2023; Ferraris et al., 2020). It

also brings about innovative changes to business models (Verhoef et

al., 2021; Rialti et al., 2022), reduce transaction cost and financing

(Zhou & Li, 2023), improves productivity, efficiency, and innovation

(Abudaqa et al., 2022; Benitez et al., 2022; Chen et al., 2022), enhan-

ces entrepreneurship (Jafari-Sadeghi et al., 2021), and contributes to

overall firm performance (Malodia et al., 2023). Especially in the
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current post-pandemic era, digitalization and digital transformation

have become critical factors for organizations seeking a competitive

edge (Bansal et al., 2023; Tajvidi & Tajvidi, 2020). Digitalization plat-

forms can also contribute to developing hard and soft skills, ensuring

the acquisition of new and relevant knowledge for functional tasks

(Amankwah-Amoah et al., 2021).

Strategies and challenges for digital transformation

Digital transformation shapes the ecosystem through new busi-

ness models (Santos et al., 2023). In this direction, the literature dis-

cusses several strategies for effective digital transformation in

organizations (Bargoni et al., 2024; Kraus et al., 2021). Linking digital

transformation with digital entrepreneurship, Paul et al. (2023) have

devised a strategy to convert traditional organizations into digital by

effectively transitioning towards a digital ecosystem. They develop a

conceptual framework for the digitalization process through a struc-

tured literature synthesis. The strategies they suggested are the crea-

tion of a digital knowledge base, adoption of digital technology,

readiness of digital platform, business process transformation, busi-

ness resources transformation, and business model transformation.

Through a literature review, Trenerry et al. (2021) have identified

supporting factors for digital transformation at the individual, group,

and organizational levels. Individual-level strategies are technology

acceptance and adoption, perceptions and attitudes, skills and train-

ing, workplace resilience and adaptability, and work-related stress

and well-being. Team communication and collaboration, workplace

relationship and team identification, and team resilience and adapt-

ability are at the group level. Leadership, human resources, and orga-

nizational culture are the strategies that organizations have to

consider for digital transformation. However, strategies for digital

transformation need to be devised separately for SMEs (Bargoni et al.,

2024) and large firms. Zoppelletto et al. (2023) have identified micro-

level strategies for SMEs and large organizations. They suggested a

peer-tutor approach for SMEs that promotes informal leadership to

redesign and redistribute work tasks, foster an entrepreneurial

approach, be enthusiastic about digital issues, and encourage work-

force cultural shift. In large firms, they suggested a conductor

approach that promotes digital transformation leadership with

autonomy in decisions and decentralization in decision making,

devises and promotes formal governance architecture for digital

transformation, motivates and strengthens digital mindset, and

encourages e-trainings. These strategies facilitate organizational

growth and resilience specifically in post-COVID-19 context.

Keeping in view the COVID-19 context, while Santos et al. (2023)

have discussed the strategies for effective digital transformation, i.e.,

creative digital pivoting, maintaining digital infrastructure and by cre-

ating social impact through digital technology, they indicated some

barriers to digital transformation, i.e., physical and emotional demands

of technology creating a burden for the adoption of digital technology.

According to the study conducted by Jia et al. (2024), although about

70 % of Chinese SMEs have adopted the digital transformation, most of

them are in the initial and adoption stages and have not yet achieved

significant satisfactory status, which makes it a challenge to promote

SMEs to actively process digital transformation. For SMEs, the lack of

active digital thinking, weak digital foundation, employees’ knowledge

and skills, and limited funds make the road to digital transformation

difficult (Teng et al., 2022). Some literature also analyzes the different

challenges faced by different industries for the digital transformation

(Akbari et al., 2024; Dal Mas et al., 2023). For example, Quy et al.

(2023) identified four significant challenges faced by the higher educa-

tion: legal basis, changing thinking and management capacity, infor-

mation technology infrastructure, and the skills and access capabilities

of IT. In the post-COVID-19 context, the challenges identified by

Almeida et al. (2020) are the adoption of telework and distance work-

ing, the growth of e-commerce, cybersecurity, and privacy.

Coincidentally, the study investigated by Stewart (2023) also showed

that as digital transformation gradually advances, security issues such

as data leakage pose challenges, which cannot be ignored. Further-

more, recruiting and retaining employee who has digital technology

knowledge has become a major obstacle for the enterprises during the

digital transformation process (Dal Mas et al., 2023).

Methodology

To explore the strategy exploration and the extent of the digital

divide for digitalization and digital transformation in the tech indus-

try, an in-depth qualitative exploration of the phenomenon was con-

ducted. Qualitative research methods were employed to gather rich

and detailed insights into the experiences, perspectives, and practices

of technology adoption in selected countries, i.e., Hong Kong and

Pakistan. We comprehensively understood each country’s context,

challenges, opportunities, and strategies through interviews and

analysis of relevant documents. This qualitative approach allowed for

a nuanced examination of the factors influencing technology adop-

tion and the specific dynamics in developed and developing coun-

tries. By delving into the intricacies of the phenomenon, this study

aimed to provide valuable insights and contribute to the existing

body of knowledge in the area of digitalization and digital transfor-

mation and address the digital divide.

Study participants

Based on the nature of the phenomena under study, a theoretical

sampling approach is adopted, and respondents are carefully selected

to be the most relevant and appropriate to respond to the study ques-

tions (Glaser & Strauss, 1967). It was ensured that the chosen respond-

ents could provide rich insights about the challenges and

opportunities faced by IT professionals and tech organizations. Our

sample includes middle and top managerial IT professionals with rich

experience in the tech industry. For the selection of our informants,

we established four essential criteria. First, respondents must belong

to a pure tech-based organization in the IT industry. Second, they must

have at least five years of industry experience in a managerial position.

Third, they have been in executive managerial positions for at least

three years. Fourth, they must lead a team of at least five people.

Data collection − experts’ interviews

By implementing a semi-structured interview approach and

employing a well-crafted interview protocol, the research sought to

acquire comprehensive and insightful data directly from the partici-

pants (Plaikner et al., 2023). This methodology provides the flexibility

needed to delve into participants’ unique experiences and perspec-

tives while ensuring consistent coverage of relevant topics across

interviews (�Sakyt _e-Statnick _e et al., 2023). The collected data contrib-

utes to a thorough understanding of the challenges, opportunities,

and strategies encountered by organizations in the tech industry.

We included three main questions in the interview protocol: (1)

What opportunities do organizations foresee that could impact tech-

nology adoption, i.e., automation, digitalization, AI, Data Science, and

Big Data Analytics for improved decision-making and efficiency in

the post-COVID-19 era? (2) What challenges are organizations facing

in the adoption of technology? (3) Could you identify strategies for

adopting effective and efficient technology? A total of eighteen semi-

structured interviews were conducted from Hong Kong and Pakistan.

The respondents were selected from the tech industry, specifically

from organizations that provide tech solutions to public and private

sector organizations. These respondents belonged to middle and

higher management with details provided in Table 1. The respond-

ents were approached using multiple sources, i.e., LinkedIn, email,

phone calls, and messages (text and WhatsApp) to seek their consent
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and availability for an interview. After the informants agreed to an

interview, they were given multiple options for an interview.

Depending on the availability and convenience of participants, online

and face-to-face interviews were conducted for both groups of

respondents. According to the respondents ’ preference, various

online video conferencing tools were used, such as Zoom, WhatsApp,

and MS Teams. Data was collected over one year, from December

2022 to December 2023. All the interviews were recorded after seek-

ing respondents’ consent. The interviews were conducted in English;

however, clarifications were provided in a few interviews conducted

in local languages, i.e., Cantonese and Urdu.

The interviews lasted between forty to fifty minutes for Hong Kong

respondents and thirty to forty-five minutes in length for respondents

from Pakistan. Before the interview, the purpose of the interview was

explained to the participants. Sometimes, interview questions were

sent to the informants before the interviews. We adopted an approach

of dialogue translation instead of exact word-to-word translation and

ensured the minimum loss of original meaning as suggested in the lit-

erature (Temple & Young, 2004). However, word-to-word transcrip-

tion has been performed where respondents responded in English,

and translation was not required. In case of ambiguity, the respondents

were approached for clarification during transcription.

Data analysis

Transcribed data was analyzed using content analysis, which

"reveals both depth and meaning in participants’ utterances” (Lindgren

et al., 2020, p. 1). Content analysis is gaining acceptability among

researchers because it facilitates "understanding a phenomenon by ana-

lyzing the presence of meaning and relationships through various forms

of human activity and communications” (Selvi, 2019, p. 440). Among

the multiple options for conducting content analysis, i.e., reading

research in the domain, collaborating with experts, and directly examin-

ing the domain Slocum and Rolf (2021), we adopted collaboration with

experts. Following the manual analysis approach, interview transcripts

were read repeatedly, word by word, line by line, and paragraph by par-

agraph, to identify initial codes and themes. First-level codes are the rich

collection of codes based on the original language used by the respond-

ents. Comparison and relationship between codes are established until

they reach the point of theoretical saturation, yielding no further

insights (Glaser & Strauss, 1967). The discussions with the respondents

lead us to overlapping concepts among the three dimensions of chal-

lenges, opportunities and strategies. It was, therefore, challenging to

come up with a model that gives a clear picture of what strategies

would be adopted by the tech industry to address the challenges. For

this purpose, authors have done rounds of discussions on generated

themes and codes. The themes of challenges, opportunities, and strate-

gies have emergedwith the subthemes of brain drain, security, and ethi-

cal issues; blended workforce and dawn of Gig economy and value

creation from big data, artificial intelligence, and generative AI; and

technology and improved human resource practices, respectively. These

sub-themes have covered emerging issues identified by the respond-

ents, whichwere initially coded and then described in detail with verba-

tim in the results section. After the themes and codes were finalized, the

relationship between themes and codes was established. A separate

analysis is performed for Hong Kong and Pakistan data using the same

pattern. The results are then compared and contrasted to reach a con-

clusion.

Study findings and discussion

Digitalization and digital transformation: challenges

This section discusses the challenges IT professionals and tech

organizations face regarding digitalization and digital transformation

in Hong Kong and Pakistan.

T
a
b
le

1

R
e
sp

o
n
d
e
n
ts
’
p
ro
fi
le
.

H
o
n
g
K
o
n
g

P
ak

is
ta
n

C
o
d
e

D
e
si
g
n
at
io
n

A
g
e

E
x
p
e
ri
e
n
ce

G
e
n
d
e
r

D
u
ra
ti
o
n

M
o
d
e

C
o
d
e

D
e
si
g
n
at
io
n

A
g
e

E
x
p
e
ri
e
n
ce

G
e
n
d
e
r

D
u
ra
ti
o
n

M
o
d
e

H
K
1

C
h
ai
rm

an
5
4

2
0

M
al
e

3
0
:0
0

In
P
e
rs
o
n

P
K
1

V
ic
e
C
E
O

4
8

1
6

M
al
e

1
5
:0
5

O
n
li
n
e
(M

S
-T
e
am

s)

H
K
2

C
h
ai
rm

an
4
6

1
6

M
al
e

2
5
:0
0

In
P
e
rs
o
n

P
K
2

M
an

ag
e
r
C
y
b
e
rs
e
cu

ri
ty

3
5

5
Fe

m
al
e

4
8
:0
0

In
P
e
rs
o
n

H
K
3

D
ir
e
ct
o
r

5
8

2
2

M
al
e

2
0
:0
0

In
P
e
rs
o
n

P
K
3

H
e
ad

D
at
a
S
ci
e
n
ce

4
0

1
3

M
al
e

1
5
:2
6

O
n
li
n
e
(W

h
at
sA

p
p
)

H
K
4

H
e
ad

o
f
A
rt
ifi
ci
al

In
te
ll
ig
e
n
ce

4
2

8
M
al
e

4
0
:0
0

In
P
e
rs
o
n

P
K
4

N
e
tw

o
rk

P
la
n
n
in
g
E
n
g
in
e
e
r

3
9

5
M
al
e

1
8
:3
3

O
n
li
n
e
(W

h
at
sA

p
p
)

H
K
5

H
e
ad

o
f
In
fo
rm

at
io
n
T
e
ch

n
o
lo
g
y

5
3

1
2

M
al
e

5
1
:0
7

In
P
e
rs
o
n

P
K
5

P
ro
je
ct

M
an

ag
e
r

3
5

6
M
al
e

2
0
:5
5

O
n
li
n
e
(Z
o
o
m
)

H
K
6

D
ir
e
ct
o
r

3
8

5
M
al
e

3
7
:4
5

O
n
li
n
e
(W

h
at
sA

p
p
)

P
K
6

M
an

ag
e
r
S
y
st
e
m
s

4
0

1
7

M
al
e

1
5
:2
5

O
n
li
n
e
(W

h
at
sA

p
p
)

H
K
7

C
h
ie
f
T
e
ch

n
ic
al

O
ffi
ce
r

3
5

1
2

M
al
e

2
0
:3
6

O
n
li
n
e
(W

h
at
sA

p
p
)

P
K
7

M
an

ag
e
r
N
e
tw

o
rk
s

4
4

1
6

M
al
e

1
7
:3
5

O
n
li
n
e
(Z
o
o
m
)

H
K
8

E
x
e
cu

ti
v
e
D
ir
e
ct
o
r

5
3

1
4

M
al
e

2
4
:3
6

O
n
li
n
e
(M

S
-T
e
am

s)
P
K
8

D
at
a
S
ci
e
n
ti
st

4
2

5
Fe

m
al
e

4
0
:0
0

In
P
e
rs
o
n

H
K
9

IT
D
ir
e
ct
o
r

3
6

5
Fe

m
al
e

3
5
:0
0

O
n
li
n
e
(Z
o
o
m
)

P
K
9

C
h
ie
f
T
e
ch

n
o
lo
g
y
O
ffi
ce
r

6
1

2
8

M
al
e

2
5
:0
0

In
P
e
rs
o
n

M.S. Sumbal, A. Tariq, Q. Amber et al. Journal of Innovation & Knowledge 9 (2024) 100551

4



Brain drain

Concerning the employee retention challenge, brain drain is the

most pronounced issue in Hong Kong. Similarly, brain drain in the

medical and health industry was also evident during the pandemic

(Dzinamarira & Musuka, 2021; Lawal et al., 2022). Tech professionals

frequently move to other countries from Hong Kong to pursue their

careers and for better prospects. To overcome this challenge, a sub-

stantial salary rise is also evident during and after COVID-19. Con-

trarily, IT professionals in Pakistan opted for freelancing

opportunities with international organizations, leaving a space in the

local market. In contrast to the reverse brain drain in Europe (Baka-

lova et al., 2021), Hong Kong and Pakistan have faced severe brain

drain of IT professionals, especially after the pandemic. Here is an

example response from Hong Kong:

"Most of the companies improved infrastructure and require IT staff.

They are willing to pay higher salaries, i.e., a 50 % increase in last

year’s salaries, to cope with the scarcity of IT professionals who

moved to other countries. Employees also moved to other companies

for better packages (30−40 %), creating a void in the industry. Even

though we offered work from home, most of the employees refused.

They prefer to go to other countries like the UK. There are opportuni-

ties for IT people everywhere, so they are moving to better places for

better opportunities" (hk5)

The brain drain dilemma is a challenge related to COVID-19; how-

ever, it still exists after the pandemic phase is over. Despite exponen-

tial salary increases, the tech industry still struggles to acquire tech

professionals, especially in Pakistan. The reasons are identified in the

following example response:

“The boom of IT professionals’ demands worldwide, along with other

factors like economic crisis, political situation, inflation, etc., in Paki-

stan are the compelling factors for individuals to migrate to other

countries. Moreover, IT professionals are also inclined towards

remote and freelancing jobs, and it leaves a void in Pakistani indus-

tries" (pk2)

Besides the country’s economic, political, and pandemic situation,

the international market also promoted a brain drain in Pakistan. We

can have an idea of how this situation is prevailing in the following

example:

“Other than migration to other countries, local IT professionals are

engaged with international organizations in both the capacity of

freelancing and remote work. It facilitates local IT professionals with

international competitive market salaries, and thus they prefer to

work for international market rather to serve national organizations

on a minimum salary” (pk8)

Brain drain poses another challenge for the tech industry, particu-

larly after the pandemic, with a significant increase in market

demand for IT professionals. It has become a global dilemma and a

pressing issue in human history (Moody, 2021). Organizations can

adopt multiple strategies to address this issue, such as improving

work practices and creating a conducive work environment to foster

employee retention. Establishing better work practices, nurturing an

organizational culture, and providing a favorable work environment

create goodwill for organizations and attract professionals (Greimel

et al., 2023). Offering market-competitive salaries and other benefits

appeals to professionals in developed and developing countries.

Furthermore, governments can foster a supportive ecosystem by

investing in education, research and development, technology infra-

structure, entrepreneurship, and technopreneurship projects (Jafari-

Sadeghi et al., 2021). Retaining talent within the country can be

achieved through policies that create more opportunities, improve

salary ranges, promote industry-academia collaboration, and provide

tax incentives to companies engaged in research and development.

Collaboration between developed and developing countries for edu-

cation, research and development, skill development, and exchange

programs can also help to decrease the existing brain drain. Addition-

ally, promoting reverse brain drain by creating employment opportu-

nities with internationally competitive income, funding research and

development projects, and offering tax breaks can be effective (Baka-

lova et al., 2021).

Government policies aimed at creating a supportive ecosystem

should address the root causes and be aligned with the realities of

each country. For instance, in developing countries, the leading

cause of brain drain is IT professionals’ inclination towards freelanc-

ing and remote jobs with international organizations, driven by the

desire for higher income through favorable currency exchange

rates. This deviation can be managed by offering high salaries and

attractive work environments. On the other hand, in developed

countries, brain drain primarily stems from talent migration to

other countries, which can be addressed by creating more and bet-

ter opportunities and improving the work environment. Creating a

supportive ecosystem is the only way to minimize the brain drain

dilemma in tech organizations. It requires multidimensional invest-

ments, employee retention policies, international collaborations

from different perspectives, and fostering reverse brain drain in

developed and developing countries.

Security and ethical concerns

Another critical challenge identified from our findings relates to

security and ethical values. Security concerns, data breaches, cyberse-

curity, phishing, cybercrime, etc., are the focus of every tech organi-

zation and IT professionals these days (Christiansen et al., 2022;

Stamoulis, 2022). This concern is more pronounced, especially when

the COVID-19 crisis is over. Tech organizations, specifically, are faced

with severe security concerns (Almeida et al., 2020; Hanisch et al.,

2023). Respondents from both countries have demonstrated their

concerns about security issues in tech organizations. For example:

“Technology adoption creates information security and data privacy

concerns. We usually can’t apply too much information security con-

trol to the solution. We have to rely on workers to handle company

data and some of our client data. We cannot have a perfect system;

however, our company is very concerned about privacy." (hk5)

"With data protection and cybersecurity risks, organizations must

align their priorities with data protection and security in the next

few years and months. It helps you to implement digitalization in a

much better sense" (pk1)

Ethics are the core concern for tech organizations as they are

linked to the system’s security and organizational data. Ethical con-

cerns are mainly rooted in ethical values in all processes and activi-

ties of organizations, especially human resource management. Have

a look at how our respondents explained it:

“Ethical values in recruitment: organizations have to ensure and take

such measures to include whether a candidate possesses ethical val-

ues or not, but as we see, talent is scarce in Hong Kong, so at times,

we have to hire people and later on train them and ensure that they

work according to the organizational rules and regulations" (hk6)

“. . .People who have personal integrity will not compromise on the

organizational concerns” (hk7)

"Data is crucial for making decisions. So, protecting data is extremely

important if you work with outside organizations. So, from my point

of view, continuous focus on cybersecurity and information security

are the areas Pakistani organizations have to focus on. So that people

understand data privacy, data loss, data protection and take true

measures to protect data in organizations” (pk1)
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Security concerns range from data breaches to various cyber-

crimes, including phishing, cyber-attacks, and malware (Christiansen

et al., 2022; Stamoulis, 2022). Organizations must address these con-

cerns through multiple strategies, such as implementing robust secu-

rity measures, keeping employees informed about security threats,

and providing training and development on the latest security trends

(Hanisch et al., 2023). Security and ethical concerns for digital trans-

formation need practitioners to focus on developed and developing

countries. However, policymakers in developing countries need to

put more emphasis on this.

Digitalization and digital transformation: opportunities

This section discusses the opportunities for digitalization and digi-

tal transformation that have emerged for IT professionals and tech

organizations in Hong Kong and Pakistan. The era of the Gig Economy

and blended workforce, along with value creation by artificial intelli-

gence, robotics, and generative AI, have become two key elements

that support digitalization and digital transformation today.

Blended workforce and the dawn of the gig economy

The gig economy is not a new concept and can be traced back to

1920. However, the idea has gained momentum after the pandemic

(Shaw et al., 2022). These concepts will not end with COVID-19 but

are giving new dimensions for the new normal to all employees at all

levels and all industries, especially IT professionals and the tech

industry. It has changed the work dynamics and emerged as an

opportunity for widespread digitalization and digital transformation

in organizations, especially tech organizations. Organizations pre-

ferred hiring skilled resources available anywhere in the world. The

whole process of team hiring, team development, and team manage-

ment is shifting towards virtual recruitment, which is why digital

transformation in organizations is inevitable. Our respondents from

both countries highlighted this concern as:

“The entire recruitment process shifts to virtual mode, interviews vir-

tually, meeting people you never met physically, virtual hiring of full-

time and part-time staff, and virtual team meetings multiple times a

week. It changed the work dynamics; you have to work online or do

no work” (hk7)

"Another challenge is employee retention. Organizations failed badly

in retaining their people. It becomes straightforward for people to

switch jobs. People are now having more opportunities with higher

salaries working as freelancers, and it completely changed the indus-

try scenario” (pk2)

Both of these responses from Hong Kong and Pakistan broadly

demonstrate the shift in work dynamics; however, they have differ-

ent approaches to opportunity and challenge from the respondents

from Hong Kong and Pakistan. The concept and term used for work-

ing with the diverse workforce in Hong Kong is Lego teams, where

teams are working with varied and scattered team members,

explained by a respondent as:

"Gradually, IT organizations started building teams virtually. Also,

virtual services. It’s like a Lego team building, so everybody is scat-

tered, and you do it through your communication skills. Communica-

tion was important in building virtual teams and getting things done

virtually. That’s how we ensured team performance" (hk8)

The concept of virtual teams and remote work is also evident in

Pakistan. However, the difference is that tech organizations build and

manage virtual teams in Hong Kong. In Pakistan, IT professionals are

part of the worldwide virtual teams through options such as freelanc-

ing and remote jobs.

"Organizations working in the US and other countries are now more

flexible to hire people from Pakistan because of no physical boundary

requirement” (pk1)

Another opportunity has emerged as part of the gig economy, i.e.,

boundaryless collaboration and coordination. People from different

cities, countries, and continents collaborate and help each other

without having physical interaction. Online coordination and collabo-

ration at inter and intra-organizational levels require digital transfor-

mation in organizations. During the pandemic, online

communication platforms and social media were used extensively,

resulting in substantially increased online collaboration and coordi-

nation in both developed and developing economies, as shown in the

below quotes:

"The conception was to start completely online work, which got well

and smooth, and it never matters where you are physically. You can

give recommendations to friends who live in other countries. That is

a big opportunity” (hk7)

“The greatest benefit of the post-COVID-19 era is that it removes the

physical boundaries. Organizations believed that employees should be

present in the office vicinity, now this approach does not exist” (pk1)

The gig economy is an evolving concept of flexible, digitally medi-

ated employment arrangements (Shaw et al., 2022). It offers organi-

zations flexible labor by hiring independent employees to cope with

real-time demand (Allon et al., 2023). Knowledge workers in the gig

economy face challenges such as low pay, lack of job security,

reduced ability to communicate or bargain collectively with employ-

ers, and ill-adapted regulatory structures (Sumbal et al., 2023; Shaw

et al., 2022). It is, therefore, imperative for practitioners and policy-

makers to come up with policies that support gig IT professionals and

tech organizations both in developed and developing countries. Digi-

tal transformation is inevitable in the tech industry to support the gig

economy and help IT professionals. Based on these arguments, the

first preposition demonstrating the opportunity for tech organiza-

tions and IT professionals is:

P1: Gig workers are part and parcel of Tech organizations. Both devel-

oped and developing countries should focus on devising effective

digital transformation policies that support gig workers and tech

organizations to support the gig economy.

Value creation from big data, artificial intelligence and generative AI

Adopting technology also increased awareness of the extensive

use of data for decision-making to enhance organizational and indi-

vidual efficiency and productivity. Artificial intelligence, big data, the

Internet of Things, and robotics have been extensively deployed in

organizations and have become the way forward for efficient digitali-

zation and digital transformation in tech organizations (Almeida et

al., 2020). Tech organizations in Hong Kong have already imple-

mented a decision support system built on organizational data, espe-

cially big data. However, the tech industry in Pakistan is moving in

this direction. A respondent from Pakistan stated this as:

“Organizations are producing enormous amounts of data they can

use for constructive purposes and to have strong decisions. Our

industry is effectively moving in this direction” (pk3)

Moreover, generative AI is an evolving concept changing the land-

scape of employees and organizations (Sumbal & Amber, 2024; Naz-

eer et al., 2023). It is accepted and adopted in the world, either

developed or developing. However, individuals and organizations are

deciding on its use by simultaneously avoiding the associated cons.

The literature demonstrates its impact on organizations and
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organizational decision-making (Sumbal & Amber, 2024; Dwivedi et

al., 2023; Nazeer et al., 2023). Our respondents from developed and

developing countries also highlighted the importance and utilization

of generative AI in organizations. For example:

“. . . ChatGPT is a great revolution, especially for IT professionals. We

can get enormous benefits like code writing, error, and bugs identifi-

cation and corrections” (hk9)

“Tech organizations need to integrate their system with the genera-

tive AI . . . to get enormous benefits of their digital system” (pk8)

The development and growing use of artificial intelligence and

generative AI are now rapidly changing organizational dynamics

(Dwivedi et al., 2023). Using natural language processing, artificial

intelligence, and machine and deep learning, generative AI is the

next milestone for tech organizations and IT professionals to achieve

productivity and efficiency. Its blessings are discussed in different

dimensions of organizational practices, for instance, customer sup-

port, marketing, communication, knowledge management, etc. (Dwi-

vedi et al., 2020; Nazeer et al., 2023). Now is the time for tech

organizations and IT professionals to fully grab the opportunities of

generative AI and integrate it with the digital system to improve

work dynamics. These arguments lead to the second proposition:

P2:Generative AI has the potential to improve work dynamics in

organizations. Tech organizations and IT professionals from devel-

oped and developing countries must benefit from this emerging

technological breakthrough and maximize the use of their digital

systems.

Digitalization and digital transformation: strategies

This section discusses the strategies IT professionals and tech

organizations adopt for digitalization and digital transformation in

Hong Kong and Pakistan.

Technopreneurship

Technopreneurship is the recently emerging concept combining

technology and entrepreneurship, which refers to technology-based

organizations or high-tech ventures (Halim et al., 2023; Okorie et al.,

2014). Technopreneurial organizations have "(1) the ability to inno-

vate; (2) the ability to create, (3) dare (4) enter into unexplored paths,

(5) an enthusiastic spirit, (6) be curious, (7) no fear of failure, (8) can

overcome internal fears, (9) ability to use technology as a key and

integrated component of goods and services” (Abbas, 2018, p. 563).

Although tech-based products were the focus of developed econo-

mies even before the pandemic, heavy investments have been made

by industry and governments in technopreneur projects in Hong

Kong. However, this aspect was found missing in the context of Paki-

stan’s developing economy. However, the trend of technology adop-

tion is on the rise. Keeping in view how technological solutions are

developed in the wake of the Covid-19 pandemic and how new busi-

nesses and products were developed, digital entrepreneurship seems

an inevitable phenomenon in the future (Feliciano-Cestero et al.,

2023; Kraus et al., 2018; Sufyan et al., 2023). Digital transformation is

inevitable for high-tech ventures, as well as both intra- and inter-

industry collaboration. Our respondents from Hong Kong have

touched on the point:

"Collaboration of tech industry with other industries like medical,

agriculture, etc. for improving the5ir processes, for the adoption of

AI-based solutions and development and implementation of data-

based decision support system becomes a new trend” (hk1)

Evidence from Hong Kong demonstrates that after the pandemic,

tech organizations and IT professionals are more focused on

achieving higher productivity and innovation in their organizations

and developing tech-based products and services. For example:

"Post COVID-19, we are now more focused on innovation. We

encourage our staff to propose any innovation, whether to improve

wording, amend a form to make it easier to understand people, use

some technology to make it faster, or improve the accuracy of data,

etc. We encourage them to propose anything we can do. We also

picked 3−4 projects to watch [monitor] innovation" (hk5)

Technopreneurship or digital entrepreneurship is a proactive

approach to overcome the challenges brought by COVID-19 for IT

professionals and the tech industry. It is crucial to rethink entre-

preneurship in the post-pandemic era (Sharma et al., 2022). Tech-

nopreneurship is essential for competitive advantage, economic

growth, and social development (Halim et al., 2023). The more digi-

talized the tech organizations are, the more they can support other

industries for technopreneurship. To achieve optimum competi-

tiveness and other advantages through digitalization and digital

transformation in tech organizations, the best approach is to

embrace technopreneurship at all levels, including government,

organizations, and individuals. These arguments lead to the third

proposition:

P3: Technopreneurship or digital entrepreneurship is needed to

attain an optimal competitive advantage through digitalization

and digital transformation in tech organizations. It is well imple-

mented in developed countries but needs prompt action in devel-

oping countries.

Improved human resource management practices

Tech organizations are now concerned about their employees.

Rapid technological advancement and the COVID-19 crisis have nega-

tively impacted employees in every field of life, especially those in

the IT profession. Because of this, tech organizations are now more

focused on their recruitment strategies, employees’ satisfaction,

motivation, and engagement to achieve productivity and to ensure

employee retention. For example:

"Maintaining equity in organizations and ensuring access to basic

living standards can help organizations to attract and retain compe-

tent minds that will ensure implementation of the technological rev-

olution in organizations" (hk2)

“Focus, now, is shifted on strategic hiring. Building up more commer-

cialization expertise and hiring of more global mindset either foreign

or returnees is inevitable” (hk2)

“We now live in a globalized and well-connected era where you need

to devise a strategy that everyone should know why he/she is doing

something so that they are more productive and adaptive to technol-

ogy. Through that thinking, they [organizations] must build a strat-

egy to fulfill their employees’ needs while working with the

technology. By investing in their employee’s satisfaction and engage-

ment" (pk5)

Literature, in this vein, has suggested technological solutions for

the complete recruitment process, i.e., tech-led hiring, tech-led

onboarding, tech-led training and development, tech-led perfor-

mance management, tech-led employee engagement, tech-led

rewards and incentive (Bansal et al., 2023) which creates a more effi-

cient and better system to manage the human resources.

Information security and ethical concerns are the most significant

issues for organizations worldwide to ponder (Dragan, 2021; Fletcher

& Griffiths, 2020). Developed countries in this direction ensure infor-

mation security in three dimensions: strengthening the system,
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onboarding the right people, and developing mutual trust. Our

respondents from Hong Kong highlighted these dimensions as:

"When employees work in an office environment, we have strict con-

trol and restrictions, such as they can’t bring USBs, copy files, etc. But

when they worked from home, in the beginning, we didn’t have

much control over employees, and there was no information security

mechanism. We must rely on them . . . We ask them to keep the data

safe. We trust them. No signing of any documents. It was just mutual

trust. But gradually, we improved our system and strengthened our

platform. They can’t copy anything from remote access as we dis-

abled it" (hk5)

“Trust is the major element. There is mutual trust between employees

and organizations that work more than signing forms. There are

secure coding platforms like GitHub that maintain a history of indi-

viduals working on codes and downloading the codes . . . Verbal and

written consent is taken from employees to ensure that they will not

share organizational data and codes with any individuals and par-

ties" (hk8)

"The responsibility of organizations, I think, is to build trust and find

the right people, which implies even before digital transformation.

Maybe this need is now more transparent and apparent. Find the

right employee who has moral values and building trust with them is

the only solution" (hk7)

Among other strategies, the most important is training to incul-

cate ethical values in employees. In the same direction, Zoppelletto et

al. (2023) have suggested e-skills training at the peer-to-peer level

before and after the development of digital projects. One of our

respondents highlighted this as:

"Training is the best and most effective way to ensure ethical values

in employees. Change the mind and create awareness among

employees about the ethical concerns of the organizations . . . Organi-

zations always try to ensure work ethics; however, after taking

several measures, there are still chances of a data breach, and organi-

zations have to tackle this concern on an ongoing basis” (hk7)

Improved human resource management practices in terms of

tech-led recruitment, improvement in employee engagement, loy-

alty, commitment, mutual trust, and appropriate training are essen-

tial to address the security and ethical concerns of tech organizations.

Moreover, inter-disciplinarity, multi-disciplinarity, and cross-disci-

plinarity teams are not options anymore but become necessary and

inevitable to mitigate the pandemic’s negative impact (Dube et al.,

2022). Based on these arguments, the last proposition of the study is:

P4: Improved human resource practices are the way forward to

address security and ethical concerns and help control the brain

drain in both developed and developing countries.

Based on the discussion, it is concluded that tech organizations

need to revamp their strategy, focus more on technopreneurship,

and redesign human resource management practices to address the

challenges of brain drain, security, and ethical issues. Moreover,

organizations must focus more on grabbing emerging opportunities,

i.e., artificial intelligence, big data, generative AI, and blended work-

force/gig economy. The framework is illustrated in Fig. 1.

Conclusion

Developed countries are well established; however, developing

countries are accustomed to digital transformation. Moreover,

COVID-19 became a "blessing in disguise" (Rehman et al., 2022) for

all industries, including the tech industry in developing and devel-

oped countries. Due to global collaboration, boundaryless communi-

cation and collaborations, virtual work environment, rapid

development of technological breakthroughs, i.e., artificial intelli-

gence, big data, and generative AI, and other factors, the gap between

tech organizations in developed and developing countries has

Fig. 1. Framework for effective digitalization and digital transformation.
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narrowed. They are similar in technology adoption, advancement in

work practices, global communication and coordination, improved

work pace, efficiency, and productivity. However, developed coun-

tries still excel in certain areas, such as research and development, a

greater focus on technopreneurship and action research, innovation

and creativity, better security measures, and stronger government

and industry collaboration, which are less prominent in developing

countries. Based on the findings, this study proposes strategies for

the tech industry and IT professionals in developed and developing

countries to achieve optimal productivity and reduce the digital

divide.

Theoretical and practical implications

This study provides a theoretical foundation for formulating digi-

tal strategies for a fast-paced, revolutionized post-pandemic era. This

era is characterized by several changes and challenges in multiple

dimensions and thus requires a robust strategy that could meet the

challenges of this new era. This study provides a baseline for being

aware of the underlying challenges and opportunities in the current

context and how these challenges are addressed by adopting appro-

priate strategies. Moreover, it highlights the different challenges

developed and developing countries face in adopting and implement-

ing technology, which leads to the formulation of pertinent and rele-

vant policies and practices to reduce the digital divide. Our findings

offer practical implications. First, it provides insights into implemen-

tation and managerial strategies practitioners and policymakers can

use to draw policies. Second, this study paved the way for how digita-

lization and digital transformation impact organizations from a

broader perspective of brain drain, security, and ethical concerns.

Third, it highlights the changing economic dynamism towards the

gig economy and exponential growth of technological breakthroughs,

i.e., artificial intelligence, big data, and generative AI. Fourth, it sug-

gests implementation and managerial strategies for adopting techno-

preneurship and human resource management practices and how

they benefit from the available opportunities to address the current

challenges. Fifth, particularly in developing countries, accepting and

implementing technopreneurial strategies is significant, which is the

need of the hour. In this vein, creating awareness and discussions

about specific behaviors and actions will provide a pathway to suc-

cessfully implement technological breakthroughs (Santos et al.,

2023).

Limitations and future research directions

This study acknowledges the limitation of conducting a cross-

country level comparative analysis with the dataset from two coun-

tries, each from developed and developing countries. Though it cov-

ers in detail the study phenomenon using in-depth semi-structured

interviews and theoretical exploration using in-depth analysis of the

data, future research with the inclusion of data from multiple devel-

oped and developing countries will help a broader coverage of the

said phenomenon with the inclusion of more factors. Furthermore, it

would be interesting to conduct quantitative research to explore IT

professionals’ perceptions of digitalization and digital transformation

with the perspective of challenges and required strategies identified

in this study, such as the role of technopreneureship in effective digi-

tal transformation. Large-scale surveys could also focus on diverse

contextual settings to ensure external validity.
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