
EDITORIAL

Is it possible to circumnavigate the APIcalypse? On

challenges to study mental health in the age of

digitalization and AI

Christian Montaga,*, Brian J. Hallb, Yu-Hsuan Linc,d,e,f

a Department of Molecular Psychology, Institute of Psychology and Education, Ulm University, Ulm, Germany
b Center for Global Health Equity, New York University, Shanghai, China
c Institute of Population Health Sciences, National Health Research Institutes, Miaoli, Taiwan
d Institute of Health Behaviors and Community Sciences, College of Public Health, National Taiwan University, Taipei, Taiwan
e National Taiwan University Hospital, Department of Psychiatry, Taipei, Taiwan
f National Taiwan University, Department of Psychiatry, College of Medicine, Taipei, Taiwan

Received 9 May 2024; accepted 17 June 2024

Available online 13 July 2024

Technology use and mental health

The world is experiencing a rapid transition from the pre-
AI to AI era. This has ushered rapid developments towards
broader technology integration in our lives, including the
Internet of Things, and this has stimulated new and criti-
cal research questions. Scholars have attempted to quan-
tify the effects of technology use (e.g., social media) on
social and mental wellbeing. All human interaction with
technology leaves a digital footprint from which we can
glean key insights into human behavior and varying states
of mind, and deepening our understanding of mental
health.1 Digital phenotyping is an incredible advance in
understanding the human condition, especially timely as
our lives become increasingly digital, but quantifying
these human-machine-interactions remains limited by
existing methods.

The APIcalypse is hindering research

A prevailing roadblock to scientific discovery is that Applica-
tion Programming Interfaces (APIs) are largely closed on
social media platforms,2 therefore not allowing to study
what people are actually doing on these platforms or to
link their digital footprints to self-reported experiences
including mental health topics (before the Cambridge
Analytica scandal this was possible). The so called “API-
calypse”3 led to an overreliance on self-report to gain
insights into technology use. Self-report is more suitable
to study certain phenomena (e.g., opinions and attitudes,
subjective well-being), while objective technology use
can quantify patterns of technology use and explore digi-
tal footprints and their key insights into mental states or
psychological traits.4,5

How can the APIcalypse be circumnavigated?

Programmers can develop bespoke smartphone tracking
technologies that can track call behavior, use of certain
apps, screen-time and GPS data.6 Such an approach can
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be combined with ecological momentary assessment,
hence asking participants about their well-being, depres-
sive symptoms (or the prodromal signals) or other varia-
bles of interest. Unfortunately, using such tracking
technologies still requires specialists to ensure proper
tracking of the phones and the depth of digital phenotyp-
ing allowed also relies to a degree on the operation sys-
tem (OS) installed on the phones and the policies of the
companies behind the OS.7 A further problem arising from
smartphone tracking technologies represents the sandboxing
principle: Every app can be seen as a sandbox and although
it is possible to track what app is installed and how long it
is used, it is very difficult to see how people behave within
such an app (for instance to study language use, which is a
digital signal linked to depression). With APIs being largely
closed and the limitations of smartphone tracking men-
tioned, one way to still get insights into what people are
doing on a certain application can be achieved with data
donation portals. For instance, WhatsApp data can be stud-
ied using the “ChatDashboard” tool8 following privacy by
design principles. While promising, the data donation solu-
tion is also not optimal, because it requires constructing
different platform solutions for different applications to
study digital footprints.

Other researchers put forward the idea to study Goo-
gle Trends data to understand what prompts people are

feeding into search engines (or soon, generative AI prod-
ucts). By this, the advantage arises that one can rather
easily study what people are interested in at the moment
and it is also possible to narrow this down to certain
areas of the world to come up with meaningful
insights9,10 − perhaps with these insights being proxies
for mental states. The problem remains here though that
it is not possible to tie person variables including self-
report data to the online queries. Therefore, uncertain-
ties arise regarding the correct interpretation of Google
Trends or similar data and the accuracy of interpretation
of these data. For example, algorithms are not yet
sophisticated enough to differentiate between searches
on the topic for a project, versus trying to self-diagnose
or seek psychoeducational materials for personal or fam-
ily relevance. In other words, the motivations behind the
queries are not clear at all. The positive aspect about
studying Google Trends data compared to the use of
smartphone tracking technologies is its much higher
degree of privacy, because mobile sensing and digital
phenotyping principles relying on individual tracked digi-
tal footprints of course face ethical challenges.11 Studies
basing on such principles need to ensure that re-identifi-
cation of participants is not possible.

For an overview on approaches with their advantages and
disadvantages see Table 1.

Table 1 Advantages and Disadvantages of Studying Digital Footprints with different approaches.

Approach to analyze digital footprints

in the context of mental health

Advantages Disadvantages

Social media data - Getting insights into many variables

such as Likes, text information,

uploaded pictures providing insights

into mental states and traits

- With open APIs information on digital

footprints could be linked to self-

reported (and biological) data − if

available

- At the moment, many APIs are closed

- Difficulties in linking digital footprints

from one platform to behavior on

another platform (do people behave

differently online when on Facebook

via LinkedIn?)

- Privacy issues (but can be fixed with

privacy by design principles)

Smartphone tracking

technologies

- Overview on many relevant phone vari-

ables such as screentime, apps used,

GPS activity

- It is possible to link this data to self-

report variables

- Changing policies of operation systems

while a study is going on might reduce

what is possible

- Difficulties in understanding what peo-

ple are doing within an application

- Privacy issues (but can be fixed with

privacy by design principles)

Data donation platforms - In times of closed APIs, one way to

understand behavior of people on a

respective platform

- Tremendous efforts to create such

platforms (and every data donation

portal must adjust to the different

platforms)

- Privacy issues (but can be fixed with

privacy by design principles)

Search engine queries - Easy to harvest data when tools such as

Google Trends are openly available

- Less privacy concerns

- Lack of possibility of linking self-report

data

- Interpretation of such queries are

blurry
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Political regulation needs to support
independent academics

We believe that studying digital footprints needs to be
enabled for independent scientists and initiatives such as
the Digital Services Act from the EU12 hopefully will support
to force large platforms to open up their APIs again for the
study of relevant questions arising from interacting with
these platforms for societies.

Mirroring the EU’s Digital Services Act, Asia has pursued
similar initiatives to regulate digital platforms and enhance
data accessibility for research, with varied outcomes across
the region. China, for example, has proactively formulated
policies to foster open research data, demonstrated by its
national strategies and the creation of data repositories and
journals.13 These moves underscore the growing recognition
of open data’s significance for scientific progress and socie-
tal advantage in Asia.

In contrast, Taiwan’s attempt to regulate digital plat-
forms through the Digital Intermediary Services Act
(DISA), also inspired by the EU’s Digital Services Act,
aimed at increasing platform accountability and transpar-
ency, potentially including mandates for platforms to
open their APIs to facilitate societal engagement. How-
ever, DISA faced significant pushback from the public and
industry due to concerns over potential encroachments on
free speech and ambiguous legal stipulations. Critics
highlighted those specific provisions, such as information
restriction orders, could lead to censorship and were not
sufficiently defined, posing compliance challenges for
platforms and enforcement difficulties for courts. This
opposition led to the draft being reconsidered and sent
back for further review.14

This regional divergence in outcomes reflect the
broader challenges in Asia’s rapidly digitized landscape
and considerations in regulating digital platforms and
enhancing data accessibility for research. These case
studies highlight the delicate balance between regula-
tion, freedom of speech, and the promotion of open data
for the collective good.

Of course, research on the re-opened platforms (re-
opened APIs) need to be done with oversight from IRBs and
sound data protection plans (and also ensuring that the
insights derived are used for the public good). As discussed
in this short piece, many research questions exist which
might not directly fall in the realm of regulation initiatives,
but still hold great potential for tackling global mental
health. If platforms stay closed here or scientists are not
able to find creative solutions to study digital footprints,
innovation for the health sciences and power by owning digi-
tal data will only be held in the hands of those who are run-
ning these platforms.
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