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a b s t r a c t

Technological and computer advances have led to a ‘‘new era’’ of Surgery called Digital

Surgery. In it, the management of information is the key. The development of Artificial

Intelligence requires ‘‘Big Data’’ to create its algorithms. The use of digital technology for the

systematic capture of data from the surgical process raises ethical issues of privacy,

property, and consent. The use of these out-of-control data creates uncertainty and can

be a source of mistrust and refusal by surgeons to allow its use, requiring a framework for

the correct management of them. This paper exposes the current situation of Data Gover-

nance in Digital Surgery, the challenges posed and the lines of action necessary to resolve

the areas of uncertainty that have arisen in the process, in which the surgeon must play a

relevant role.
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r e s u m e n

Los avances tecnológicos e informáticos han conducido a una ‘‘nueva era’’ de la Cirugı́a

denominada Cirugı́a Digital. En ella, el manejo de la información es clave. El desarrollo de la

Inteligencia Artificial precisa del ‘‘Big Data’’ para crear sus algoritmos. La utilización de la

tecnologı́a digital para la captura sistemática de datos del proceso quirú rgico plantea

problemas éticos de privacidad, propiedad y consentimiento. El empleo de estos datos

fuera de control crea incertidumbre y puede ser una fuente de desconfianza y rechazo por

parte de los cirujanos a permitir su utilización, siendo necesario un marco para el correcto

manejo de los mismos. Este trabajo expone la situación actual de la Gobernanza del Dato en

Cirugı́a Digital, los retos planteados y las lı́neas de acción necesarias para resolver las áreas

de incertidumbre surgidas en el proceso, en el cual el cirujano ha de tener un papel

relevante.
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Introduction

The dizzying upward trajectory of advances made in techno-

logy and computer systems is causing a revolution in all fields,

including surgery. According to Moore’s law,1 these changes

are unstoppable. This new ‘‘surgical era’’ has been called

Surgery 4.0 or ‘‘digital surgery’’,2 where the management of

information becomes especially relevant, and its mismana-

gement can have significant consequences.

Surgery is a high-risk clinical environment that poses specific

challenges, as the consequences of a technological failure can

result in immediate and irreparable harm to patients, conse-

quently leading to questions of liability. Furthermore, surgical

results do not depend exclusively on the technical expertise of

surgeons;  instead, they are part of a multidisciplinary context

that is difficult to audit. Likewise, the use of digital technology for

the systematic capture of data related to the surgical process and

recording of surgical procedures raises ethical problems of

privacy, data ownership and consent. The use of these data

beyond treatment or training, such as for commercial or judicial

purposes, can be a source of distrust and refusal by surgeons to

allow their use, which has a secondary effect on the slowdown of

the digital expansion process.3

The aim of this study is to compile current evidence on data

governance in digital surgery, which poses new challenges for

surgeons in this context of innovation. We also discuss

possible lines of action to resolve the uncertainties that have

arisen in this process.

Evolution of surgery

Before reaching this new surgical era, the field of surgery had

undergone fundamental changes, marked by 4 great moments

in history.

‘‘Surgery 1.0’’ is what we now call the beginnings of open

surgery in the 19th century, which was associated with

progress made in the understanding of surgical anatomy as

well as the techniques and procedures to treat different

pathologies. Interventions were performed using invasive

approaches, large incisions, and aggressive maneuvers, where

radical treatment was synonymous with quality.

The foundations of surgical training also began. WS

Halsted, father of modern surgery, summarized the learning

method of the time as, ‘‘See one, do one, teach one.’’

‘‘Surgery 2.0’’ included the beginnings of laparoscopic

surgery in the 1980s. New technologies were incorporated,

such as the intracavitary optical lens, and incisions were

reduced. Philippe Mouret performed the first laparoscopic

cholecystectomy in 1987.4

‘‘Surgery 3.0’’ is robotic surgery, coinciding with the

approval of the first robotic system5 by the US Food and Drug

Administration in 2000. With it, surgeons experience optimi-

zed conditions (ergonomic, vision, tremor control, etc),

complex maneuvers like suturing are made easier, and the

learning curve is reduced.6

‘‘Surgery 4.0’’ or digital surgery2 incorporates digitization

and data processing to previous technological improvements.

It is the current era.

Meanwhile, the training process of surgeons has also

evolved towards the ‘‘democratization’’ of surgery, using

elements such as augmented reality and virtual reality7 that

will improve results and the efficiency of the learning curve.

Furthermore, ‘‘telementoring’’, supported by 5G telecommu-

nications technology, allows an expert surgeon to supervise a

procedure remotely and in real time, turning the teaching of

surgery into a discipline that has broken the barriers of time

and space.2

Digital surgery

Digital Surgery, which is defined as the ‘‘use of technology to

improve preoperative planning, surgical performance, thera-

peutic support, or training to improve outcomes and reduce

harm,’’ is comprised of three key elements: data, analysis

systems and applications3 (Table 1).

Natural language processing investigates the way machi-

nes communicate with people through the use of written, oral

or sign language, treating language computationally with

mathematical modeling. This, together with advances in

machine learning, deep learning and computer vision, have

boosted the development of AI.12

But digital surgery (DS) is not merely limited to the

operating room, even when used for training13; it also

encompasses preoperative planning,14 surgical risk predic-

tion,15 or the evaluation of surgical performance.16,17

DS offers benefits for patients (better clinical results,

health care, diagnosis, specific treatment and early identifi-

cation of adverse evolution) and for surgeons (preoperative

planning, support for decision making, reduced cognitive

load, process standardization and automation, prediction

and detection of errors, improved ergonomics and surgeon

health, performance evaluation, and acceleration of surgical

education), while also improving organization (better surgical

efficiency, profitability, quantification of results beyond

survival, comprehension of the benefits and limitations of

surgical strategies, understanding and improving team

dynamics).3

Digital surgery and data

The key that marks the transition from Surgery 3.0–4.0 is the

digitalization of information.18 This has implemented pre-,

peri- and postoperative data collection, analysis and proces-

sing systems of all kinds (video captures of procedures,19,20

radiological images, analytical parameters, calculations of the

surgeons’ range of motion on the robotic console, monitor

tracings, etc) to generate a network of global information for

the entire surgical process (patient, surgeon, pathology,

anatomy, procedure, etc). This large volume of information

can be stored in multiple ways, using different physical or

virtual devices (cloud storage).21

The concept of ‘‘Big Data’’ has appeared as a dataset of such

magnitude and complexity that traditional computer appli-

cations for data processing are insufficient to handle the

volume as well as the procedures used to find repetitive

patterns within the data.22
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Doug Laney23 has described ‘‘the three Vs of Big Data’’:

volume, velocity, variety. To these, others have been added,

such as variability and veracity (Table 2).

Data can be classified as different types according to the

storage structure:

a) Structured data: These are stored in the form of values or

numbers as discrete data points that are easy to analyze by

computer and easy to consult by people. Examples would

be the data fields for age, gender, or diagnosis code of an

electronic health record.10

b) Unstructured data: Data with no predefined format or

organization.24 The information is stored together. It can

include different types of files (images, videos, audio, etc).

For example, the note section of a clinical report.10

c) Semi-structured data: Data whose structure includes

organizational features like tags to facilitate search

capabilities, but no defined domains for structured data.10

However, the implementation of Big Data storage and

management platforms in hospitals is not easy. There are

security gaps and no clear guidelines on data ownership,

consent, right to erasure and sharing. Ethical issues like

privacy and confidentiality, or litigation and liability regula-

tions, have yet to be defined.3 For instance, if a surgeon

followed AI decision support and this resulted in a negative

result, who would be at fault? The American Medical

Association on AI in Healthcare has stated that autonomous

AI creators must take responsibility.25,26

It is not easy to identify the inflection point between the

surgeon’s individual decision based on the support of the AI

system and the overall surgical technological process. Many

machine learning models generate their results by operating

in high dimensional correlations that are beyond the

interpretive capabilities of human-scale reasoning and could

generate unjustifiable and opaque results. In this situation,

where cognitive functions that were formerly attributable

exclusively to humans are now becoming automated, identi-

fication of the responsible parties becomes complicated,

exposing the individual rights of the patient and the subject

who is accountable.27

What has likewise not been resolved is the accounta-

bility of consequences resulting from defective digital

surgical systems, as well as the surgeon’s refusal to follow

the indications of the surgical strategy derived from AI

algorithms, or the unavailability of these technologies in

the current context. Similarly, collecting surgical data

outside of pre-established criteria raises the problem of

indiscriminate subsequent assessment for legal purposes

within lawsuits, compensation, or determination of medi-

cal negligence.3

In this context, the ‘‘open data’’ requirement of European

Directive 2019/102428 for the access and dissemination of

information has found a way around this with the 2018 Reform

of the Organic Law on Data Protection and Guarantee of Digital

Table 1 – Key elements of digital surgery (Adapted from Lam et al.3).

A. Data B. Analysis systems C. Applications

1. Capture 1. Artificial intelligence* 1. Imaging: virtual reality****/augmented reality*****

2. Annotation 2. Machine learning** 2. Surgical aids: decision support systems, navigation systems, computer-assisted training

3. Visualization 3. Computer vision*** 3. Robotics

4. Storage 4. Remote care: telesurgery, remote monitoring, sensor technology

5. Organizational: electronic health records, digital patient pathways

* Artificial intelligence (AI) is a branch of computing that uses machines to simulate human cognition.8 It allows for data inputs hosted on a

computer platform to be translated into learning through processing, while also allowing for individualized adaptation to the specific

circumstances of the patient and the surgeon in an intelligent manner. The surgeon accesses a macro-network of information that evolves in

real time and uses the platform’s learning algorithms to reach the best decision, subsequently sharing this information for remote teaching

purposes with other patients and/or surgeons who are potentially online.9 AI requires an enormous volume of information, which must be

supervised and classified for correct interpretation.

** Machine learning (ML) is a field within AI that studies how to give machines the ability to learn on their own by recognizing patterns from

massive, multidimensional, digitally archived data in order to predict results or explore data.8,10 ML can be supervised, unsupervised and semi-

supervised.10 Semi-supervised or reinforced learning uses complex algorithms, such as ‘‘neural networks’’, and is part of so-called ‘‘deep

learning’’.

*** Computer vision is a part of AI that designs software systems associated with cameras or video cameras to perceive, acquire, process,

analyze and comprehend images of the real world in order to produce numerical or symbolic information that can be processed by a computer.

**** Virtual reality is computer-generated simulation that hides the real environment through glasses and headsets, displaying images of an

alternative, artificial, immersive and interactive world, which is experienced through sensory stimuli provided by a computer in which actions

determine what happens in the environment.11.
***** Augmented reality involves superimposing digital images over a real environment, which is enriched with additional contextually relevant

information in real time.

Table 2 – The Vs of Big Data.

1. Volume Large amount of data that requires appropriate

software to process it

2. Velocity Speed of incorporation and need for

immediate processing

3. Variety Diversity of data formats (structured and

unstructured)

4. Variability Unpredictable data flows, with variations

during peak loads

5. Veracity Reliability and quality of the data
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Rights29 and European Regulation 2016/679,30 which question

the fundamental right to data protection (which had been firm

until now) as well as the requirement of consent for the reuse

of personal data in research or projects related to an initial

study. In a report from April 28, 2020,31 the Spanish Bioethics

Committee stated that it is no longer possible to further

maintain that data belongs to the person who generates it

alone, and it is necessary to find a balance between the general

interest and individual rights.

In this dizzying drift, surgeons find themselves facing a

‘‘technological invasion’’, in which they play an essential role.

However, at the same time they are unaware of many of the

fundamentals and algorithms used, as well as who directs and

is responsible for managing the data, which affects their

professional performance. Surgeons are likewise unaware of

the consequences derived from accepting surgical digitaliza-

tion as well as any discrepancies in the results provided by

artificial intelligence during the interaction with a specific

patient.

Right now, the legislation applicable to the use of data in

digital surgery is not very specific. In Europe, the UK and EU

General Data Protection Regulation (GDPR) oversees health

data, regardless of the format or manner in which it is

collected, with no mention of AI or associated technologies.32

Most relevant legislation in the US is governed by the Privacy

Rule of the Health Insurance Portability and Accountability Act

(HIPAA), which only applies to protected health information

that is identifiable. This, however, does not solve the issue of

data ownership.

The lack of standardization of AI-related terminology in the

law and regulation of digital clinical data, intellectual property

or responsibility for data integrity, coupled with legislative

discrepancies among different countries, has led to the

significant regulatory vacuum that currently surrounds digital

surgery.

Data science

Managing the complete life cycle of data (collection, proces-

sing, analysis and dissemination) is the essence of data

science, which combines scientific methodology, statistics

and data analysis to generate value and obtain significant

information. It was first described by American statistician JW

Tukey33 in 1962 and was later introduced as an independent

discipline of statistics in 2001 by William S. Cleveland. In 2002,

the first scientific data journal, Data Science Journal, was

launched.

‘‘Data scientists’’ analyze data to find patterns, extract

meaning and discover knowledge, thereby obtaining

optimal responses for decision making and detecting

new trends. These scientists must have knowledge of data

analysis, mathematics, statistics and programming lan-

guages. The source of information used is Big Data, which

is processed with appropriate software. Machine learning

and deep learning algorithms are then applied to obtain

predictions, creating unprecedented opportunities for

organizations and companies to discover patterns hidden

in the data, and this information is used to make better

decisions.

Data governance

In surgery and other fields, digital technology depends on

enormous amounts of data, and significant consequences

arise from the mismanagement of data.34

Data governance (DG) is the framework necessary to

establish practices to access, monitor and evaluate the use

of data.10 It encompasses ‘‘policies and procedures to ensure

that an organization’s data is accurate and managed correctly

when they are processed, stored, handled, rescued and

eliminated.’’ In addition to setting the principles that govern

data (what data is collected, who is responsible for its

management, applications and limits of use, etc), the

responsibilities of DG include: a) establish the infrastructure

and technology for the storage, management and security of

data; b) configure processes and policies; and c) identify the

people in the organization who have the authority and

responsibility to manage and safeguard the information. This

requires a cultural change throughout an organization, and its

implementation must be led and supported by the highest

levels of the organization. To date, few organizations have

developed a data governance system.

Governance provides benefits, such as obtaining reliable

data and more accurate information on which to base

decisions, using a single source of information, creating data

regulation standards, and reducing costs derived from

decisions based on erroneous or obsolete information.

The governance model establishes the rules, activities,

responsibilities, procedures and processes that define how

data flows are managed and controlled (inputs, storage,

outputs). This governance framework will be unique to each

organization and reflect specific factors for data systems,

organizational tasks and responsibilities, regulatory require-

ments, and specific protocols.

Health data governance

The recent collaborative document on health data governance

between the Pan American Health Organization (PAHO) and the

World Health Organization (WHO) indicates that this new

paradigm for data management requires improving the collec-

tion and quality of health data, the flow of information, and

standardized and inter-operator data management to facilitate

more informed decision making in Public Healthcare.35

The premises for health data governance include: the

responsibility of the entire institution, trust in the data

collected, the establishment of compliance and control

procedures, and the coordination and exchange of data with

the public health administration.35Nationwide healthcare data

governance policies must be activated, along with regulations

for related topics, such as privacy, management and ownership

of healthcare information, standards for the adoption of

technologies, information and communication technology

(ICT) tools and experts in healthcare data management. A

multidisciplinary committee will develop a strategic plan and

perform auditing and technical advisory functions.

The principles for managing public health data are36; a)

open data (complete, primary, obtained directly from an
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organization in an accessible manner, with no processing that

distorts it, timely, automatically processable, non-discrimi-

natory, with no proprietary exclusivity, and not patented); b)

ethical usage (privacy, confidentiality and security, with

explanation of objectives and procedures of use); c) assess-

ment of unstructured data; d) quality data; e) subject to

standards that allow interoperability (capacity of 2 or more

systems or components to exchange information and use it)37;

and f) strengthen vital statistics, as a public asset for decision

making, resource distribution and policy making.

Ethics and data

The use of critical data should be linked to the assumption of

well-defined responsibilities. The risks of mismanagement

raise ethical issues arising from the potential harm due to the

application of digital technology, such as bias and discrimi-

nation, invasion of privacy, poor quality, non-transparent or

inexplicable results, or denial of autonomy and individual

rights.27,34

AI ethics is a set of values, principles and techniques that

use widely accepted standards of right and wrong to guide

moral conduct in the development and use of AI technolo-

gies.27 Its pillars are transparency, justice, equity, non-

maleficence, responsibility and autonomy.38–40

The UK National Health Service (NHS) AI Lab has published

documents for the safe implementation of AI systems in

healthcare41 and the WHO has published guidelines on ethics

and AI in healthcare.42 This provides a general framework for

AI in healthcare, but it does not address specific questions

regarding the ethics of AI in surgery.

Leslie27 published guidelines for the values, principles and

governance mechanisms necessary for responsible innova-

tion (Table 3).

Data and digital surgery ethics

The operating room is a unique environment that poses

specific challenges, where a large amount of high-value data is

generated. Surgical decision making requires quick, highly

contextual decisions about which the patient often cannot be

consulted. Furthermore, surgery data sets are large, hetero-

geneous, and often unstructured, which come from surgical

videos, sensor data or teamwork.43,44 The management of this

information raises issues of ownership, commercial associa-

tions, uncertainties regarding patient consent and privacy, but

also of the surgical team that will be under constant scrutiny.34

The collection of data on surgical results and surgical

performance (done by surgeons to evaluate their own

performance or by an external auditor) is controversial.20

Before starting to record data on the surgical process, express

consent must be given by the surgeon and patient.13Under the

UK and EU General Data Protection Regulation (GDPR), consent

must be specific and informed, and must also include the

purposes of the data processing as well as the right to

withdraw consent at any time. When applied to digital

surgery, this can generate problems related to future unknown

applications or the right to erasure.3

Strategies should be implemented to minimize the impact

on privacy, such as anonymization of data, justified selection

of data by introducing only those relevant to the machine-

learning algorithm, and auditing the process.13 The centra-

lized repository of surgical videos and subsequent

anonymous analysis of technique and results (by other

medical specialists initially, followed by AI where permitted)

would provide a means for impartial evaluation and main-

tained standards (of both doctors and surgical instruments).20

However, when surgical videos are aggregated in isolated

collections, no matter how large, there is a risk of inadequate

representation. Closed data sets also limit progress if they

exclude others of relevant interest, which can result in

monopolistic practices.20

The European Commission document Laying Down Har-

monized Rules on Artificial Intelligence attempts to shape the

future incorporation of AI into society.45 This document

emphasizes the enormous socio-economic potential of AI and

shows that, while generating benefits, it also carries risks.

Likewise, the Investigation of Competition in Digital Markets

Report by the United States Subcommittee on Antitrust has

indicated that, in many digital domains, few dominant

Table 3 – Basic elements for an ethical platform (Adapted from Leslie27).

Elements 1) Sum values 2) Fast-track principles 3) PBG framework

Components ‘‘Support-Underwrite-Motivate’’ ‘‘Fairness-Accountability-

Sustainability-Transparency’’

Process-Based Governance

Framework

Definition Ethical values that support, guarantee

and motivate an ecosystem that is

responsible in design and use of data.

Practical principles to guide the design

and responsible use of AI systems.

Governance framework that puts

into practice the SUM values and

FAST Track principles throughout

the AI project delivery workflow

Includes Respect, Connect, Care, Protect Equity, Responsibility, Sustainability

and Transparency

Objectives 1- Provide an accessible framework to

reflect on the moral scope of the social

and ethical impact of the project.

1- Provide the moral and practical

tools to ensure that the project

mitigates bias, is non-discriminatory,

and is fair.

Establish transparent design and

implementation processes that

safeguard and enable justification of

both your AI project and your

product.

2- Establish defined criteria to

evaluate ethical permissibility.

2- Safeguard public confidence in the

capacity of your project to deliver safe

and reliable AI innovation.
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corporations had singular control of mass distribution

channels in a way that allowed them to maintain power

and absorb or eliminate competitors with ease.46

There are risks in using data to promote commercial

interests, individuals or specific institutions, rather than the

public good, which is why boards of directors must be created

and high levels of transparency must be maintained.20

The creation of data governance regulations for surgical

processes would require the collaboration of a multidiscipli-

nary team of experts, involving surgeons, patients, industry

representatives, administrators, researchers, computer engi-

neers and ethicists.13

Ethics and training in digital surgery

The development of AI in surgical education and training must

also consider the ethical implications of transparency and the

ability to reproduce results in different training environments,

following the scientific method.13,47

The application of AI in robotic surgical training is currently

in the development phase; however, the preliminary data are

promising.48

Training in laboratory environments can obviate many

ethical limitations regarding direct practice on patients.13

Future lines of study

Awareness of the role of surgeons

Given the innumerable issues that arise around data gover-

nance in digital surgery, it is necessary to create awareness

that the path of technological progress goes hand in hand with

progress in information management, as the epicenter of this

new surgical era. Moreover, surgeons cannot be left out of this

process, but instead must take the reins and actively

participate in the resolution of the issues raised.

Knowledge of limitations and resolution

There are still limitations to be resolved before implementing

data governance in digital surgery. These are related to

technical problems regarding support and data management

infrastructures as well as organizational, ethical and legisla-

tive problems to better define the framework for the

ownership and responsibility of surgical data.

Creation of a European legal framework

The creation of specific European legislation is urgently

needed to respond to the issues raised around data gover-

nance in digital surgery, including standardized terminology

regarding AI, which would provide for unified criteria among

different institutions and countries, as well as interoperability.

Investment and institutional support

The resolution of issues such as interoperability, definition of

surgical standards,49 creation of platforms with Big Data

storage capacity and management of heterogeneous health

data, networks, and cybersecurity50,51 require considerable

investment and initiatives with government support. Somet-

hing similar is happening in the United Kingdom, which has

established a national Health Data Research Network to

monitor and provide guidance to hospitals.52

Interdisciplinary education

Digital surgery also requires interdisciplinary education,

including the participation of patients as the ‘‘heart’’ of

surgery,53 who should receive education about what data is

collected and how it is used in order to provide duly informed

consent to share data. Education is also necessary for the other

interested parties (technologists, surgeons, managers, com-

panies, etc).

Comprehensive training for ‘‘Digital Surgeons’’

Finally, the transformation of surgery is also forcing the

transformation of surgeons. Future digital surgeons must

become familiar with the basics of AI12 and understand the

technology it uses, as well as becoming aware of the legal,

ethical and data governance issues related to its use. All of this

must be incorporated into the wealth of knowledge and

comprehensive training plan, playing a leading role in the

changes for this new digital surgical era.

Conclusions

In the era of Big Data, no legal framework has been defined for

digital surgery; therefore, there is a vacuum around data

governance and the resulting ethical problems.

The participation of all parties involved (surgeons, tech-

nology companies, governments, patients, data scientists, etc)

is necessary to respond to these challenges.

Modern surgeons should be concerned not only with

academic learning and technical skills, but they should also

be involved in technological and digital progress, while

adopting a leading role in the governance of surgical data

processes as a true driving force behind change.
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requisitos ético-legales en la investigación con datos de
salud y muestras biológicas en el marco de la pandemia de
Covid-19, del 28 de abril de 2020. http://assets.
comitedebioetica.es/files/documentacion/Informe%20CBE%
20investigacion%20COVID-19.pdf.

32. General Data Protection Regulation (GDPR). Official PDF of
the Regulation (EU) 2016/679 (General Data Protection
Regulation) in the current version of the OJ L 119, 04.05.2016;
cor. OJ L 127, 23.5.2018. https://gdpr-info.eu/http://data.
europa.eu/eli/reg/2016/679/2016-05-04.

33. Tukey JW. The future of data analysis. Ann Math Stat.
1962;33(1):1–67.

34. Lam K, Iqbal F, Purkayastha S, Kinross J. Investigating the
ethical and data governance issues of artificial intelligence
in surgery: protocol for a Delphi study. JMIR Res Protoc.
2021;10e26552. http://dx.doi.org/10.2196/26552, https://
www.researchprotocols.org/2021/2/e26552.

35. Marco nacional de gobernanza de datos. Sistemas de
información para la salud. Organización Panamericana de la
Salud – (OPS) Washington, DC. EEUU (2022) https://iris.paho.
org/handle/10665.2/55877OPSEIHISddttt421028_spa.pdf.

36. The 8 Principles of Open Government Data. https://
opengovdata.org/ https://public.resource.org/8_principles.
html.

37. IEEE standard glossary of software engineering terminology.
IEEE Std 610.12-1990, 1–84, (1990). http://www.mit.jyu.fi/ope/
kurssit/TIES462/Materiaalit/IEEE_SoftwareEngGlossary.pdf.

38. Guidance. Data Ethics Framework. Updated 16 September
2020 https://www.gov.uk/government/publications/data-
ethics-framework/data-ethics-framework-2020.

39. Jobin A, Ienca M, Vayena E. The global landscape of AI ethics
guidelines. Nat Mach Intell. 2019;1:389–99. http://dx.doi.org/
10.1038/s42256-019-0088-2.

c i r e s p . 2 0 2 4 ; 1 0 2 ( s 1 ) : 8 – 1 5S14

http://dx.doi.org/10.1038/s41746-022-00641-6
http://dx.doi.org/10.1038/s41746-022-00641-6
http://dx.doi.org/10.1038/s41746-022-00641-6
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0020
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0020
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0025
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0025
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0025
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0030
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0030
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0030
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0035
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0035
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0035
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0035
http://dx.doi.org/10.1016/j.suc.2022.11.004
http://dx.doi.org/10.1016/j.suc.2022.11.004
http://dx.doi.org/10.1016/j.suc.2022.11.004
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0045
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0045
http://dx.doi.org/10.1016/j.suc.2022.11.007
http://dx.doi.org/10.1016/j.suc.2022.11.007
http://dx.doi.org/10.1016/j.suc.2022.11.007
https://www.merriam-webster.com/dictionary/virtualreality
https://www.merriam-webster.com/dictionary/virtualreality
http://dx.doi.org/10.3390/s21165526
http://dx.doi.org/10.3390/s21165526
http://dx.doi.org/10.1016/j.euf.2021.04.006
http://dx.doi.org/10.1016/j.euf.2021.04.006
http://dx.doi.org/10.1016/j.athoracsur.2015.12.075
http://dx.doi.org/10.1016/j.athoracsur.2015.12.075
http://dx.doi.org/10.1016/j.athoracsur.2015.12.075
http://dx.doi.org/10.1016/j.jbi.2016.07.007
http://dx.doi.org/10.1016/j.jbi.2016.07.007
http://dx.doi.org/10.1016/j.jbi.2016.07.007
http://dx.doi.org/10.1001/jamasurg.2018.1512
http://dx.doi.org/10.1001/jamasurg.2018.1512
http://dx.doi.org/10.1001/jamasurg.2018.1512
http://dx.doi.org/10.1038/s41746-022-00566-0
http://dx.doi.org/10.1038/s41746-022-00566-0
http://dx.doi.org/10.1038/s41746-022-00566-0
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0090
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0090
http://dx.doi.org/10.1007/s10439-011-0441-z
http://dx.doi.org/10.1007/s10439-011-0441-z
http://dx.doi.org/10.3748/wjg.v27.i42.7240
http://dx.doi.org/10.3748/wjg.v27.i42.7240
http://dx.doi.org/10.3748/wjg.v27.i42.7240
http://dx.doi.org/10.1016/j.ciresp.2017.07.009
http://dx.doi.org/10.1016/j.ciresp.2017.07.009
http://dx.doi.org/10.1007/s11036-013-0489-0
http://dx.doi.org/10.1007/s11036-013-0489-0
http://blogs.gartner.com/doug-laney/files/2012/01/ad949-3D-Data-Management-Controlling-Data-Volume-Velocity-and-Variety.pdf
http://blogs.gartner.com/doug-laney/files/2012/01/ad949-3D-Data-Management-Controlling-Data-Volume-Velocity-and-Variety.pdf
http://blogs.gartner.com/doug-laney/files/2012/01/ad949-3D-Data-Management-Controlling-Data-Volume-Velocity-and-Variety.pdf
http://dx.doi.org/10.1016/j.suc.2022.12.002
http://dx.doi.org/10.1016/j.suc.2022.12.002
http://dx.doi.org/10.1016/j.suc.2022.12.002
http://dx.doi.org/10.1007/s10916-021-01790-z
http://dx.doi.org/10.1007/s10916-021-01790-z
http://dx.doi.org/10.1007/s10916-021-01790-z
https://www.ama-assn.org/system/files/2019-08/ai-2018-board-policy-summary.pdf
https://www.ama-assn.org/system/files/2019-08/ai-2018-board-policy-summary.pdf
https://www.turing.ac.uk/sites/default/files/2019-06/understanding_artificial_intelligence_ethics_and_safety.pdf
https://www.turing.ac.uk/sites/default/files/2019-06/understanding_artificial_intelligence_ethics_and_safety.pdf
https://eur-lex.europa.eu/legal-content/ES/TXT/PDF/?uri=CELEX:32019L1024%26from=ES
https://eur-lex.europa.eu/legal-content/ES/TXT/PDF/?uri=CELEX:32019L1024%26from=ES
https://eur-lex.europa.eu/legal-content/ES/TXT/PDF/?uri=CELEX:32019L1024%26from=ES
https://www.boe.es/eli/es/lo/2018/12/05/3/con
https://eur-lex.europa.eu/legal-content/ES/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/ES/TXT/?uri=CELEX:32016R0679
http://assets.comitedebioetica.es/files/documentacion/Informe%20CBE%20investigacion%20COVID-19.pdf
http://assets.comitedebioetica.es/files/documentacion/Informe%20CBE%20investigacion%20COVID-19.pdf
http://assets.comitedebioetica.es/files/documentacion/Informe%20CBE%20investigacion%20COVID-19.pdf
http://data.europa.eu/eli/reg/2016/679/2016-05-04
http://data.europa.eu/eli/reg/2016/679/2016-05-04
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0165
http://refhub.elsevier.com/S2173-5077(23)00237-5/sbref0165
http://dx.doi.org/10.2196/26552
http://dx.doi.org/10.2196/26552
https://www.researchprotocols.org/2021/2/e26552
https://www.researchprotocols.org/2021/2/e26552
https://iris.paho.org/handle/10665.2/55877OPSEIHISddttt421028_spa.pdf
https://iris.paho.org/handle/10665.2/55877OPSEIHISddttt421028_spa.pdf
https://public.resource.org/8_principles.html
https://public.resource.org/8_principles.html
http://www.mit.jyu.fi/ope/kurssit/TIES462/Materiaalit/IEEE_SoftwareEngGlossary.pdf
http://www.mit.jyu.fi/ope/kurssit/TIES462/Materiaalit/IEEE_SoftwareEngGlossary.pdf
https://www.gov.uk/government/publications/data-ethics-framework/data-ethics-framework-2020
https://www.gov.uk/government/publications/data-ethics-framework/data-ethics-framework-2020
http://dx.doi.org/10.1038/s42256-019-0088-2
http://dx.doi.org/10.1038/s42256-019-0088-2
http://dx.doi.org/10.1038/s42256-019-0088-2


40. Abramoff MD, Cunningham B, Patel B, Eydelman MB, Leng T,
Sakamoto T, et al. Collaborative Community on Ophthalmic
Imaging Executive Committee and Foundational Principles
of Ophthalmic Imaging and Algorithmic Interpretation
Working Group. Foundational considerations for artificial
intelligence using ophthalmic images. Ophthalmology.
2022;129:e14–32. http://dx.doi.org/10.1016/
j.ophtha.2021.08.023.

41. NHS X. Artificial Intelligence: how to get it right. Putting
policy into practice for safe data-driven innovation in health
and care, https://www.nhsx.nhs.uk/media/documents/
NHSX_AI_report.pdf (2019).

42. Ethics and governance of artificial intelligence for health:
WHO guidance. Geneva: World Health Organization; 2021.
Licence: CC BY-NC-SA 3.0 IGO. ISBN 978-92-4-002920-0
https://www.who.int/publications/i/item/9789240029200.

43. Garrow CR, Kowalewski KF, Li L, Wagner M, Schmidt MW,
Engelhardt S, et al. Machine learning for surgical phase
recognition: a systematic review. Ann Surg. 2021;273:684–93.
http://dx.doi.org/10.1097/SLA.0000000000004425.

44. Maier-Hein L, Wagner M, Ross T, Reinke A, Bodenstedt S,
Full PM, et al. Heidelberg colorectal data set for surgical data
science in the sensor operating room. Sci Data. 2021;8:101.
http://dx.doi.org/10.1038/s41597-021-00882-2.

45. European Commission. Laying Down Harmonised Rules on
Artificial Intelligence (Artificial Intelligence Act) and
Amending Certain Union Legislative Acts. Brussels. 2021.
https://eur-lex.europa.eu/legalcontent/EN/TXT/HTML/?uri=
CELEX:52021PC0206&from=EN.

46. United States Subcommittee on Antitrust. Commercial and
Administrative Law of the Committee on the Judiciary:
Investigation of Competition in Digital Markets. 2020.
https://judiciary.house.gov/uploadedfiles/competition_in_
digital_markets.pdf.

47. Stodden V. The scientific method in practice:
Reproducibility in the computational sciences (MIT Sloan
Research Paper No. 4773-10). Cambridge, MA: Massachusetts
Institute of Technology; 2010. http://dx.doi.org/10.2139/
ssrn.1550193.

48. Hashimoto DA, Ward TM, Meireles OR. The role of artificial
intelligence in surgery. Adv Surg. 2020;54:89–101. http://
dx.doi.org/10.1016/j.yasu.2020.05.010.

49. Meireles OR, Rosman G, Altieri MS, Carin L, Hager G, Madani
A, et al. SAGES Video Annotation for AI Working Groups.
SAGES consensus recommendations on an annotation
framework for surgical video. Surg Endosc. 2021;35:4918–29.
http://dx.doi.org/10.1007/s00464-021-08578-9.

50. Martin G, Kinross J, Hankin C. Effective cybersecurity is
fundamental to patient safety. BMJ. 2017;357j2375. http://
dx.doi.org/10.1136/bmj.j2375.

51. Martin G, Ghafur S, Kinross J, Hankin C, Darzi A.
WannaCry—a year on. BMJ. 2018;361:k2381. http://
dx.doi.org/10.1136/bmj.k2381.

52. Health Data Research UK. Health Data Research Hubs,
https://www.hdruk.ac.uk/helping-with-health-data/our-
hubs-across-the-uk/ (2022).

53. Understanding Patient Data, https://
understandingpatientdata.org.uk/ (2022).

c i r e s p . 2 0 2 4 ; 1 0 2 ( s 1 ) : 8 – 1 5 S15

http://dx.doi.org/10.1016/j.ophtha.2021.08.023
http://dx.doi.org/10.1016/j.ophtha.2021.08.023
http://dx.doi.org/10.1016/j.ophtha.2021.08.023
https://www.nhsx.nhs.uk/media/documents/NHSX_AI_report.pdf
https://www.nhsx.nhs.uk/media/documents/NHSX_AI_report.pdf
https://www.who.int/publications/i/item/9789240029200
http://dx.doi.org/10.1097/SLA.0000000000004425
http://dx.doi.org/10.1097/SLA.0000000000004425
http://dx.doi.org/10.1038/s41597-021-00882-2
http://dx.doi.org/10.1038/s41597-021-00882-2
https://eur-lex.europa.eu/legalcontent/EN/TXT/HTML/?uri=CELEX:52021PC0206%26from=EN
https://eur-lex.europa.eu/legalcontent/EN/TXT/HTML/?uri=CELEX:52021PC0206%26from=EN
https://judiciary.house.gov/uploadedfiles/competition_in_digital_markets.pdf
https://judiciary.house.gov/uploadedfiles/competition_in_digital_markets.pdf
http://dx.doi.org/10.2139/ssrn.1550193
http://dx.doi.org/10.2139/ssrn.1550193
http://dx.doi.org/10.2139/ssrn.1550193
http://dx.doi.org/10.1016/j.yasu.2020.05.010
http://dx.doi.org/10.1016/j.yasu.2020.05.010
http://dx.doi.org/10.1016/j.yasu.2020.05.010
http://dx.doi.org/10.1007/s00464-021-08578-9
http://dx.doi.org/10.1007/s00464-021-08578-9
http://dx.doi.org/10.1136/bmj.j2375
http://dx.doi.org/10.1136/bmj.j2375
http://dx.doi.org/10.1136/bmj.j2375
http://dx.doi.org/10.1136/bmj.k2381
http://dx.doi.org/10.1136/bmj.k2381
http://dx.doi.org/10.1136/bmj.k2381
https://www.hdruk.ac.uk/helping-with-health-data/our-hubs-across-the-uk/
https://www.hdruk.ac.uk/helping-with-health-data/our-hubs-across-the-uk/
https://understandingpatientdata.org.uk/
https://understandingpatientdata.org.uk/

	DATA GOVERNANCE in digital surgery
	Introduction
	Evolution of surgery
	Digital surgery
	Digital surgery and data
	Data science
	Data governance
	Health data governance
	Ethics and data
	Data and digital surgery ethics
	Ethics and training in digital surgery
	Future lines of study
	Awareness of the role of surgeons
	Knowledge of limitations and resolution
	Creation of a European legal framework
	Investment and institutional support
	Interdisciplinary education
	Comprehensive training for “Digital Surgeons”

	Conclusions
	Conflicts of interest and funding sources
	References


